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Employee Benefits Alert:
Alert:Stimulus
StimulusBill
BillExpands
ExpandsHIPAA
HIPAA Privacy
Privacy and
and Security
Security Rules
Rules to
to Business
Business
Associates
Impact on Group
Group Health Plans,
Plans, Benefits
Benefits Brokers/Consultants,
Brokers/Consultants, and
and Third-Party
Third-Party Administrators
Administrators
2/20/2009
The
“administrative simplification”
1996
The “administrative
simplification”requirements
requirementsofofthe
theHealth
HealthInsurance
InsurancePortability
Portabilityand
andAccountability
AccountabilityAct
Actofof
1996(“HIPAA”)
(“HIPAA”)impose
imposeprivacy
privacyand
andsecurity
securitystandards,
standards,among
among others,
others, on
on
“covered entities”
plans,
most
providers,
and
health-care
clearinghouses).
result, covered
entities”(i.e.,
(i.e.,health
health
plans,
mosthealth-care
health-care
providers,
and
health-care
clearinghouses).These
Theserules
rulesare
aregenerally
generallyburdensome
burdensome and
and complex, and,
and, as
as a result,
covered
entities
entities often
oftenlook
lookto
tooutside
outsidevendors/service
vendors/serviceproviders
providersto
toassist
assist in
in them
themin
intheir
theirday-to-day
day-to-dayoperations.
operations.Recognizing
Recognizing this
this to
tobe
bethe
thecase,
case,the
thefinal
finalHIPAA
HIPAA privacy
privacy and
and security regulations
require covered entities
entities to
final privacy
to enter
enterinto
intocontracts
contractswith
withtheir
theirvendors
vendorsand
andservice
serviceproviders
providers(or
(or“business
“businessassociates”
associates” in
in the
theparlance
parlance of
ofthe
theHIPAA
HIPAA final
privacy and
and security rules)
rules) obligating
obligating
them to safeguard
“Protected Health Information”
Information” (PHI)
of the privacy
privacy rule) and
and “electronic
“electronic Protected
safeguard “Protected
(PHI) (in the case
case of
Protected Health
Health Information”
Information”(ePHI)
(ePHI) (in
(in the
the case
case of the security rule).
rule). The
The
precise nature of
under the
the privacy and security rules was left
left vague,
associates were
were content
content to simply
of the
theobligations
obligationsimposed
imposedon
onbusiness
business associates
associates under
vague, however,
however,and
andmany
many business
business associates
simply sign
sign
a business
businessassociate
associateagreement
agreementand
anddo
dolittle
little more.
The American
American Recovery
Recoveryand
andReinvestment
ReinvestmentAct
Actof
of2009
2009(the
(the“Act”)
“Act”) contains
privacy and
and security
security protections.
protections.
contains aa series
series of provisions aimed at strengthening
strengthening and
and extending the
the basic
basic HIPAA
HIPAA privacy
Among
other things, the Act tightens
additional notice requirements
Among other
tightens the
the rules
rules relating
relatingtotothe
theminimum
minimumnecessary
necessarydisclosures
disclosures of
of PHI,
PHI, imposes
imposes additional
requirements in
in the
thecase
case of
of security
security breaches,
breaches, and
and grants
grants
new enforcement powers to the
the states.
states. Additionally,
Additionally,ititextends
extendscertain,
certain,key
keysubstantive
substantiveprivacy
privacyand
andsecurity
securityprovisions
provisionstotobusiness
business associates.
associates.

Group
health plans
plans routinely
routinely look to benefits brokers
third-party administrators,
Group health
brokers and consultants, third-party
administrators,and
andother
othervendors
vendors to
toassist
assist with
with plan
plan maintenance
maintenance and
and operation.
operation. This
This is
is especially
true
will raise
raise the
the compliance bar for these
true of
of self-funded
self-funded plans
plans and
and larger,
larger, fully
fullyinsured
insuredprograms
programs that
thatare
areexperience-rated.
experience-rated.The
TheAct’s
Act’sprovisions
provisionsas
as they
they apply
apply to
tobusiness
business associates
associates will
and other entities.
entities. Service
compliance programs
programswith
with an
an eye
eyetoward
toward complying
complyingwith
with these
these rules.
rules. This
Thisclient
client alert
alert
Service providers to group health plans
plans will need to revisit
revisit their
theirHIPAA
HIPAA compliance
describes
the provisions
provisions of
of the Act that
describes the
that affect
affectbusiness
business associates
associates generally.

Background
When
it enacted HIPAA,
Congresschose
chosetotoregulate
regulateonly
onlycovered
coveredentities,
entities, a term
term that
When it
HIPAA, Congress
thatincludes
includesneither
neitheremployers
employersnor
norbusiness
business associates
associates of covered
covered entities.
entities.Under
Underthe
thebasic
basicHIPAA
HIPAA
PHI and
andePHI
ePHIcan
cangenerally
generallyonly
onlybe
beshared
sharedamong
amongcovered
covered
entities.This
Thispresented
presentedthe
theregulators
regulatorswith
withsomething
somethingofofaaconundrum:
conundrum:orderly
orderly administration
administration of group health
standards, PHI
entities.
plans requires employers and
and their
their business
associatesto
tohave
haveaccess
accesstotoall
allsorts
sortsof
ofHIPAA-protected
HIPAA-protectedmedical
medicalinformation,
information, but
would be barred under the
business associates
but access
access would
the basic
basic regulatory
regulatory scheme
scheme
absent some
some special
specialrule
rule or
or exemption.
exemption. The solution was to require
with certain
require contracts
contracts with
withbusiness
business associates
associates with
certain “business
“business associate” covenants.
covenants.

The Privacy
Privacy Rule
Rule
Compliance
with the privacy rule requires varying levels
levels of
of employer
employer involvement,
involvement, depending
on whether
whether the
the group
group health
health plan
plan is
is self-funded
self-funded or
or fully
fully insured.
Compliance with
depending on

Self-funded
Self-funded Plans
Plans
Since
someonemust
mustact
acton
onbehalf
behalfofofthe
theself-funded
self-fundedplan,
plan, the
the plan’s
plan’s workforce
workforce typically
typically consists
whowork
workfor
for the
the employer. While it
it might
Since someone
consists of persons
persons who
might be
be possible
possible to outsource the
plan’s covered functions in their
provider would
would need
need to
to be
be aa plan
plan fiduciary
fiduciary for
their entirety
entiretytotoan
anadministrative
administrativeservices-only
services-only(ASO)
(ASO) provider,
provider,this
thisisisrare—at
rare—at least
least in
in part
partbecause
because the
the ASO
ASO provider
ERISApurposes.
purposes.
ERISA

Fully
Fully Insured
Insured Plans
Plans
In the case
fully insured
case of fully
insured plans,
plans, the
the level
levelof
ofcompliance
compliancedepends
depends on
on the
theextent
extenttotowhich
whichthe
theplan
plansponsor
sponsorneeds
needsor
orwants
wantsaccess
access to
to PHI.
PHI. Fully insured group health plans are exempt
from the
or if they receive only “summary health information”
the bulk
bulk of
of the
the privacy
privacy rule’s
rule’scompliance
compliance burdens
burdens if they
they receive
receive no PHI,
PHI, or
information”and
and only
only for
forthe
thepurpose
purpose of
of obtaining
obtaining premium
premium bids
bids
for providing
coverageto
to the
the group
group health
health plan
plan or
or modifying,
modifying, amending,
amending, or
or terminating
terminating the group health plan.
providing health
health insurance
insurance coverage

Security Rule
Rule
The security rule
such things
things as
asunauthorized
unauthorized network
network access,
access,breaches
breachesof
ofnetwork
network firewalls,
firewalls, hackers,
all of which could
rule focuses
focuses on such
hackers, computer
computer viruses,
viruses, and
and compromised
compromised passwords,
passwords, all
could
compromise
or disrupt
disrupt the flow
flow of
careless or
or malicious
maliciousindividuals
individualswho
whomay
mayinadvertently
inadvertently or
or intentionally
intentionally exploit
compromise or
of ePHI.
ePHI. The security rule is intended to
to protect
protectePHI
ePHI against careless
exploitsystem
system
vulnerabilities
data. While
to medical records, the
vulnerabilities and
and misuse
misuse sensitive medical data.
While the
the privacy
privacy rules
rules determine
determinewho
whoshould
should have
have access
access to
the security
security provisions
provisions establish the manner
manner in
in which
which
medical records
records must
must be
be protected
protected from inappropriate
The security
security rule
rule requires
requires covered
covered entities
entities to:
inappropriate access.
access. The

ensure
the confidentiality,
confidentiality, integrity,
ensure the
integrity, and
and availability
availability of
ofall
allelectronic
electronicprotected
protectedhealth
healthinformation
informationthe
thecovered
covered entity
entitycreates,
creates,receives,
receives, maintains,
maintains, or
or transmits;
transmits;
protect
reasonablyanticipated
anticipated threats
threats or
or hazards
hazardsto
tothe
the security
security or
or integrity
integrity of such
information;
protect against
against any
any reasonably
such information;
protect
reasonablyanticipated
anticipated uses
usesor
ordisclosures
disclosuresofofsuch
suchinformation
informationthat
thatare
arenot
notpermitted
permitted or
or required
required by
by the
the rule; and
protect against
against any reasonably

ensure
compliancewith
with the
the rule
rule by
by its
its workforce.
ensure compliance
The final security rule
series of
of security
security “standards”
“standards” covering administrative,
that, according
rule establishes
establishes a series
administrative, physical,
physical, and
and technical
technical safeguards
safeguards that,
according to
to the
the U.S.
U.S. Department
Department of
of Health
Health and
and
Human
Services(“HHS”),
(“HHS”),are
arebased
basedon
on“generally
“generallyaccepted
acceptedsecurity
securityprocedures.”
procedures.”The
Theterm
term “standard”
“standard” for
of the final
requirement. For
Human Services
for purposes
purposes of
final security
security rule
rulemeans
means a baseline security requirement.
For
some
but not
not all of these standards,
the rule also
prescribes“implementation
“implementation features.”
some but
standards, the
also prescribes
features.”An
An implementation
implementationfeature
featureexplains
explainshow
how to
togo
go about
about satisfying
satisfying the
the standard.
standard. The
The
implementation specifications are
are further
further classified as
as “required”
“required” or
or “addressable.”
“addressable.” While
While the
the covered
covered entity
entity must
must adopt
adopt those
those that
that are
are required,
required, ititcan
canchoose
choose alternative
alternative ways
ways to
comply with
with those
for the alternative
those that
thatare
areaddressable,
addressable, or
or ititcan
canchoose
choose not
not to
tocomply
complyso
so long
long as
as (in
(in each
each case) the reason
reason for
alternativeor
ornoncompliance
noncomplianceisisreasonable
reasonable and
and documented.
documented. The
The
implementation
and training
training standard,
standard, for
for example, are
are addressable.
addressable.This
Thismeans
meansthat
thatthey
theyneed
neednot
notbe
befollowed
followedtotothe
theletter
letter ifif there
implementation specifications
specifications of
of the
the security
security awareness
awareness and
there isis aa good
good
reason
to deviate.
reason to

The Business
Associate Requirement
Requirement
Business Associate
A
“businessassociate”
associate”isisaaperson
personororentity
entitythat
that“assists
“assistsa acovered
coveredentity
entitywith
withaafunction
functionororactivity
activity that
that involves
involves the
the use
useor
ordisclosure
disclosureofofindividually
individuallyidentifiable
identifiable health
health information”
information” (a
A “business
“covered function”).
performs or
or assists
assistsininthe
theperformance
performanceof
ofaafunction
function or
or activity
activity that
function”).The
Thecrux
cruxofofthe
thebusiness
business associate
associate relationship
relationship is
is that
that the
thebusiness
business associate
associate performs
that involves
involves the
the use
use or
or
disclosure of PHI.
An obvious
obviousexample
exampleisisthat
that of a self-funded group health
PHI. An
health plan
plan that
thatchooses
chooses to
to outsource
outsource its
itsclaims
claimsprocessing
processing and other
other administrative
administrativeservices.
services.Some
Some service
service
providers, such
asjanitorial
janitorial services, may
may have
have incidental
incidental access
accessto
toPHI
PHIbut
butthey
theymay
maynot
notperform
performor
orassist
assistwith
withthe
theperformance
performanceof
of aa covered
coveredfunction,
function, or
or the services
services that
that they provide
such as
may not involve or
associate, even
even though
though itit might technically
in the course of
or require
requirethe
theuse
useor
ordisclosure
disclosure of
ofPHI.
PHI. Such
Such a service provider is not
not aa business
business associate,
technicallyhave
have access
access to PHI
PHI in
is permitted
permitted so
as the
the covered
covered entity
entity has
safeguardsas
asotherwise
otherwiserequired
required by
by the
the privacy
privacy rule.
rule. In this
performing its
its duties.
duties.Such
Such access
access is
so long as
has adopted reasonable
reasonable safeguards
this instance,
instance, aa reasonable
reasonable
safeguard might
might include
include aa confidentiality
confidentiality clause
service provider.
provider.
safeguard
clause in
in the
the contract
contractwith
withthe
thenon-business
non-business associate
associate service
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Both the final
final privacy
privacy rule
ruleand
and the
thefinal
finalsecurity
securityrule
ruleinclude
includebusiness
business associate
associate covenant requirements.

The final privacy rule
assurances”
it receives
rule requires
requires that
thatthe
thegroup
grouphealth
healthplan
planobtain
obtain“satisfactory
“satisfactory
assurances”from
fromitsitsbusiness
businessassociate
associate that
thatthe
thebusiness
business associate
associate will
will safeguard
safeguard the
the PHI
PHI it
receives or
creates on
on behalf
behalf of the health plan.
mustbe
beset
setout
outininaawritten
written contract
contract or other agreement that includes:
plan. The
The satisfactory assurances
assurances must
a description of
of the
the permitted
permittedand
andrequired
requireduses
usesofofPHI
PHIby
bythe
thebusiness
business associate;
associate;

a prohibition
prohibition against
associate using
usingor
ordisclosing
disclosingthe
thePHI
PHIfor
forany
anypurpose
purposeother
otherthan
thanasaspermitted
permittedor
or required
required by
by the
the agreement or as
required by law;
against the
the business
business associate
as required
law; and
and
a requirement
requirement that
thatthe
thebusiness
business associate
associate implement
implement appropriate
appropriatesafeguards
safeguards to
to prevent
preventunauthorized
unauthorizeduses
uses or
or disclosures
disclosures of
of PHI.
PHI.
Before the Act,
Act, the
theprivacy
privacyrule
rulesaid
saidnothing
nothingabout
abouthow
howaabusiness
businessassociate
associate should
should go about satisfying these requirements.
requirements. In
In contrast,
contrast,the
thebusiness
businessassociate
associate compliance
compliance standards
standards
under the security rule
was required
required to
to implement administrative,
rule were
were aa little
littleeasier
easiertotodiscern.
discern.The
Thebusiness
business associate
associate was
administrative,physical,
physical,and
and technical
technicalsafeguards
safeguards that
that “reasonably
“reasonably and
and
appropriately protect
protect the
the confidentiality,
confidentiality,integrity
integrityand
andavailability
availabilityofofthe
theePHI
ePHIititcreates,
creates,receives,
receives,maintains
maintainsor
ortransmits.”
transmits.”ItItwas
wasalso
alsorequired
requiredto
toensure
ensure that
that its
itsagents,
agents, including
including
subcontractors, do likewise. This has
has generally
generally been
beeninterpreted
interpreted to mean that,
that expects to handle ePHI
in connection
connection with
with the performance of
that, at
ataaminimum,
minimum,aabusiness
business associate
associate that
ePHI in
business
associatefunctions
functionson
onbehalf
behalfof
ofaacovered-entity
covered-entity client
client had
and adopt,
adopt, document, and monitor
monitor applicable
business associate
had to
to conduct
conduct aa risk
risk assessment
assessment and
applicable safeguards.
safeguards.

The Act
The Act modifies the
privacy rules as
as they
they apply to business
associatesininthree
three important
important respects:
the substance
substance of the
the HIPAA
HIPAA privacy
business associates

business
associatesare
arenow
nowsubject
subjectto
tothe
the substantive
substantive provisions
provisionsof
of the
the HIPAA
HIPAAprivacy
privacyand
andsecurity
securityrules
rulesgenerally
generallyin
in the
the same
same manner
mannerand
andto
to the
the same
same extent
extent as
as covered
covered entities;
entities;
business associates

NOTE:According
Accordingtotothe
thethe
the Conference
ConferenceCommittee
CommitteeReport
Reportaccompanying
accompanyingthe
theAct,
Act,the
theAct
Act“would
“would apply the HIPAA
PrivacyRule,
Rule,the
theadditional
additional privacy
privacy requirements,
requirements, and
and the
the civil and
NOTE:
HIPAA Privacy
and
1 (emphasis
criminal
for violating
violating those
those standards
standardstotobusiness
business
associates
in the
same
manner
as they
to providers
the providers
and health
for whom
are working”1
criminal penalties
penalties for
associates
in the
same
manner
as they
applyapply
to the
and health
plansplans
for whom
they they
are working”
(emphasis
added).
But the Act does
does not do this.
this. ItIt instead
instead (i)
(i)codifies
codifiesthe
thebusiness
business associate
associate contact requirement
requirement (which
(which was
was previously
previously a purely regulatory
regulatory provision),
provision), (ii)
(ii)requires
requiresbusiness
business
associates
to comply
comply with
with the privacy requirements
associatesto
to cure
cure breaches
breachesby
bythe
thecounter-party
counter-party covered
covered entity.
entity. This
associates to
requirements added
added by the
the Act,
Act, and
and (iii)
(iii)imposes
imposes an
an obligation
obligationon
on business
business associates
This
apparent disconnect could be addressed
in regulations.
addressed in

business
associatesare
arenow
nowsubject
subjecttotocivil
civiland
andcriminal
criminal penalties
penalties for
for violation
violation of
business associates
of these
these rules;
rules; and
and
the Secretary of the
aswell
well as
as covered
coveredentities.
entities.
the Department
Department of
ofHealth
Healthand
andHuman
Human Services
Services is required to
to conduct
conduct periodic
periodiccompliance
complianceaudits
auditsof
ofbusiness
business associates
associates as

The Act adds
adds aa series
seriesof
of notice
notice requirements
requirements that
that apply
where there has
been aa use
useor
ordisclosure
disclosureof
of“unsecured
“unsecuredprotected
protected health
apply to
to both
bothcovered
coveredentities
entitiesand
andbusiness
business associates
associates where
has been
information.”
means
PHI
secured
information.”“Unsecured
“Unsecuredprotected
protectedhealth
healthinformation”
information”
means
PHIthat
thatis isnot
not
securedthrough
throughthe
theuse
useofofa atechnology
technologyorormethodology
methodologyapproved
approvedby
byHHS.
HHS.Specifically,
Specifically,aabusiness
business
associate
that “accesses,
“accesses,maintains,
maintains, retains,
retains, modifies,
modifies, records, stores,
stores, destroys,
destroys, or
or otherwise
otherwise holds,
holds, uses,
uses,or
ordiscloses
disclosesunsecured
unsecured
protectedhealth
healthinformation”
information”isisrequired
requiredto
to notify
notify the
associate that
protected
covered
entity of
Where contact
contact information
information is deficient or
may require
require that
covered entity
of the
the breach
breach within
within 60
60 days
days of discovery. Where
or out
out of
of date,
date,and
and where
where ten
ten or
ormore
more individuals
individuals are
are affected,
affected,HHS
HHS may
notice be posted on
on the
the covered
covered entity’s
entity’s website,
website, or
or even
even published in major
major print
printor
orbroadcast
broadcast media,
media, and
and include
include aa toll-free
toll-freephone
phonenumber.
number.Where
Where 500
500 or more individuals are
affected, public
affected,
public notice
notice is
is mandated.
mandated.

also includes
includes new
new standards
standardsthat
that apply
apply to
to the
the “minimum
“minimum necessary”
The Act also
necessary” requirements,
requirements, health-care
health-care operations
operations standards,
standards, limited
limiteddata
datasets,
sets,accounting
accountingfor
fordisclosures
disclosures of
of PHI,
PHI, and
and
marketing, among
marketing,
among others.
others. These
These changes
changes apply to both
both covered
covered entities
entitiesand
andbusiness
business associates.
associates.

Compliance Steps
Simply put,
put, the
for covered
the Act
Actraises
raises the
theHIPAA
HIPAA compliance bar for
covered entities
entitiesand
andsignificantly
significantlyraises
raisesthe
theHIPAA
HIPAA compliance
compliance bar
barfor
forbusiness
business associates.
associates.

Group health
health plans
plans that
that are subject to HIPAA
will need
need to
to revisit
revisit their
their HIPAA
privacyand
andsecurity
securityefforts
efforts to
to comply
comply with
with the new rules. As
practical matter,
matter, however,
Group
HIPAA will
HIPAA privacy
As aa practical
however, most
most group
group
business
health plans
plans tend to
to rely
relyheavily
heavilyon
ontheir
theiroutside
outsideadvisors
advisors(a/k/a
(a/k/a
businessassociates).
associates).As
As aa consequence,
consequence, there
there will
willbe
beincreased
increasedpressure
pressure to
toensure
ensure that
thatup-to-date
up-to-datebusiness
businessassociate
associate
agreements are
are in
in place and
and that business
associatesare
arefully
fully compliant.
compliant.
agreements
business associates

For their part,
associateswill,
will, in
in many
manyinstances,
instances,need
needtotoramp
rampup
uptheir
theircompliance
complianceefforts
effortsin
in connection
connectionwith
with both
both privacy
privacy and
and security.
security. With
With respect
respect to
to the
the privacy
privacy rule, this
For
part, business
business associates
will apparently
other things. For
For purposes
purposesofofthe
thesecurity
securityrule,
rule, itit will
will
will
apparently require
require written
writtenpolicies
policiesand
andprocedures,
procedures, workforce
workforce training
trainingand
and discipline,
discipline,and
and periodic
periodic compliance
compliance reviews,
reviews, among
among other
entail the
entail
the adoption
adoption of
of physical,
physical, administrative,
administrative,and
andtechnical
technicalsafeguards,
safeguards, and
and the
the adoption
adoption of
of security
security policies
policies and
and procedures.
procedures.
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