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Consider the following example: a financial institution 
wants to outsource its technology and operations to an 
outsourcing provider in India. In evaluating the transaction, 
the financial institution needs to evaluate not merely the 
capabilities of the outsourcing provider to ensure integrity, 
security, transmission capability and reliability, but both the 
ability of the provider to ensure compliance with the 
banking or financial regulations that apply, and the 
question of whether the laws and regulations, the judicial 
system, and law enforcement mechanisms from the 
jurisdiction in which the outsourced services will be 
provided, are adequate to ensure that if the contract is 
solid, the ability to actually enforce it will be as well. 

But what if the jurisdiction(s) is a continually floating cloud. 
As configured today, it will be difficult, if not impossible, to 
determine or regulate features, functions, services, 
applications, databases and the like, in a cloud computing 
environment. Will regulators need to insert a compliance 
regulator in every cloud-computing company? Will 
requirements and reporting be so complex and multi-
jurisdictional that the perceived benefits of cloud computing 
will quickly be eaten up by difficult and overwhelming 
regulatory requirements, perhaps differing ones for differing 
jurisdictions? Do we need some international convention 
that countries and states will ratify to normalize cloud 
computing on a global (or quasi-global) basis? Will 
governments require cloud computing providers to agree to 
submit to jurisdiction before a regulator will allow a financial 
institution to use that provider’s services? Will 
interoperability and cross-service platform agreements 
need to deal with these issues when one cloud computing 
provider interfaces with another?

Perhaps we can borrower a paradigm from the telephony 
universe where point-to-point communications often pass 
through multiple jurisdictions, carried by multiple carriers, 
transparent to both the initiator and recipient of the phone 
call. We rely on the privacy of these communications, in 
part because of technology, but also based on the fact that 
most voice telecommunications services are both regulated 
and protected around the world – most, but not all. Thus, if 
your telephone call was to be routed through a country that 
did not have such protections or had different protections –
wiretaps, illegal in this country, might not be illegal and 
could even be routine practice for a foreign intelligence 
service, a private telecommunications company, or three 
teenagers with a homemade scanning device! This, in an 
industry that has been heavily regulated for almost a 
century. In stark contrast, cloud computing is not a 
regulated industry or activity. Which brings us nicely to 
consideration, briefly, of international issues applicable to 
cloud computing in the financial services industry.

As noted above, financial services firms with operations 
outside the United States must also be concerned with the 
foreign laws and regulations governing their operations in 
every jurisdiction in which they do business - in some 
cases, not merely different, but inconsistent laws and 
regulations. For example, the restrictions on firms with 
operations in Europe with respect to data transfer/sharing 
and security under the various country-level 
implementations of the EU Data Protection Directive, are 
more stringent than those under U.S. law. Suffice it to say, 
compliance with all applicable information security 
regulations and guidance, whether federal, state or abroad, 
is difficult for a financial services firm even in a self-
contained IT environment; and yet a firm’s failure to 
properly manage this landscape can be devastating. 

Something Old, Something New – How Are Dated 
Rules and Regulations Applied to Cloud 
Computing

Returning the focus back to the United States, issues that 
financial services firms will be forced to grapple with are 
outdated and less-than-helpful regulations and laws. By 
way of example, the Federal Financial Institutions 
Examination Counsel (“FFIEC”) over the past decade 
promulgated a series of guidance statements and policies 
for financial services companies on IT risk management for 
outsourced technology services, the latest of which was 
seemingly released back in 2004 (before the term cloud 
computing was even a glimmer in anyone’s lexicon). While 
many concerns remain as genuine and applicable today as 
they did in 2004, there are just as many that get lost in 
the…clouds. The FFIEC, for example, calls for “clearly 
written contracts that provide sufficiently detailed 
assurances for performance, reliability, security, 
confidentiality and reporting.”13 In contrast, most cloud 
computing agreements (and perhaps private cloud 
agreements to a lesser extent) are take-it-or-leave-it 
documents that heavily favor the provider with robust 
disclaimers of warranties and limitations of liability. Other 
federal statutes, like FINRA’s Notice on Members’ 
Responsibilities When Outsourcing Activities to Third-Party 
Service Providers, issued in 2005, requires NASD 
members to design supervisory systems and due diligence 
plans that include monitoring a service provider’s 
compliance with the terms of any agreement…and 
assessing such provider’s fitness and ability to perform the 
covered activities being outsourced.14 Even the largest and 
most capitalized financial services firms will think twice 
about cloud computing if they are required by statute, rule 
or guidance to audit and monitor hundreds of data centers 
around the world for the cost savings it anticipates enjoying 
back at home. We did say cloudy, right?
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The Necessity of Teamwork – Working with Your 
IT Professionals To Determine the Optimal Cloud 
Framework

When making determinations regarding the type of cloud 
environment to utilize and adopt (private, public, 
community or hybrid), and the applications and/or business 
functions that are suitable to be hosted in a cloud 
environment, it is essential that the financial services firm 
and individual lines of business look to its information 
security officer or director and his/her operational, 
compliance and legal teams for participation and guidance. 
When selecting a vendor, a financial services firm needs to 
be reasonably certain that the selected vendor has the 
capabilities to ensure compliance with all applicable laws 
and regulations that govern the firm’s operations. Because 
cloud computing is a rapidly growing IT services sector, 
there is a large (and ever-expanding) pool of service 
providers from which to choose—including major players 
such as Oracle, Google and Amazon, and existing end-to-
end IT infrastructure service providers that are eagerly 
pushing into this sector with the hope of capturing market 
share. While it might be tempting to leverage an existing 
relationship with an IT services vendor that may not have a 
long track-record with respect to cloud computing, the firm 
should be wary that it does not become a test case for 
such a service provider and, essentially, end up funding 
cloud-computing R&D. It also should be noted that, even 
more so than with respect to other, more established, IT 
services, standard terms and conditions in cloud-computing 
service agreements provide little in the way of customer 
protections and remedies. Therefore, it is critical to have 
strong negotiators and legal representation on these deals 
to ensure that the firm gets what it needs with respect to 
service levels, warranties, remedies, and other terms and 
conditions.

A Financial Institution’s Preliminary Cloud-
Computing Check List

Once the cloud computing project team is formed, the 
financial services firm needs to develop its requirements, 
specifications and due diligence checklist to measure the 
various third-party service providers. While these 
documents will be specific to the organizational standards, 
line-of-business requirements, and the specific business 
functions that it seeks to move into a cloud environment, 
the following suggestions may be helpful:

 Determine which business functions might be suitable 
for different cloud environments and classify your 
information assets by sensitivity. For example, 
processes that require high-capacity processing but 
are utilized only periodically may benefit greatly from a 

cloud environment where capacity is available on-
demand. On the other hand, functions that involve the 
collection and treatment of large amounts of NPPI 
may require use of a private cloud, or may not be 
suitable for transfer to a cloud environment at all.

 Establish a robust and comprehensive set of 
requirements specific to the lines of business and 
specific business functions the firm would optimally 
operate, either partially or wholly, in a cloud 
environment. It may be beneficial to develop the 
service level agreement in advance so that all the 
operational and regulatory requirements are on the 
table once you begin your vendor selection process. 
With this approach, it will quickly become apparent 
which vendors clearly are not able to satisfy your 
requirements.

 Develop detailed and extensive governance 
processes and procedures, including meaningful goal-
setting, policy and standard development, audit rights, 
frequent steering committee meetings, and clear 
escalation procedures.15 Considering the relatively 
nascent state of evolution of cloud computing 
services, it may be even more critical than with other 
more developed IT services, to drive the service 
requirements. Do not let a vendor get away with the 
“that’s not market” approach.

 Establish some form or protocol that allows the 
financial services firm to identify where its
infrastructure and data are situated, both 
technologically and operationally. You cannot simply 
launch and run your business purely on faith.

 Consider not only the service provider’s capabilities 
regarding robustness of information security, but also 
how readily your firm’s information is able to be 
retrieved in the event of an investigation or natural 
disaster. If your firm is subject to a regulatory 
investigation, the service provider must be able to 
cooperate and facilitate the investigation by providing 
the information required by the regulatory agency 
without compromising other information.

 Adjust or develop your firm’s internal policies to 
address the unique issues posed by the purchase and 
utilization of cloud computing services. Because 
business owners may now, potentially, bypass IT 
entirely and purchase pre-packaged cloud services to 
perform certain tasks, the parameters around this 
process need to be clear.
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