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Privacy and Security // Communications
Communications Alert:
Alert:FTC
FTC Releases
Releases Staff Report Announcing SelfRegulatory Principles for Online Behavioral Advertising
3/2/2009
The Federal
Federal Trade
Trade Commission
Commission(FTC)
(FTC)has
hasreleased
released
staffreport
reportsetting
settingself-regulatory
self-regulatory principles
principles for companies engaged
engagedin
in online
online behavioral
behavioral advertising.
advertising. The principles are designed to
aa
staff
enable online advertisers
advertisers to
to avoid
avoid or
or address
addresspractices
practicesthat
thatraise
raisegenuine
genuineprivacy
privacyconcerns
concerns
withoutinterfering
interferingwith
withor
orstifling
stifling innovation
innovation online. The
The FTC
FTCissued
issuedthe
thestaff
staffreport
reportafter
after it
it
without
conducted
town-hall meeting, published
published aa draft
draft set of principles, and obtained public comment
comment on
on the
the draft
draft principles.
conducted aa town-hall

The staff report
four principles:
report defines
defines online
online advertising
advertising and
and announces
announces four

. transparency
transparencyand
andconsumer
consumer control;
reasonablesecurity
security and
and limited data retention;
. reasonable

. material
materialchanges
changesto
toprivacy
privacy policies;
policies; and
and
. affirmative
express
affirmative
expressconsent
consentbefore
beforeusing
using sensitive
sensitive data.
usesof
of tracking
tracking online
online behavior.
The staff report
reportdoes
does not
not address
address secondary
secondary uses

Online Advertising Definition
Definition Excludes
“First Party”
Party” and
Excludes “First
and Contextual Advertising
The staff report
reportdefines
definesonline
onlinebehavioral
behavioraladvertising
advertisingas
asthe
thetracking
trackingofofaaconsumer’s
consumer’sonline
onlineactivities
activitiesover
overtime—including
time—includingthe
thesearches
searchesaaconsumer
consumerhas
has conducted,
conducted,the
theWeb
Webpages
pages
visited, and the content viewed—to
deliver advertising
advertisingtargeted
targeted to
to the
the individual
individual consumer’s
consumer’sinterests.
interests.ItIt excludes
excludes“first
“first party”
party” advertising,
shared with
with third
third parties,
viewed—to deliver
advertising, where
where no data is shared
and contextual advertising,
based on
on aasingle
singlevisit
visit to
to aa Web
Webpage
pageororsingle
singlesearch
searchquery.
query.The
Thestaff
staffreport,
report,however,
however, does
doesnot
notlimit
limit the scope
of customer
customer data
data subject
subject to
advertising, where
where an
an ad is based
scope of
the principles to
identifiable information,
to only
only personally identifiable
information,claiming
claimingthat
thatwhether
whetherdata
datacould
couldbe
bereasonably
reasonably associated
associated with an individual “will
“willdepend
dependon
on the
thefactual
factualcircumstances
circumstances and
and
available technologies.”

Principles

Transparency and Consumer
Control
Consumer Control
Advertisers
that collect
that allow consumers
to choose
chooseifif they
they want
want to
to permit the
Advertisers that
collect information
informationfor
foronline
onlinebehavioral
behavioraladvertising
advertisingshould
should provide
provide meaningful
meaningful disclosures
disclosures that
consumers to
the practice.
practice.Every
Every
Web
site where
where data
data is
is collected
collected that “reasonably
with a particular
particular consumer
Web site
“reasonably could be associated
associated with
consumer or with aa particular
particular computer
computer or
ordevice”
device”and
andused
used for
forbehavioral
behavioral advertising
advertising should
should
“clear, concise,
consumer-friendly, and
andprominent”
prominent” statement
statement indicating
indicating that:
that:
provide aa “clear,
concise, consumer-friendly,

consumers’ activities
activities online
online is
is being
being collected
collected at
at the
the site to facilitate
data about consumers’
facilitateadvertising
advertisingabout
aboutproducts
products and
and services
services tailored to
to individual
individual consumers’
consumers’ interests; and
and
consumerscan
canchoose
choosewhether
whetherorornot
notto
tohave
havetheir
their information
information collected
collected for
consumers
for such
such purpose.

SuchWeb
Websites
sitesare
aredirected
directedto
toprovide
provide consumers
consumerswith
withaaclear,
clear,easy-to-use,
easy-to-use,and
andaccessible
accessiblemethod
methodfor
fordeclining
decliningtotoparticipate
participateininbehavioral
behavioraladvertising,
advertising,but
but the
the staff
staff report
Such
report does
does not
should be
be opt-in
opt-in or opt-out.
opt-out. IfIf the
specify if the
the consent
consent should
thedata
datacollection
collectionoccurs
occurs outside
outside the
the traditional
traditionalWeb
Website
sitecontext,
context,companies
companiesshould
should develop
develop alternative
alternativemethods
methods for
for disclosure
disclosure
consumer choice.
and consumer

Reasonable
Security and
and Limited
Limited Data
Data Retention
Retention
Reasonable Security
Companies
shouldprovide
providereasonable
reasonabledata
datasecurity
securitymeasures
measuressosothat
thatbehavioral
behavioraldata
datadoes
doesnot
notfall
fall into
into the
retain data
necessaryfor
for legitimate
legitimate
Companies should
the wrong
wrong hands, and should retain
data only
only as
as long as necessary
business
orlaw
law enforcement
enforcement needs.
needs. Any
Anycompany
companythat
that collects
collects or
or stores
stores consumer
consumerdata
datafor
for behavioral
behavioral advertising
advertising should
should provide
provide reasonable
reasonablesecurity
securityfor
for that
that data.
business or
data. These
These protections
should
be based
basedon
onthe
the sensitivity
sensitivity of
of the data,
and the
the reasonable
reasonable protections
protections available to a
should be
data, the
the nature
natureof
ofaacompany’s
company’sbusiness
business operations, the
the types
types of
of risks
risks a company faces, and
company. Data
Data retention
retention should be as
as brief
brief as
possibleand
andtailored
tailored to
to a legitimate
legitimate business
or law enforcement need.
as possible
business or

Affirmative
AffirmativeExpress
ExpressConsent
Consent for
forMaterial
MaterialChanges
Changes to
to Privacy
Privacy Promises
Promises
The
FTC’senforcement
enforcementand
andoutreach
outreachefforts
efforts make
makeclear
clearthat
that aa company
companymust
mustkeep
keepthe
thepromises
promisesititmakes
makeswith
withrespect
respecttotohow
howititwill
will handle
handle or
or protect
protect consumer
data, even
even if
if itit decides
The FTC’s
consumer data,
decides
to change
its policies
policies at a later
later date.
can use
usepreviously
previouslycollected
collecteddata
datain
in aamanner
mannermaterially
materially different
different from
made when
whenitit collected
collected the data,
change its
date. Before
Before aa company
company can
from promises
promises the company
company made
data,
itit should
from affected consumers.
Thestaff
staff report
report indicates
indicates that
that this principle would apply to
should obtain affirmative
affirmativeexpress
express consent
consent from
consumers. The
to aa corporate merger situation ifif the
themerger
merger creates
creates
material
in the manner
manner that the
collect, use,
material changes
changes in
the companies
companies collect,
use, and
and share data.

Affirmative
AffirmativeExpress
Express Consent
Consent to
to Use
Use Sensitive Data
Companies
shouldobtain
obtainaffirmative
affirmative express
consentfrom
from consumers
consumersbefore
beforethey
theyuse
usesensitive
sensitivedata
datafor
forbehavioral
behavioral advertising.
advertising. Examples
Examplesof
ofsensitive
sensitivedata
datainclude
includefinancial
financial data,
data, data
Companies should
express consent
about children,
children, health
health information,
information,precise
precisegeographic
geographic location
location information
informationand
andSocial
Social Security
Security numbers.
numbers.

Further
without Meaningful
Further Regulation
Regulation Possible
Possible without
Meaningful Self-Regulation
Self-Regulation
While the principles
for industry self-regulatory
signaledthat
that ignoring the principles
principles are
are designed
designed to
to serve
serve as the basis
basis for
self-regulatoryefforts
effortstotoaddress
addressprivacy
privacyissues,
issues, two
twoFTC
FTC commissioners
commissioners signaled
principles could
could
bring a heavier regulatory approach
approach to
to online advertising. Commissioner
JonLeibowitz
Leibowitzissued
issueda aconcurring
concurringstatement
statementtotoensure
ensurethat
thatthe
thestaff
staff report’s
report’s endorsement
endorsement of
of self-regulation
self-regulation “is
Commissioner Jon
viewed neither as
regulatory retreat
retreat by the Agency
nor an
an imprimatur
imprimatur for current business
practice.” He went on to warn that
that “data
as aa regulatory
Agency nor
business practice.”
“datasecurity
securityhas
has been
been too lax,
lax, privacy
privacy policies
policies too
too
incomprehensible,
and consumer
consumertools
toolsfor
foropting
opting out
out of
of targeted
targeted advertising too confounding” and that the
incomprehensible, and
the principles
principles represent
represent “the
“thelast
lastclear
clearchance
chanceto
toshow
show that
thatself-regulation
self-regulationcan—
can—
will—effectively protect
Harbour noted
noted “behavioral
“behavioral advertising represents just
just one
and will—effectively
protectconsumers’
consumers’ privacy
privacy in
inaa dynamic
dynamic online
online marketplace.”
marketplace.”Commissioner
Commissioner Pamela
Pamela Jones
Jones Harbour
one aspect of a
multifaceted privacy
approach to
to privacy.
multifaceted
privacyconundrum
conundrum surrounding
surrounding data collection
collection and
and use”
use” and
and voiced
voiced her preference
preference for
for aa more
more comprehensive
comprehensive approach

The staff report
that it
it is
to implement the
The
report emphasizes
emphasizes that
is merely
merely the
the “next
“nextstep
stepininan
anongoing
ongoing process,”
process,” and
and that
that the
theFTC
FTC expects industry to take the
the lead
lead in
in developing
developing standards
standards to
FTChas
hasindicated
indicatedititwill
will continue
continue to
to monitor the
will include
principles. The FTC
the marketplace
marketplace so
so that ititcan
can protect
protectconsumers.
consumers. This will
include evaluating
evaluating the
the development
development of
of self-regulatory
self-regulatory programs,
programs,
conducting investigations, meeting with
with stakeholders
stakeholders and
and studying developments
developments in online behavioral advertising.

For assistance
assistanceininthis
this area,
area, please
pleasecontact
contact one
oneof
of the
the attorneys
attorneys listed below or
Levin client
client service team.
or any
any member of
of your
your Mintz
Mintz Levin

Cynthia J.
J. Larose,
Larose,CIPP
CIPP
(617) 348-1732
CLarose@mintz.com
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This
website may
may constitute
constitute attorney
attorney advertising. Prior results
results do
do not
not guarantee
guarantee aasimilar
similar outcome.
outcome. Any
Anycorrespondence
correspondencewith
withthis
thiswebsite
websitedoes
doesnot
notconstitute
constitutea aclient/attorney
client/attorney relationship.
relationship. Neither the content on
This website
on this web
site nor transmissions
between you
you and
and Mintz
Mintz Levin
Levin Cohn
CohnFerris
FerrisGlovsky
Glovskyand
andPopeo
Popeo
through
this
web
site
intended
providelegal
legalororother
otheradvice
adviceorortotocreate
createan
anattorney-client
attorney-client relationship.
transmissions between
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through
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web
site
areare
intended
totoprovide
relationship. Images
Images or photography

appearing on
on this
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appearing
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