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The United Kingdom’s
Kingdom's Information Commissioner's Office ("ICO")
(“ICO”) has
released new guidance on the disclosure of employee data during a takeover or transfer of a
business or where there is a "service
“service provision change"
change” (e.g., an outsourcing, re-sourcing or insourcing). Under regulation 11 of the Transfer of Undertakings (Protection of Employment)
sourcing).
("TUPE") sellers, organisations outsourcing for the first time or outgoing service
Regulations 2006 (“TUPE”)
providers are required to provide certain employee information, known as "employee
“employee liability
information", at least two weeks before the transfer is completed.
information”,
completed.

Employee liability information comprises: name and age; employment start date; statutory particulars
of employment[1]; information of any disciplinary action taken, or grievance or employment claim
brought, in the past two years; and details of any employment claims there are reasonable grounds
to believe the employee may
may bring.
bring.
When TUPE came into force two years ago, the ICO confirmed that section 35 of the Data
("DPA"), which allows the disclosure of personal data where the disclosure is
Protection Act 1998 (“DPA”),
required by law, permitted transferors to provide employee liability information without breaching the
DPA. The
The new
new guidance
guidance confirms
confirms that
that the
the information
information can
can be
be provided to comply with TUPE but
advises companies when disclosing employee liability information under regulation 11 of TUPE
comply with
with data
data protection
protection principles.
principles. For
nonetheless to take care to comply
For example,
example, companies
providing information should ensure that the information is accurate, up-to-date and secure, and
companies receiving the information should only use the information for the purposes of TUPE, such
as assessing possible liabilities to those employees or planning how they are going to be adopted
into the business.
business.
Where companies receive requests for information which go beyond the requirements
requirements of
of regulation
regulation
11 of TUPE or where TUPE does not apply to the transaction, wherever possible information should
11
only be released on an anonymous basis or, if this is not possible, obvious identifiers such as name
should be removed. Companies
Companies should
should obtain
obtain employees'
employees’ consent
consent to
to the disclosure of this
information or put in place appropriate safeguards to ensure that the information is only used in
connection with the proposed transaction and will
will not
not be
be kept
kept afterwards.
afterwards.
After the transaction, the buyer/new service provider should check whether all the employee
information is needed and, if not, it should delete or destroy securely any
any unnecessary
unnecessary information.
information.
It is permissible for the seller to keep some personal information about former employees after the
transfer, provided that there is a justifiable need (e.g. to deal with any liabilities in relation to former
employees) and the information is deleted or destroyed securely when it is
is no
no longer
longer needed.
needed.
The guidance concludes by recommending the
the following
following as
as good
good practice:
practice:

• Think
z
Thinkabout
aboutdata
dataprotection
protectionissues
issuesearly
earlyininthe
theTUPE
TUPE process.
process.
• Agree
z
Agreewhat
whatinformation
informationshould
shouldbe
betransferred,
transferred,and
andhow,
how,well
wellbefore
beforeaa transfer
transfer takes
takes place.
place.
• Make
staf are
z
Makesure
surethose
thoseresponsible
responsiblefor
fornegotiating
negotiating the
the transfer
transfer of staff
are aware
aware of their
responsibilities to comply with data protection principles, for example, to keep personal
personal

information up to date and secure.
secure.
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• Make
z
Makesure
sureenough
enoughinformation
informationisistransferred
transferredto
tocomply
complywith
with TUPE
TUPE and
and to
to allow
allow the new
employer to manage the staff; however, excessive and irrelevant information should not be
transferred.
transferred.
• Make
z
Makesure
sureany
anyinformation
informationhanded
handedover
overisisused
usedonly
onlyfor
forthe
the purposes
purposes of
of TUPE
TUPE until
until the
transfer of staff
staf is
is completed.
completed.
• Tell
z
Tellemployees
employeesthat
thattheir
theirinformation
informationwill
willbe
bepassed
passedto
tothe
the new
new employer
employer unless
unless this is not
possible, e.g. if "insider
“insider trading"
trading” restrictions
restrictions apply.
apply.
• Consider
z
Considerwhether
whetherpersonal
personalinformation
informationcan
canbe
beanonymised
anonymisedbefore
beforeproviding
providing any
any information
information
which is not required by
by TUPE.
TUPE.
• Make
z
Makesure,
sure,once
oncethe
thetransfer
transferofofstaff
staffhas
hasbeen
beencompleted,
completed,that
that employment
employment records
records are
accurate, relevant and up to date and any unnecessary information is destroyed
destroyed securely.
securely.

number of
of practical
practical questions
questions unanswered.
unanswered. One
Unfortunately, the guidance leaves a number
One key
key question
question
consent. Given
is that of employee consent.
Given that
that consent
consent is
is recommended
recommended in relation to the disclosure of
information that does not fall within TUPE, companies may consider including in employees'
employees’
contracts of employment consent to the disclosure of personal data in the context of an M&A or
outsourcing transaction. However,
However, consent
consent obtained
obtained in
in this
this way
way is
is arguably
arguably not
not aa "specific
“specific and
and
employee's wishes"[2]
informed indication of an employee’s
wishes”[2] if nothing is known at the time of giving consent
about a putative transaction at some point
point in
in the
the future.
future.
The guidance also does not help companies resolve the issue of what employee information should
competitive re-tendering
re-tendering situation
situation on
on aa service
service provision
provision change.
change. In such
be provided when in a competitive
situations the organisation and incoming service provider push for employee information to be
provided for the re-tendering; however, the outgoing service provider is often reluctant to do this,
the DPA
DPA to
to avoid
avoid doing
doing so.
so. Beyond
and will rely on its obligations under the
Beyond confirming that the
information should only be released on an anonymous basis or, if that is not possible, with obvious
identifiers removed, the guidance does not assist with the question of either the scope of the
information which it is permissible to provide at this stage or the permitted
permitted timing
timing of
of such
such provision.
provision.

Footnotes
[1] Pay details, place and hours of work, holiday entitlement, sick pay, pension provision, notice
period, job title, length of employment (if not permanent), details of applicable collective agreements
and additional provisions if required to work outside the
the UK
UK for
for more
more than
than aa month.
month.

[2] See definition in Article 2 of the Directive of the European Parliament and of the Council on the
protection of individuals with regard to the processing of personal data and on the free movement of
(95/46/EC).
such data (95/46/EC).
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