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India Issues Clarification to
Privacy Rules

By Miriam H. Wugmeister and Cynthia J. Rich

In response to industry pressure, on Wednesday, August 24, 2011, the Indian
Ministry of Communication & Technology issued a clarification of the Privacy Rules
(“Clarification”). Of significance is that the Clarification appears to: 1) exempt
service providers from the main substantive obligations of the Privacy Rules other
than the cross-border limitations and the security obligations; 2) clarifies that a
“provider of information” is a “natural person”; and 3) clarifies that consent is valid if
it is in any mode of electronic communication (as opposed to just letter, fax or
email).

In April 2011, the Information Technology (Reasonable Security Practices and
Procedures and Sensitive Personal Data or Information) Rules, 2011 (“Privacy
Rules”), was issued under the Information Technology (Amendment) Act, 2008.
(See our alert dated May 4, 2011.) The Privacy Rules raised significant issues

and caused concern among organizations that outsource business functions to
Indian service providers. As a result, industry both within and outside India
expressed concern that the Privacy Rules would decimate the outsourcing industry.

Exemption for Service Providers: As drafted, the Privacy Rules applied to all
organizations that collect and use personal data and information in India regardless
of where the individuals resided or what role the company that was collecting the
information played in the process of handling the information.” The Clarification
provides:

These rules are regarding sensitive personal data or information
and are applicable to the body corporate or any person located
within India. Any such body corporate providing services relating
to collection, storage, dealing or handling of sensitive personal
data or information under contractual obligation with any legal
entity located within or outside India is not subject to the
requirement of Rules 5 & 6. Body corporate, providing services
to the provider of information under a contractual obligation
directly with them, as the case may be, however, is subject to
Rules 5 & 6.

" The provisions apply to a “body corporate,” which is defined as “any company and includes a firm,
sole proprietorship or other association of individuals engaged in commercial or professional
activities,” as well as, in many instances, “any person on its behalf.”
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A welcome clarification is that the Privacy Rules apply only to organizations in India. This is a welcome change
from the original draft which purported to apply to all organizations, globally. What that appears to mean is that if
an organization in India receives information as a result of a direct contractual relationship with an individual, all of
the obligations under the Privacy Rules continue to apply. However, if an organization in India receives
information as a result of a contractual obligation with a legal entity (either inside or outside India), the substantive
obligations of notice, choice, data retention, purpose limitation, access and correction do not apply. Thus, an
organization to which services are outsourced under a contract is exempt from most of the substantive
obligations.”

It is important to note that an organization in India that has a contractual obligation to a legal entity is not exempt
from all of the obligations under the Privacy Rules. The organization must still comply with the security
obligations and with the obligations relating to the transfer of information.

The Transfer of Information section provides:

An organization or any person on its behalf may transfer sensitive personal data
to any other organization or person in India or to another country that ensures the
same level of data protection as provided by these Privacy Rules. The transfer
may only be allowed if it is necessary for the performance of the contract
between the organization or any person on its behalf and the provider of the
information or where the person has consented to the transfer.’

The Clarification did not modify the language in the Transfer of Information section and thus the language can be
interpreted to limit transfers of sensitive data only to countries that provide the same level of data protection, with
consent of the individual or when there is a contract between the individual and the organization in India. The
ambiguity in the language, which could be interpreted to preclude a transfer of information based on a contract
with a legal entity, has not been modified or clarified.

Provider of Information is an Individual: The Privacy Rules use the term “Provider of Information,” and it was
unclear whether the Provider of Information could be a legal entity providing information or an individual person.
The Clarification states that: “Providers of information, as referred to in these Rules, are those natural persons
who provide sensitive personal data or information to a body corporate.”

Mode of Consent: The Privacy Rules stated that consent needed to be obtained in writing through letter, fax or
email. The Clarification states that consent “includes consent given by any mode of electronic communication.”

Implications for Businesses: While the Clarification does limit the scope of the Privacy Rules somewhat,
particularly for organizations that outsource to India, there are still many open questions. For example, do the
Privacy Rules apply to employers in India? Do service providers in India need to obtain consent in order to
transfer information to their corporate customers? |s a password by itself sensitive information subject to all of
the Privacy Rules?

21t is also possible to interpret the language to suggest that even if the organization in India is not a service provider, but is using the data
jointly with another legal entity, it would also be exempt from the obligations.

% The use of the term “person” is undefined in the Privacy Rules. In certain places the Privacy Rules refer to a “Provider of Information” and in
other places the term “person” is used.
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About Morrison & Foerster:

We are Morrison & Foerster—a global firm of exceptional credentials in many areas. Our clients include some of
the largest financial institutions, investment banks, Fortune 100, technology and life science companies. We've

been included on The American Lawyer’s A-List for seven straight years, and Fortune named us one of the “100
Best Companies to Work For.” Our lawyers are committed to achieving innovative and business-minded results
for our clients, while preserving the differences that make us stronger. This is MoFo. Visit us at www.mofo.com.

Morrison & Foerster has a world-class privacy and data security practice that is cross-disciplinary and spans our
global offices. With more than 60 lawyers actively counseling, litigating, and representing clients before
regulators around the world on privacy and security of information issues, we have been recognized by Chambers
and Legal 500 as having one of the best domestic and global practices in this area.

For more information about our people and services and the resources we offer such as our free online Privacy
Library, please visit: http://www.mofo.com/privacy--data-security-services/.

Because of the generality of this update, the information provided herein may not be applicable in all situations
and should not be acted upon without specific legal advice based on particular situations.
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