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Privacy and Security Alert: Massachusetts New Data Security Regulations Effective January 1,
2009
10/2/2008
On September 22, 2008, the Office of Consumer Affairs and Business Regulation of the Commonwealth of Massachusetts promulgated final regulations regarding the standards to be met
by persons or businesses who own, license, store, or maintain personal information about a resident of the Commonwealth. As we reported in our Privacy and Security Alert regarding
the Massachusetts Data Breach Notification law, the penalties for noncompliance can be hefty.
The proposed regulations were the subject of a public hearing on January 11, 2008 and were heavily commented upon as being too burdensome and specific. The final regulations
address many of the concerns of the commentators and differ from the proposed regulations in the following principal ways:
The definition of “Encrypted” in § 17.02 has been revised to remove the minimum 128-bit-encryption-or-higher requirement and to generally make the definition more flexible and
consistent with that found in most other state data breach notification statutes and regulations.
The very specific and stringent standards for safeguarding personal information in § 17.03 and the computer system security requirements in § 17.04 previously imposed upon persons
and businesses were reduced to a “reasonable” standard for the most part, making the requirements consistent with those of the Federal Trade Commission Safeguards Rule1 for the
protection of customer financial information.
The requirements in §17.03(b) to upgrade information systems (including network, system, and software design, as well as information processing, storage, and transmission) and
store records and data in locked facilities, storage areas, or containers, were deleted.
The requirement in § 17.03(c) to develop security policies specifically for employees who telecommute was removed and replaced with a requirement that employers develop
security policies that “take into account whether and how employees should be allowed to keep, access and transport records containing personal information outside of business
premises.”
The requirement in § 17.04(1)(ii) of a seven-character password was removed and replaced with “a reasonably secure method of assigning and selecting passwords or use of unique
identifier technologies, such as biometrics or token devices.”
The requirement in §17.04 to periodically review audit trails restricted to those with a job-related need to view audit trails was deleted.
The requirements in §17.04 to restrict physical access to computerized records containing personal information, to develop a written procedure that sets forth the manner in which
physical access to personal information is restricted, and to review the integrity of the computerized records when notified of any unauthorized entry into a secure area by either an
employee or any other unauthorized person were deleted.
The full text of the regulations can be found here. Any company with personal information of Massachusetts residents should be aware of and become familiar with the provisions of the
regulations in order to prepare for complying with the requirements before the effective date of January 1, 2009.

Endnotes
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Standards for Insuring the Security, Confidentiality, Integrity and Protection of Customer Records and Information, 16 C.F.R. Part 314.
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