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Step-in to the Real World?
(How to Ensure That Your Outsourcing Step-in
Rights are Effective and Enforceable)
By Sue McLean, Alistair Maughan, and Scott Stevenson
Outsourcing service providers frequently complain that customers demand rights and remedies which are simply
unrealistic given the nature of the services. A prime example is when a customer insists that its outsourcing
contract include broad “step-in” rights that allow the customer to take over service delivery if there is a service
failure (or even an imminent risk of a service failure). In our experience, step-in rights are an area where a
healthy dose of realism would benefit negotiations and result in a better contract.
Over recent years, step-in rights have become a standard remedy in outsourcing deals (particularly, in regulated
industries such as financial services). However, all too often, step-in rights are treated as boilerplate or included in
contracts as part of a box-checking exercise, with little consideration of what is actually practical. Meanwhile, technology
solutions and service delivery models have changed dramatically, leaving traditional step-in approaches out-of-date.
In the past, it was more common for outsourced services to be provided on a dedicated basis (often using technology and
personnel transferred from the customer). In those cases, a step-in option is a more plausible remedy. In theory, the few
retained customer IT staff would be able to re-enter the customer’s old data centre and supervise its former employees
running the company’s former equipment. However, more often these days, outsourced services are provided through
shared infrastructure and facilities with non-dedicated staff and significant use of third party technology. Cloud-based
services are a perfect example of the direction that modern service delivery has taken. As a result, the traditional “acrossthe-board” step-in is almost never appropriate – but you’d never know it from many contract negotiations.
Rather than wasting time and effort negotiating a set of step-in rights which are not going to achieve the customer’s aims
and, at best, will only act as leverage in the event of a critical service failure, outsourcing customers should pursue
targeted and realistic step-in rights. Not only will that cut down on lengthy and difficult negotiations but, more importantly,
it also means that, if a serious service problem occurs, the customer has a workable remedy.
BACKGROUND - WHAT ARE STEP-IN RIGHTS?
Step-in rights are intended to offset the risk of service failure and help ensure continuity of service delivery in the event
that the service provider is unable to perform.
In general terms, “step-in” means the right of the customer to step into the shoes of the service provider, (i.e., replace the
service provider in the provision of the services). However, there is no standard definition of “step-in”. In its most
traditional sense, it means that the customer (or its nominee) steps in to manage the service provider’s own resources
used to provide the services. Or, more practically, it can mean that the customer either steers the services away from the
service provider to another provider temporarily (and, thus, over-rides any exclusivity provisions) or merely interposes a
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much greater level of hands-on management and control over the service provider’s service delivery. Understanding the
impact of service delivery realities on step-in rights and the contractual issues that they present are key elements in
choosing appropriate levels of step-in rights and developing a practical contractual approach.
ARE STEP-IN RIGHTS MANDATORY?
When outsourcing in the financial services sector, there is a common perception that step-in rights are mandatory.
In the UK, this is not the case. However, the UK Financial Services Authority has indicated that step-in can help
demonstrate compliance with regulatory requirements such as those under MiFID (Markets in Financial Instruments
Directive 2007) which require the regulated entity to take appropriate action if it appears that the service provider may not
be able to carry out its functions effectively and in compliance with applicable laws and regulatory requirements.
Accordingly, it is advisable for financial services organisations that operate in the UK to consider including step-in rights
as part of the risk mitigation approach in all of their material outsourcing agreements. But the question remains: What
type of step-in rights actually work?
In the U.S., step-in rights are not expressly required by regulators of financial institutions. However, step-in rights could
form part of the type of the overall risk mitigation strategy recommended by regulators.

CHALLENGES AND CONSTRAINTS
In order to come up with practical step-in rights, the customer should identify up-front all of the potential challenges and
constraints, for example:
•

the location from which the outsourced services are performed (e.g., if the services are provided from an offshore
location, this may make any form of hands-on step-in extremely difficult);

•

the customer’s level of internal resources and expertise (often customers do not have the internal skills and
experience that would enable them to run a step-in service effectively);

•

any regulatory authorisations/licences which would be required to perform the services;

•

any restrictions on the service provider’s ability to provide the customer (or its nominee) with access to third party
software, equipment, etc;

•

the potential of further disruption and adverse impact to service performance if step-in rights are exercised; and

•

in cases where the customer wants a third party to carry out the step-in, the potential difficulty and expense of finding
a provider that is willing and able to step in within the required time frame.

We explain further on in this Alert how an outsourcing customer can try to address these types of challenges and
constraints when formulating its step-in approach.
TRIGGERS
In addition, the customer will need to consider carefully the circumstances that will trigger step-in rights. For example,
triggers could include the following:
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•

a prolonged force majeure event which will, or is likely to, cause a serious threat to the business;

•

a material breach by the service provider or another event which entitles the customer to terminate the contract;

•

a material interruption or delay in the provision of the services;

•

a serious risk exists to the health or safety of persons or property;

•

step-in is required to comply with law; and/or

•

step-in is required or advised by a regulator.

Again, when negotiating the triggers, the customer should try to be realistic. The service provider is likely to push for very
limited and narrowly defined triggers which are linked to material failures and/or critical circumstances (e.g., where the
remedy is more proportionate). If there are more practical and reliable remedies available for certain circumstances (e.g.,
requiring the provider to relocate service delivery from a primary to a back-up site), the customer should focus on tailoring
those remedies rather than relying on step-in rights as a cure-all for service delivery disruptions. Step-in rights should
never be relied on as an alternative to robust disaster recovery and business continuity planning.
NOTIFICATION
A contract will need to specify how the customer may exercise its step-in rights (e.g., whether the customer must notify
the service provider in writing that it is exercising its step-in rights, detailing which services will be affected and when the
step-in period will commence). The service provider may push for more detailed notice procedure. It is also likely to
require a backstop date so that the step-in period cannot continue indefinitely (particularly where the service provider has
fixed management costs which it would continue to incur even if services are suspended and/or if it is subject to key
personnel provisions which would prevent it from moving personnel off the account during the step-in period).
EXTENT AND NATURE OF STEP-IN
The customer will want its step-in rights to be as flexible as possible. However, before demanding a blanket right of stepin in respect of all or any of the services (which is likely to be resisted by the service provider), the customer should
consider whether particular services are indeed severable or whether interdependencies exist which mean that there will
be practical constraints on exercising step-in rights only in respect of certain parts of the services.
STEP-IN ACTIVITIES
Of course, the customer’s main aim is to ensure that the services are kept up-and-running. The question is: How should
step-in rights help that happen? Historically, step-in would involve the customer taking over the running of the services
temporarily while they were being stabilized. However, it is increasingly rare to find the circumstances where that is going
to be appropriate. Taking over service provision is likely to involve the customer having to take control over facilities and
staff, not just software and hardware. And how feasible is it for the customer to parachute into a secure data centre and
start telling someone else’s employees how to run a service without a detailed knowledge of the underlying processes and
procedures? Moreover, where services are provided from an offshore site or using shared infrastructure or the “Cloud”
and non-dedicated staff, taking over the running of the services is not going to be workable.
Accordingly, the customer should move away from the traditional all encompassing step-in rights and focus instead on
sensible and workable alternatives. For example, more practical step-in rights could involve:
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•

suspending the service provider’s performance of the affected services and procuring services that are equivalent to
the affected services from an alternative third party for the duration of the step-in event (and thus overriding any
exclusivity provisions); and/or

•

imposing a much greater level of hands-on management or control over service delivery, whether that involves
actively supervising/managing service provider staff based at the customer’s sites, requiring service provider staff to
undertake certain training, appointing customer personnel or a third party to shadow the service provider’s personnel
to try to evaluate the underlying cause of any service problem, etc., and/or requiring the service provider to include the
customer and/or any third party appointed by the customer in any remediation discussions and planning undertaken
by the service provider.

The first approach to engage another provider to take over service delivery works best in cases where the services at
issue are severable and can be performed remotely or from the customer’s facilities. This avoids the difficulty of
convincing the original service provider to allow a substitute provider (and a competitor) to access its facilities and
systems. If the customer has appropriate internal resources, it could also temporarily in-source the applicable services as
a means of preventing service disruption without having to engage a new provider. In the best of all worlds, the customer
would have arrangements in place with a panel of qualified providers who are familiar with the customer and the services,
allowing the customer to redirect work from the troubled provider to another provider standing ready to perform. This
flexibility is, in part, one of the reasons for the popularity of multi-sourcing.
The second approach to exercise greater management control over service delivery could work well as a first step in a
two-phase step-in where management efforts are first employed to avoid a more substantial step-in. The oversight
approach could be implemented through a set of emergency governance procedures that are triggered when service
interruption appears imminent. Using existing governance committees and tools that are agreed upon in advance in the
account governance documentation would reduce the potential delay of implementing entirely new structures at a critical
time.
STEP-IN ASSISTANCE
Whichever form of step-in rights the customer exercises, it should consider what support and assistance it will need from
the service provider (e.g., obtaining, or assisting the customer to obtain, any required authorizations, consents or licenses;
providing access to infrastructure, resources, data, facilities, premises, personnel and information, etc.). Key areas of
cooperation should be specified in the contract. Outsourcing contracts usually include general commitments from the
service provider to cooperate, but detailed requirements that reflect the service delivery environment and the realities of
the customer’s internal constraints will pay off if the customer ever finds itself ready to exercise its step-in rights.
CONSEQUENCES OF STEP-IN
To avoid any disputes, the effects of exercising step-in rights, in particular, on the charges should be considered up-front.
From the customer’s perspective, it will not wish to pay any charges which relate to suspended services and will want the
service provider to pick up any additional costs incurred by the customer (for example, incremental amounts above the
charges that are paid to a third party substitute provider). However, the service provider may resist this, particularly where
it has fixed costs which cannot be defrayed or mitigated if the services are suspended, or where the step-in trigger is not
related to service provider’s default (e.g., where force majeure is the trigger, etc.). In addition, the service provider may
argue that its costs have increased as a result of certain acts or omissions committed by the customer or any person
acting on its behalf during the step-in period and may wish to recover such costs from the customer. Understanding and
assigning financial responsibility for the financial consequences of a step-in is critical to reaching a reasonable solution.
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It is also wise to detail the impact of step-in on the performance of the services, including on the service levels. The
service provider will seek reasonable service level relief if the step-in involves the customer or another provider taking
direct control of service delivery. In cases where the step-in rights involve more subtle forms of control, such as greater
oversight, the customer may argue that service levels should continue to apply.
There may also be other impacts that need to be considered (for example, the service provider may push for an express
statement that the customer is liable for any damage to the infrastructure, etc., that is caused by the customer (or its
nominee) during the step-in period). Again, the appropriateness of such requests depends on the level of step-in
exercised by the customer.
STEPPING-OUT
The parties will also need to decide how and when the step-in period comes to an end. Again, the customer is likely to
want to cover ‘stepping out’ in general terms (e.g., if the step-in event comes to an end or service provider can
demonstrate to the customer’s reasonable satisfaction that the step-in trigger no longer applies, the parties will agree and
implement a ‘step-out’ plan). However, the service provider may push for a more detailed step-out procedure, including a
specific notice period, etc. Customers using replacement providers will need to ensure that the step-out plan aligns with
the replacement provider contract. In cases where step-in is exercised through enhanced governance and management
oversight, the step-out plan could be carried out as a phased reduction in the customer’s increased supervision. Of
course, even after exercising step-in rights, the customer may decide that it needs to terminate the affected services or
the contract, and the contract should make clear that the customer will retain its termination rights despite having invoked
step-in. Retaining that flexibility is key for the customer.
CONCLUSION
By being more realistic about what is achievable and thoughtfully assessing the mechanics of step-in rights, customers
can help ensure that their step-in rights are not a toothless remedy, but are an effective tool to deal with critical service
failures.
Contact:
Sue McLean
+44 20 7920 4045
smclean@mofo.com

Alistair Maughan
+44 20 7920 4066
amaughan@mofo.com

Scott Stevenson
(202) 887 1549
sstevenson@mofo.com

About Morrison & Foerster:
We are Morrison & Foerster—a global firm of exceptional credentials in many areas. Our clients include some of the
largest financial institutions, investment banks, Fortune 100, technology and life science companies. We’ve been
included on The American Lawyer’s A-List for seven straight years, and Fortune named us one of the “100 Best
Companies to Work For.” Our lawyers are committed to achieving innovative and business-minded results for our clients,
while preserving the differences that make us stronger. This is MoFo. Visit us at www.mofo.com.
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