© BIGSTOCK

Netw Vork Law Tournal

A N E W Y O R K

L AW

J O URNA AL

S PECI1 AL

S ECTI1 ON

An ALM Publication

WWW.NYLJ.COM

Litigation

Social Networking

So much data, so little guidance, so much potential exposure.

BY STEPHEN M. PRIGNANO
AND ANDREW P. FISHKIN

represents a paradigm shift in online

communications. According to the latest
statistics, individuals now spend more time
interacting through social networking sites than
they do through traditional e-mail.! Facebook
alone now boasts more than 500 million active
members,? larger than the entire population of
the United States.® MySpace, Twitter, LinkedIn
and other sites have seen similar growth.

THE RECENT EXPLOSION of social networking
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This new mode of communication is not
simply confined to personal use. Businesses have
discovered social networking’s marketing potential
and have set up their own social networking pages
to attract customers and promote their products
or services. Many employees also use social
networking on company time, and with company
computers, for both personal and business use.

All of this online social interaction has
created mountains of personal information
about users that, prior to the advent of social
networking, would have been regarded as
private and difficult to obtain. A typical user’s
“profile page” may include information about
the individual’s location and background, videos
and photographs posted by the user and his
or her friends, real time updates tracing the
user’s every move and mood, and groups that
reflect the user’s interests and views. So-called
micro-blogging sites like Twitter provide up-to-
the-minute information on a user’s musings and
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thoughts on any number of issues. Often, this
information is made freely available to a user’s
circle of “friends” or may be broadcast even
more widely.

The potential usefulness of that data in
litigation is obvious. With just a few mouse clicks,
litigators can investigate the background and
views of opposing parties and key witnesses as
well as potential jurors.* With a bit more digging,
these sites may also reveal the existence of less
obvious witnesses and important evidence in
acase.’

Social networking sites have already proven
their worth to plaintiffs’ lawyers in mass tort
and consumer cases by revealing consumer
complaints about products, and as a means
of recruiting and interacting with potential
clients.

The prevalence of social networking data
raises novel issues with respect to the use of this
information in litigation. Preservation, privacy
and admissibility issues frequently arise in this
context, as do many others. Unfortunately,
the law has significantly lagged behind social
networking. Some of the more problematic
issues are only now being addressed, while
others continue to await much needed guidance
from the courts.

Access and Preservation Challenges

Litigants seeking social networking data
face considerable challenges with respect
to both access and preservation of potential
evidence.
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A user’s online pages are usually password
protected and their contents can be deleted
with just a few strokes of the keyboard. Social
networking pages are also dynamic, with
new content frequently added or changed. A
user’s social network page, therefore, may be
significantly different from day to day, or even
hour to hour.

These characteristics make it difficult to
access and isolate the contents of social
networking pages at any given point in time.
Indeed, the individual’s own computer may not
provide a “picture” or “snapshot” of the page as
it appeared at a time relevant to the litigation. As
will be seen, privacy and authentication issues
present real obstacles for parties attempting to
use social networking data in litigation.

For litigants, including businesses, that
may be the target of discovery requests
seeking social networking data, the problems
of access and preservation are likewise complex.
Parties generally have a duty to preserve any
potentially relevant evidence once litigation
is “reasonably anticipated.”® And courts have
imposed significant penalties on parties who fail
to preserve electronically stored information.

To the extent that businesses maintain
social networking pages, a duty to preserve
that data may arise if relevant to anticipated
or actual litigation. That data will also need to
be captured as part of a litigation hold. While
many businesses have protocols and document
preservation policies directed at traditional
e-mail and electronic computer files, few have
procedures that touch upon or concern social
networking data. These businesses will be ill-
prepared to meet their preservation obligations
with respect to that data.

Even more problematic for businesses,
employees may use company computers to post
messages to their personal social networking
accounts that will be relevant to litigation. This
information may, in fact, be accessible in the
form of “cached” Web pages on a company’s
computer servers. The company, however, may
not even be aware that an employee’s personal
social networking postings are available on its
system, and that information is unlikely to be
captured by a traditional litigation hold.

In these circumstances, there is a considerable
risk that relevant data will be lost or destroyed,
with potentially serious consequences for both
the party seeking the information, as well
as the party who has a duty to preserve it.
Unfortunately, little guidance has been provided
by the courts regarding a company’s obligations
in these circumstances, and a number of

unanswered questions remain. Businesses
are therefore well advised to develop internal
policies governing the use and preservation of
social networking data, and should make those
policies well known to their employees.

Privacy

The retrieval and use of information on social
networking sites can pose Fourth Amendment
and privacy concerns, and there are a number of
factors that may affect the level of protection a
court is willing to grant these communications.
First, the Stored Communications Act, 18
U.S.C. §2702, presents a threshold challenge
to litigants seeking to obtain an individual’s
social networking data directly from a third
party social networking Web site.

Few businesses have protocols
and preservation policies that
touch upon or concern social
networking data and will be
ill-prepared to meet their
preservation obligations with
respect to that data.

In Crispin v. Christian Audigier Inc.,” the
U.S. District Court for the Central District of
California examined whether messages and
“wall posts” from social networking Web sites
can be subpoenaed in a civil case. Plaintiff in
that case brought an action for the misuse and
non-consensual use of his artwork.® Defendants
served subpoenas on Facebook and MySpace,
seeking all of plaintiff’'s communications related
to a relevant license agreement.’

In its ruling on plaintiff’s motion to quash, the
court held that the Stored Communications Act
prevents providers of communication services
from divulging private communications to
certain parties and creates a Fourth Amendment-
like privacy protection by statute.!’ The court
therefore extended protection to private
messages on social networking sites since
they “are not readily accessible to the general
public.”!! At the same time, the court implied
that wall postings and comments on these
sites are not protected where they are readily
available to a wider audience.?

For parties seeking to prevent disclosure of
social networking data on privacy grounds, a
“reasonable expectation of privacy under the
circumstances” must be demonstrated.!® As
the author of a profile or social networking

communication, a user has the primary
responsibility to limit access to information
that the user believes is private.

Based on Web site privacy preferences
chosen by the user, a profile page or other
communication may be available to the general
public or only those authorized to access it.
Where the user elects to make information
available more generally, the courts have held
that there is a lower expectation of privacy and,
consequently, such information will receive less
protection from disclosure.!*

Other factors may also undermine a user’s
expectation of privacy in social network
postings. For example, in the employment
setting, social networking data created or
accessed by an employee on the employer’s
computer may be subject to company policies in
effect at the time. Those policies may very well
provide that an employee has no expectation of
privacy with respect to communications using
company computer systems.

Indeed, even “privacy policies” established
by social networking Web sites may weaken
a user’s privacy claim. Many of these policies
make clear that information provided by the
user is generally intended to be shared with
others.!®

Similarly, the function and/or purpose of a
social networking site may also be important
in determining whether a user has a reasonable
expectation of privacy. Some such sites may
be geared toward more limited, professional
networking, while others may strive to spread
a user’s postings far and wide.!6

Likewise, the type of social networking data
requested may also be a factor in determining
privacy protection. For example, users of social
networking sites will likely have a stronger
privacy interest in webmail and private messages
sent through those sites and directed at a
particular recipient, as opposed to comments
posted on profile pages that may be available
to others more generally.!”

Admissibility

Assuming that access, preservation and
privacy issues can all be overcome in a bid to
use social networking evidence in litigation,
a final challenge awaits. Ultimately, the data
must be admitted into evidence and all of the
rules for admissibility that apply to other forms
of evidence apply to social networking data.'®
Particularly problematic in this regard is the
foundational requirement of authenticity.

Information found on social networking
sites is especially susceptible to fraud and
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manipulation.’ And the problem of viruses
or spam e-mails from “friends” as a result of
Internet hacking is prevalent in social networking
communications.?’ Moreover, as mentioned
earlier, there is the problem of obtaining an
accurate snapshot of a social networking page
at any given point in time. For these reasons,
courts are especially cautious when admitting
social networking data and other electronically
stored information.?!

As the court observed in Lorraine v. Markel
Am. Insur. Co., “[a]pplication of the Federal
Rules of Evidence to electronic information...
is not well settled and courts vary in how
they weigh whether evidence is sufficient to
support a finding of authenticity.”? The court,
however, observed that Rule 901(b)(4) is most
frequently used to authenticate electronically
stored information, including the content of
Web sites.?

Ultimately, the data must be
admitted into evidence and all
of the rules for admissibility that
apply to other forms of evidence
apply to social networking data.
Particularly problematic in

this regard is the foundational
requirement of authenticity.

Under that rule, authentication may be
accomplished by circumstantial evidence.?*
Importantly, the creation of electronic data may
itself produce certain information that can be
used as circumstantial evidence to identify the
author of the posting.? The court in Lorraine
described the use of “hash marks” (numerical
identifiers assigned to a file) and “metadata”
(information describing the history, tracking,
or management of an electronic document) as
potentially useful in authenticating electronic
data.?

This same information might also prove
useful in identifying the contents of a user’s
social network page at a certain point in time.
For these reasons, litigants are well advised to
seek metadata and other identifying information
in discovery.

The Future

With the number of online social network
users growing each year,?” such data will
undoubtedly expand as an important litigation

tool. And as social networking data takes greater
prominence in litigation, issues beyond those
mentioned in this article will certainly arise.

Unfortunately, the law is far behind this new
form of communication. Just as occurred with
the advent of e-mail, however, the courts need to
address the challenges and complexities raised
by social networking and provide meaningful
guidance to litigants.

Businesses likewise need to recognize that
social networking data has the potential to
create significant exposure to companies both
in terms of liability and in the cost of complying
with electronic discovery. For these reasons, the
development of comprehensive internal policies
will be a key to managing the business risks
created by online social networking.
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