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IN
THEUNITED
UNITED
STATES
DISTRICT
COURT
IN THE
STATES
DISTRICT
COURT
FOR THE
COLUMBIA
FOR
THEDISTRICT
DISTRICT OF COLUMBIA
Newman
McIntosh&&Hennessey,
Hennessey,LLP
LLP
Newman McIntosh
7315 Wisconsin Avenue,700 East
Bethesda,MD
MD 20814
Bethesda,
20814
Plaintif
Plaintiff

AMENDEDCOMPLAINT
COMPLAINT
FOR
AMENDED
FOR
DECLARATORY JUDGMENT
DECLARATORY
JUDGMENT
ANDINJUNCTIVE
INJUNCTIVE
RELIEF
AND
RELIEF

v.
V.
The Honorable
HonorableGeorge
GeorgeW.
W.Bush
Bush
President of the United
United States
States
1600 Pennsylvania
Pennsylvania Avenue,
Avenue, NW
NW
1600
Washington, DC 20500
20500

Civil Action
Civil
Action
1:08-cv-00787-CKK
1:08-cv-00787-CKK

Acumen Legal
LegalServices
Services(India)
(India)Pvt.,
Pvt., Ltd.
Acumen
Ltd.
& 544
Flat No. 101, #3-4-543 &
544
Laxmi Nilayam
Laxmi
NilayamApartment
Apartment
Adj
:
YMCA
Ground
Adj: YMCA Ground
Narayanaguda, Hyderabad 500027
Andhra
India
Andhra Pradesh,
Pradesh, India
Acumen Solutions,
Solutions,LLC
LLC
Acumen
Bearing Drive,
Drive, #231
1100 Bearing
#231
Houston, TX 77057
and
John Doe,
John
Doe, Esq. and
and Jane
Jane Doe,
Doe, Esq.
Esq.
Addresses
unknown
Addresses unknown
Defndants
Defendants

NATURE
OFTHE
THE
ACTION
NATURE OF
ACTION
India-based Acumen
Acumen Legal
Legal Services
Services(India)
(India) Pvt.,
Pvt.,Ltd.
Ltd. (“Acumen
("Acumen India”)
India") has
India-based
has
LLP ("NMH")
support
solicited Newman McIntosh &
& Hennessey,
Hennessey, LLP
(“NMH”)totoprovide
providelitigation
litigation
support
services to
to NMH
NMH from
services
from its
its offices
offices in
in India.
India.Acumen
AcumenIndia
Indiaisispart
partofofa afast-growing
fast-growing
4883615
4883615
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industry of
Outsourcers(“LPO”)
("LPO") that
that promise
promise lower
lower litigation
litigation support
of Legal
Legal Process
Process Outsourcers
support
costs through
through outsourcing
outsourcing litigation
litigation support services
to foreign
foreign nationals who
who live and
costs
services to

work
("litigation process
work overseas.
overseas. Acumen
Acumen India,
India, and
and other such LPOs (“litigation
process outsourcers"),
outsourcers”),
provides its litigation
litigationsupport
supportservices
services through
through the
the electronic
electronic transmission
transmission of
of documents
documents

and other
other data
datafrom
from U.S.-based
U.S.-basedlaw
lawfirms
firmsto
toAcumen
AcumenIndia’s
India's offices.
offices. In
and
In its
its solicitation
solicitationofof
NMH's
NMH’sbusiness,
business, Acumen India
India informed
informed NMH
NMHthat
thatititalready
alreadyprovides
providessuch
such litigation
litigation

support to certain District
DistrictofofColumbia
Columbiaand
andU.S.
U.S.based
basedattorneys
attorneys(herein
(hereindesignated
designated as
as
"John Doe, Esq. and
and Jane
JaneDoe,
Doe,Esq.”).
Esq."). On information
information and
“John
and belief,
belief, John
John Doe,
Doe, Esq.
Esq. and

JaneDoe,
Doe,Esq.
Esq.are
arecompetitors
competitorstotoNMH
NMH or
or are
areadverse
adversetotoNMH
NMHclients
clientsin
in litigation.
litigation.
Jane

NMH
relief in
NMHbrings
bringsthis
thisaction
action for
fordeclaratory
declaratory judgment
judgment and
and equitable relief
in order
order to
to
from the
gain certainty about whether the electronic transmission of
of data
data from
the United
United States
States to

Acumen India
India waives
waives Fourth
Fourth Amendment
Amendment protection
protection with
withrespect
respect to
to the
the data
data that is

electronically transmitted. ItItseeks
seeks this
this declaration
declaration knowing
knowing that
that foreign
foreign nationals
nationals who
reside overseas
overseaslack
lackFourth
FourthAmendment
Amendment protections.
protections. It
It seeks
seeks this declaration having
been informed, through
through published
published materials,
materials,that
thatthe
theUnited
UnitedStates
States Government
Governmentengages
engages

in pervasive surveillance of electronically
electronicallytransmitted
transmitted data
data wherein
wherein one
one party to the
foreign national residing overseas.
overseas. NMH
transmission is aa foreign
NMHseeks
seeksdeclarations
declarations as
as to

whether
1)
1)

of client data
will affect
its own electronic transmission
transmission of
data will
affect aa waiver
waiver of
of Fourth
Fourth

Amendment protections
protections to
to that
that data,
data,
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2)

John Doe Esq.
Esq. or
or Jane
JaneDoe,
Doe,Esq.’s
Esq.'selectronic
electronic transmission
transmission of
of non-client
non-client

(such as
as data
dataproduced
producedto
toJohn
JohnDoe,
Doe,Esq.
Esq.and
andJane
JaneDoe,
Doe,Esq.
Esq.during
duringcivil
civil discovery)
data (such

will
willwaive
waiveFourth
FourthAmendment
Amendmentprotections
protectionstotosuch
such data,
data,

3)

NMH,
Esq. are
are required
required to
to obtain
obtain prior
prior
NMH,John
JohnDoe,
Doe,Esq.,
Esq., and
and Jane
Jane Doe, Esq.

consent of
of the
the owner
owner of
of such
suchdata
dataprior
priorto
toelectronically
electronically transmitting
transmitting itit to a foreign
consent
national residing
national
residing overseas,
overseas,

4)

such as
asAcumen,
Acumen,have
havean
anobligation
obligationto
todisclose
disclosethe
thelikelihood
likelihood of
of
LPOs, such

Fourth Amendment waiver with
that is
is electronically
electronically transmitted to
with respect
respect to data that
foreign nationals
foreign
nationals residing
residing overseas,
overseas, and
5)
5)

President Bush
Bush has
has an
anobligation
obligation to
to establish
establish intelligence
intelligence gathering

protocols for
for the
the purpose
purpose of safeguarding Fourth Amendment rights with
with respect
respect to
attorney communications to
to and
and from
from foreign
foreignnationals
nationalsresiding
residingoverseas.
overseas.

NMH
injunctive relief
NMHalso
also seeks
seeks injunctive
reliefcommensurate
commensurate with
with any
any declarations
declarations made by
the Court.

PARTIES
TOTHE
THE
ACTION
PARTIES TO
ACTION
1.
1.

Newman McIntosh
registered limited
limited liability
liability
McIntosh &&Hennessey,
Hennessey, LLP is a Maryland registered

partnership with
with its
MD.
its offices
officesat
at 7315
7315 Wisconsin
WisconsinAvenue,
Avenue,Suite
Suite 700
700 East,
East, Bethesda,
Bethesda, MD.

NMH
NMHprovides
provides litigation
litigationservices.
services.

2.

Acumen Legal Services
(India) Pvt., Ltd. ("Acumen
Services (India)
(“Acumen India")
India”)isislocated
locatedatat Flat
FlatNo.
No.

101, #3-4-543
#3-4-543 &
& 544, Laxmi Nilayam
101,
Nilayam Apartment
Apartment Adj:
Adj:YMCA
YMCAGround,
Ground,Narayanaguda,
Narayanaguda,
500027, Andhra
Andhra Pradesh,
Pradesh,India.
India. Acumen India has corporate
corporate citizenship
citizenship in
Hyderabad 500027,

India. Acumen
AcumenIndia
Indiadescribes
describes itself
itself as
as "India's
“India’spremier
premierlegal
legalprocess
process outsourcing (LPO)
3
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company." Acumen
company.”
AcumenIndia
Indiaemploys
employscitizens
citizens of
ofIndia
Indiawho
whoare
are(for
(forpurposes
purposes of
of the
the Fourth
Amendment declarations requested)
requested)foreign
foreign nationals
nationals residing
residing overseas.
overseas. Acumen
Acumen India’s
India's
personnel provide a variety of
of litigation
litigationand
andlegal
legalsupport
supportservices
services to
to United
UnitedStates-based
States-based
at significantly
significantly reduced
same services
serviceswithin
within
attorneys at
reduced rates
rates relative to the rates
rates for the same

States. Specifically
the United States.
Specifically (and
(and according
according to Acumen's
Acumen’s own
own published
published materials),
materials),

Acumen India's
"Drafting Motions,
India’s services
services include “Drafting
Motions,Responses,"
Responses,” "Discoveries
“Discoveries and
and
Responses,"“Taking
"Taking intake
intake calls,”
calls," “Document
"Document Production,"
Responses,”
Production,” "Document
“Document Review,"
Review,”and
and
"Document Coding."
“Document
Coding.”Acumen
Acumenprovides
providesthese
these"paperless"
“paperless”services
services using
using aa "server
“server based
based

computing environment"
environment” and
and "[s]erver
“[s]erverbased
based computing."
computing.”Acumen
Acumenrepresents
represents that its
"team of
paralegals and
and lawyers
lawyers work
work around the clock
“team
of legal
legal secretaries,
secretaries, paralegals
clock to
to ensure
ensure that
case moves
moves from
from intake stage
stage through
through to the trial
trial stage
the case
stage in the shortest possible time,

saving law
law firms
frms valuable
that 20
20 law
law firms
frms
valuable time
timeand
and resources."
resources.” Acumen
Acumen represents
represents that
used its
its services
services“reducing
"reducing their
their costs
costs by
by more
more than
than 40%”
40%" while
while increasing
have used
increasing "case
“case

handling capacity by as much as
as200%.”
200%." Acumen
Acumen India
India directly
directlyengages
engages in
in business
business in

the District
District of
of Columbia.
Columbia.
3.
3.

Acumen Solutions, LLC,
LLC, is
subsidiaryof
ofAcumen
AcumenIndia.
India. On
is aa Texas-based
Texas-based subsidiary

information and
information
and belief,
belief,Acumen
AcumenIndia
Indiadoes
doespart
part of
ofits
itsbusiness
business in
in the
the United
United States
States

through Acumen Solutions, LLC.
LLC.

4.

and Jane
JaneDoe,
Doe,Esq.
Esc.are
areDistrict
District of
of Columbia and United
John Doe, Esq. and
United StatesStates-

based
attorneys(not
(notyet
yetidentified)
identifed) residing
Acumen's
based attorneys
residing in
in the
the United
UnitedStates
States who use Acumen’s

litigation support
are either
either competitors
competitorsof
of NMH
NMH or litigation
litigation
support services.
services. Such
Such attorneys are
litigation
adversariesto
to NMH.
NMH.
adversaries
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5.
5.

George W.
W. Bush is President
President of
of the
the United
United States.
States. President
President Bush,
Bush, directly
directly and
George

responsible for
for devising and
through his deputies in the Executive Branch, is responsible
implementing policies
implementing
policiesand
and procedures
procedures with
with respect
respect to
to the
the signals intercept and other

intelligence gathering functions of the Director of
of National
National Intelligence,
Intelligence, the
the National
National
Security Agency ("NSA"),
(“NSA”),and
andother
otherUnited
UnitedStates
StatesGovernment
Government intelligence
intelligenceagencies.
agencies.
information and
On information
and belief,
belief,President
President Bush
Bush is
is also responsible for recommending

procedures
for the
the sharing
sharing of
of intelligence
intelligence gathering with The United
procedures for
United Kingdom,
Kingdom,Canada,
Canada,

New Zealand, and
and Australia
Australia (“UKUSA
("UKUSA Allies").
Allies”).
JURISDICTION AND
VENUE
JURISDICTION
AND
VENUE
6.
6.

Subject matter
matter jurisdiction
jurisdiction in
Subject
in this
this matter
matter is
is proper
proper under 28 U.S.C.A. § 1336 (a)(1)

as there
there is
is complete
complete diversity
diversity of citizenship
as
citizenship between
between the
the parties and the value of the

services provided
provided by Acumen Solutions, LLC
services
LLCexceeds
exceeds $75,000
$75,000 and the value of the

services provided
provided by
by Acumen Legal Services,
Ltd., Pvt. Exceeds
$75,000. Subject matter
services
Services, Ltd.,
Exceeds $75,000.
jurisdiction
jurisdictionisisalso
alsofounded
foundedupon
upon28
28 U.S.C.A.
U.S.C.A.§§1346
1346(a)(1)
(a)(1)as
as the
the United
UnitedStates
States is a
defendant in
in an
an action
action founded
founded upon
upon the
the Constitution
Constitution yet there
there exists
exists no
no claim
claim for money
defendant
damages against
against the
the United
United States.
damages
States.
7.
7.

StatesDistrict
District Court for the District
District of
The United States
ofColumbia
Columbiahas
has personal
personal

jurisdiction
jurisdictionover
overDefendant
DefendantAcumen
Acumenas
as Defendant
Defendant Acumen
Acumenregularly
regularlyconducts
conductsbusiness
business

District of
availed itself
itself of the jurisdiction
jurisdiction of
in the District
of Columbia
Columbiaand
and by
by doing
doing so
so has availed
of the
the
District of
District
ofColumbia.
Columbia.Further,
Further,President
PresidentBush
Bushhas
has his
his principal
principalplace
place of
of residence
residence in the

District of
District
of Columbia
Columbiaand
and directs
directs the majority
majority of
ofexecutive
executive branch
branch functions from
from the
the
District of
District
of Columbia.
Columbia.
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8.
8.

Venue is proper as the Parties
Parties all
all conduct and solicit
solicit substantial
substantial business
business in the

District
District of
ofColumbia.
Columbia.
ALLEGATIONS
ALLEGATIONS
9.
9.

Constitution, itithas
Through various interpretations of
of the
the United
United States
States Constitution,
has been
been

have no
no Fourth
Fourth Amendment
Amendment rights
rights or
long-held that foreign
foreign nationals
nationals residing
residing overseas
overseas have
protections.
10.
10.

information and
On information
and belief,
belief,the
the view
viewofofPresident
PresidentBush
Bushisisthat
thatwhere
where at
at least
least one

party to a communication
communication is
is aa foreign
foreign national
national residing
residingoverseas,
overseas, no party to that

reasonableexpectation
expectationofofprivacy
privacyto
tothat
thatcommunication
communication sufficient
sufficient
communication has aa reasonable

for the maintenance
maintenanceof
of Fourth
Fourth Amendment
Amendmentrights.
rights. Specifcally,
Specifically,where
whereatatleast
least one
one party

to a communication is a foreign
foreign national
national residing
residingoverseas,
overseas, all
all the
the parties to that
and all
all parts
parts of
of
communication waive Fourth Amendment protections with
with respect
respect to any and
communication that
that communication
that are
are received by the foreign
foreign national
nationalresiding
residingoverseas.
overseas.
11.
11.

Since the
the Fourth
Fourth Amendment
Amendment provides no protection to foreigners living
livingoverseas,
overseas,

as NSA,
NSA, has
has the
the authority
authority to
the United States Government, by and through such entities as
intercept any communication
one foreign
foreign terminus.
communication that
that has
has at least one
12.
12.

existence of
of NSA
NSA
The Ninth Circuit
CircuitCourt
CourtofofAppeals
Appealshas
has recognized
recognized that the existence

surveillance capabilities is so widely
widely known
knownthat
thatthe
the United
UnitedStates
States Government
Government can
can no
activities under
longer avoid discussion of its
its existence or activities
under the "state
“state secrets"
secrets” privilege.
13.
13.

On information
information and
United Kingdom,
Kingdom, New
and belief,
belief, the
the United
United States,
States, United
New Zealand,
Zealand,

Australia,
participate in an electronic surveillance program that is, on
Australia, and
and Canada
Canada participate

information and
information
and belief,
belief, called "ECHELON."
“ECHELON.”
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14.
14.

ECHELON isisan
ECHELON
anautomated
automated global
global interception
interceptionand
and relay
relaysystem
system operated
operated by the

United States
Governmentand
andUKUSA
UKUSA Allies. On
States Government
Oninformation
informationand
andbelief,
belief,ECHELON
ECHELONisis

administered by the NSA.
15.
15.

information and
as 33 billion
billion
On information
and belief, ECHELON
ECHELONintercepts
intercepts as
as many as

communications every day, including
includingphone
phone calls,
calls,e-mail
e-mailmessages,
messages, Internet downloads
and satellite transmissions.

16.

According
seized from
from ECHELON
ECHELON intercepts
According to
to published
published materials,
materials, raw
raw data
data seized
intercepts are
are

relayed to NSA memory buffers.
17.
17.

Published materials estimate
estimate that
thatmemory
memory buffers
buffers maintained
maintained by
by NSA
NSA store
store five
five

trillion pages
trillion
pagesof
ofdata.
data.Thus,
Thus,the
the United
UnitedStates
States Government
Governmentseizes
seizes the
the raw
raw data
data harvested

by ECHELON.
ECHELON.
18.
18.

According
loaded into
into NSA memory
According to
to published
published materials,
materials, raw
raw data
data loaded
memory buffers
buffers are
are

digitally searched
supplied by
by the
the intelligence
intelligence agencies
agencies of
of
digitally
searched using key
key words
words and
and phrases
phrases supplied

the United States,
Canada,The
TheUnited
UnitedKingdom,
Kingdom, New
New Zealand,
Zealand, and
andAustralia.
Australia. Thus, the
States, Canada,
United
the raw
raw data
datathat
thatitit has
hasseized
seizedthrough
throughECHELON.
ECHELON.
United States
States Government searches
searches the
19.
19.

According
information that
with
According to
to published
published materials, intelligence information
that corresponds
corresponds with

phrasessupplied
suppliedby
by UKUSA
UKUSA Allies
the key words and phrases
Alliesisistransferred
transferredtotothose
thoseagencies.
agencies.
20.
20.

According
lawful
According to
to Sixth
Sixth Circuit
CircuitCourt
CourtofofAppeals
Appealsprecedent,
precedent, once
once the NSA has
has lawful

possession
of an
an intercept,
intercept, itit may share
share that
that intercept
intercept with
with or any other agency of the
possession of

federal government
government without
without violating
violating the
the Fourth
Fourth Amendment.
Amendment.

21.

Acumen India
India provides its litigation
litigationsupport
supportand
and other
other services
services in India.
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22.

Acumen India
India provides
provides its
its litigation
litigationand
andother
otherservices
servicesininaapaperless
paperless environment,

sendsthe
theinformation
information required
required for
for its services
i.e., Acumen obtains and sends
services via electronic
transmissions.
23.
23.

information and
On information
and belief, Acumen India
India provides
provides litigation
litigationsupport
support services
services

where all parties to litigation
litigationpending
pendingininthe
theUnited
UnitedStates
States are
are American
American citizens
citizens and
and there
there

exist no foreign parties to the lawsuit.
24.
24.

Acumen India
India provides
provides its
itsservices
services through
through foreign
foreignnationals
nationalswho
whoreside
resideoverseas
overseas

in India.
India.
25.
25.

The foreign nationals who work for
for Acumen
Acumen in
in its
its facilities
facilitiesininIndia
Indiahave
haveno
no

Fourth Amendment rights
rights under
under the United
United States
States Constitution.

26.

Transmissions of
of electronic data
data from
from the United States
States to
to Acumen
Acumen India
India lack
Transmissions

Fourth Amendment
such electronic
electronic communications
Amendment protection
protectionbecause
because a counterparty to such
foreign national
is a foreign
national residing
residingoverseas.
overseas.
27.
27.

Because of
of the
the pervasive
pervasivenature
natureofofNSA
NSA surveillance
surveillance through
through ECHELON
ECHELON and
Because

transmissions from
from the United States
to Acumen
Acumen India, and
other surveillance systems,
systems, transmissions
States to
transmissions from Acumen
Acumen India
Indiatotothe
theUnited
UnitedStates
Statesare
are seized
seized by
by the
the United
United States
States

Government.
28.
28.

Transmissions that are seized by the United
United States
States Government
Government are
are also
also searched
searched

by the United
United States
States Government.
29.
29.

Transmissions that are seized by the United
United States
States Government
Government are
are also
also searched
searched

by the United States
Government on
on behalf
behalf of
of foreign governments such
such as
asUKUSA
UKUSA
States Government

Allies.
Allies.
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30.

Where electronic transmission
transmission of
of data
data to
to Acumen
Acumen India
India pertains
pertainsto
tolitigation
litigation

matters wherein
wherein all
all parties
parties to
to the
the litigation
litigation are American citizens residing in America, the
matters

electronic transmission of
of such
such data
data to foreign
foreign nationals
nationals residing
residingoverseas
overseas confers a
windfall
windfallof
ofinformation
informationabout
aboutsuch
suchAmerican
Americancitizens
citizensto
tothe
the U.S.
U.S. Government.
Government.

31.

transmission of
of data
data to
to Acumen
Acumen India
India pertains
pertainsto
tolitigation
litigation
Where electronic transmission

matters wherein
wherein all
all parties
parties to
to the
the litigation
litigation are American citizens residing in America, the
matters

electronic transmission of
of such
such data
data to foreign
foreign nationals
nationals residing
residingoverseas
overseas confers a
windfall
windfallofofinformation
informationabout
aboutsuch
suchAmerican
Americancitizens
citizenstotoforeign
foreigngovernments
governmentssuch
such as
as

UKUSA
UKUSAAllies.
Allies.
32.
32.

Because of
of the
the cooperative
cooperative nature
natureof
of the
the ECHELON
ECHELON system, there is nothing that
Because

the intercepted
intercepted data
datafrom
from being
being disclosed
disclosedto
to the
theCanadian,
Canadian,British,
British, Australian
Australian or
shields the
New
New Zealand
Zealand governments.
governments.

33.

Because of
of the pervasive nature of the seizure and search
search of
of electronic
electronic
Because

transmissions obtained
obtained through
through ECHELON,
ECHELON, the
transmissions
the United
UnitedStates
States Government is
is necessarily
necessarily
engaged in
in the seizure and
and search
search of
of client
client secrets
and client
client confidences.
engaged
secrets and
34.
34.

Becauseinformation
information electronically transmitted to foreign nationals residing
Because

overseasis,
is,in
in fact,
fact, seized
seizedthrough
throughthe
theECHELON
ECHELON program,
program, attorney-client
attorney-client privileges
overseas
otherwise protecting
and foreign
foreign
protecting communications
communicationsbetween
between United
UnitedStates-based
States-based attorneys and
nationals residing
nationals
residingoverseas
overseas are
are breached.
breached.
35.
35.

In sum, electronic transmissions from the United
United States
States to foreign nationals

residing overseas
appeartotoaffect
affectaawaiver
waiverof
ofFourth
FourthAmendment
Amendment rights,
rights, aawaiver
waiver of
of
overseas appear

disclosure of
of client
attorney-client privileged
privileged communications,
communications, and
and can affect a disclosure
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confidences and
andsecrets.
secrets.This
This waiver
waiver of
of rights would nullify
confidences
nullifythe
thereasonable
reasonable expectation

of privacy
privacy that
that American
American citizens
citizens -–litigating
litigatingpurely
purelydomestic
domesticdisputes
disputesininU.S.
U.S.Courts
Courts-–
would
documents that
that they
they produce
produceininthe
thecourse
courseofofcivil
civil litigation.
litigation.
would have
have in the documents

36.

NMH
litigation support
NMHhas
has been actively solicited by Acumen India
India to
to outsource
outsource litigation
support

services to
to its
its offices
offces in
services
in India.
India.
37.
37.

At
At no
no time
time during
during this
this solicitation
solicitationdid
didAcumen
AcumenIndia
Indiadisclose
disclosethat
thatelectronic
electronic

transmission of
of data
data provided
provided by
by NMH
NMH would
transmission
would affect
affect aa waiver
waiver of
of Fourth
Fourth Amendment
Amendment
rights in
electronically transmitted.
in the
the data that is electronically
transmitted.

38.

On information
informationand
andbelief,
belief,John
JohnDoe,
Doe,Esq.
Esq.and
and Jane
Jane Doe, Esq. do not disclose to

their clients or adversaries
in litigation
litigation that
to foreign
foreign
adversaries in
that the
the electronic transmission of data
data to
nationals residing overseas
overseaswill
will affect a waiver of Fourth Amendment rights.
rights.
39.

On information
information and
Doe, Esq
Esq do
do not
not obtain
obtain from
from
and belief,
belief,John
John Doe,
Doe, Esq.
Esq. and
and Jane
Jane Doe,

their clients or from
in litigation,
litigation, written,
from their
their adversaries
adversaries in
written,knowing
knowingwaivers
waiversofofFourth
Fourth
Amendment protections prior to
attorneys electronically
electronically transmitting their
to those
those attorneys
their data
data to
foreign
foreign nationals
nationals residing
residingoverseas.
overseas.
40.
40.

On information
information and
hasno
noprotocol
protocolin
in place
placethat
thatwill
will
and belief,
belief, the
the United
United States
States has

protect the electronic
electronic communications
communicationsbetween
betweenaa United
UnitedStates
States based
based attorney and a

foreign
from disclosure
foreign national
national residing
residing overseas
overseas from
disclosure to the United
United States
States Government or its

UKUSA
UKUSAAllies.
Allies.
41.
41.

Plaintiff
likelihood of
Plaintiffbelieves
believesthat
that there
there is
is aa substantial likelihood
ofdamage
damage to
to United
United StatesStates-

based
clients of
of legal
legal services
serviceswhere
whereFourth
FourthAmendment
Amendmentrights
rightsare
areinvoluntarily
involuntarily waived
based clients
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through a United States-based
attorneyelectronically
electronically transmitting
transmitting data
data from
from the
the United
United
States-based attorney
States to
to foreign
foreign nationals,
Acumen, residing
States
nationals, such
such as Acumen,
residingoverseas.
overseas.

COUNT I I
COUNT
Declaration of Rights
Rights and
and Obligations with
with Respect
Respect to
NMH;
NMH;John
JohnDoe,
Doe,Esq.;
Esq.;and
andJane
Jane Doe,
Doe, Esq.
Esq.

42.

Plaintiff
Plaintiffincorporates
incorporatesthe
theallegations
allegationsof
ofParagraph
Paragraph 11 through
through Paragraph
Paragraph 40 into the

allegations of Count I.

43.

With respect
NMH, Plaintiff
following
With
respect to NMH,
Plaintiffseek
seekaa declaration
declaration by
by the
the Court on the following

question:

Given
the pervasive
pervasivenature
natureofofthe
thesignals
signalsintercept
intercept
United
States
Given the
byby
thethe
United
States
Government and
will
thethe
electronic
transmission
of of
Government
andUKUSA
UKUSAAllies,
Allies,
will
electronic
transmission
Amendment
data to
to foreign
foreignnationals
nationalsresiding
residingoverseas
overseaswaive
waiveFourth
Fourth
Amendment
protectionswith
withrespect
respecttotothe
thedata
datatransmitted?
transmitted?
protections
44.
44.

Such aa declaration
declaration is necessary
necessary because,
because,ininan
anincreasingly
increasingly globalized
globalized legal

services environment,
environment, NMH
NMH must
the extent
extent of
of Fourth
Fourth Amendment
Amendment waiver
waiver
services
must understand
understand the
where attorneys
attorneys electronically
electronically transmit
for
transmit data
data to foreign
foreign nationals
nationals residing
residing overseas
overseas for

legal services.

COUNT
COUNT IIII
Declaration of Rights
Rights and
and Obligations with
with Respect
Respect to
NMH;
NMH;John
JohnDoe,
Doe,Esq.;
Esq.;and
andJane
Jane Doe,
Doe, Esq.
Esq.
45.

Plaintiff
Plaintiffincorporates
incorporatesthe
the allegations
allegations of
ofParagraphs
Paragraphs 1 through 40 into the

allegations of
of Count II.
allegations

46.

With respect
NMH, Plaintiff
the following
following
With
respect to NMH,
Plaintiffseeks
seeks aa declaration by the court on the

question:
11
11
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IfFourth
FourthAmendment
Amendment
rights
at risk
of being
waived
by the
If
rights
areare
at risk
of being
waived
by the
electronic transmission
nationals
residing
overseas,
electronic
transmissionofofdata
datatotoforeign
foreign
nationals
residing
overseas,
are United
UnitedStates
States attorneys
attorneyswho
whoelectronically
electronically
transmit
data
to foreign
transmit
data
to foreign
nationals
residingoverseas
overseas obligated
obligatedtotodisclose
disclosetotoclients
clients- –prior
prior
to the
nationals residing
to the
transmission -–that
willwill
waive
Fourth
Amendment
transmission
thatsuch
sucha atransmission
transmission
waive
Fourth
Amendment
rights
withrespect
respecttotothe
thedata
datathat
that
transmitted?
rights with
is is
transmitted?
47.

Such a declaration is
attorneys need
need to
to understand
understand what
what
is necessary
necessary because
because attorneys

are necessary
necessaryfor
for to
to ensure
ensurethat
thatFourth
Fourth Amendment
Amendment rights are not
disclosures are

inadvertently waived
disclosed Fourth
Fourth Amendment
Amendment waiver
waiver
waived by
by attorneys
attorneys who have not disclosed

issues
to clients
clients prior
prior to
to electronically
electronically transmitting
issues to
transmitting data
data to foreign nationals residing
overseas.

COUNT III
COUNT
III
Declaration of Rights
Rights and
and Obligations with
with Respect
Respect to
NMH;
NMH;John
JohnDoe,
Doe,Esq.;
Esq.;and
andJane
Jane Doe,
Doe, Esq.
Esq.

48.

Plaintiff
Plaintiffincorporates
incorporatesthe
the allegations
allegations of
ofParagraphs
Paragraphs 1 through 40 into the

allegations of
of Count III.
III.
allegations

49.

With respect
Plaintiff seeks
With
respect to NMH;
NMH;John
JohnDoe,
Doe,Esq.;
Esq.;and
and Jane
Jane Doe, Esq., Plaintiff
seeks a

the court
court on
on the
the following
following question:
declaration by the
question:

If Fourth
FourthAmendment
Amendment
rights
at risk
of being
waived
by the
If
rights
areare
at risk
of being
waived
by the
electronic transmission
nationals
residing
overseas,
electronic
transmissionofofdata
datatotoforeign
foreign
nationals
residing
overseas,
must United
UnitedStates-based
States-based attorneys
attorneysobtain
obtaina awritten,
written,
knowing
waiver
knowing
waiver
- –
priortototransmission
transmission- of
– of
Fourth
Amendment
rights
respect
prior
Fourth
Amendment
rights
with with
respect
to to
the data
data that
thatisistransmitted?
transmitted?
50.
50.

Such aa declaration
declaration is necessary
becausethe
thequestion
questionof
ofwhether
whether the
the waiver,
waiver, to the
necessary because

extent there
there isisone,
one,was
wasknowing
knowingand
andvoluntary
voluntarywill
will undoubtedly arise.
arise. Critical
extent
Critical to
to that
that

12
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analysis will
will be
be whether
whether sufficient
sufficientevidence
evidence exists
exists to
to determine
determine that
that the
the client
client made
made a

knowing
knowing and
and voluntary
voluntary waiver
waiver of
of Fourth
Fourth Amendment
Amendment rights.
rights.
COUNT IV
COUNT
IV
Declaration of Rights
Rights and
and Obligations with
with Respect
Respect to
NMH;
NMH;John
JohnDoe,
Doe,Esq.;
Esq.;and
andJane
Jane Doe,
Doe, Esq.
Esq.
51.
51.

Plaintiff
Plaintiffincorporates
incorporatesthe
the allegations
allegations of
ofParagraphs
Paragraphs 1 through 40 into the

allegations of
of Count IV.
allegations

52.

With respect
Plaintiff seeks
With
respect to NMH;
NMH;John
JohnDoe,
Doe,Esq.;
Esq.;and
and Jane
Jane Doe, Esq., Plaintiff
seeks a

the court
court on
on the
the following
following question:
declaration by the
question:

If Fourth
FourthAmendment
Amendment
rights
waived
respect
to electronic
the electronic
If
rights
areare
waived
withwith
respect
to the
transmission
ofdata
datatotoforeign
foreignnationals
nationals
residing
overseas,
must
transmission of
residing
overseas,
must
United States-based
United
States-based attorneys
attorneyswho
whohave
havealready
alreadyelectronically
electronically
transmitted
datatotoforeign
foreign
nationals
residing
overseas
disclose
such
transmitted data
nationals
residing
overseas
disclose
all all
such
priorcommunications
communicationstototheir
their
clients
non-clients
(e.g.,
adverse
prior
clients
andand
non-clients
(e.g.,
adverse
parties in
inlitigation
litigationoror
third
parties
from
whom
documents
parties
third
parties
from
whom
documents
havehave
beenbeen
obtained) so
whether they
obtained)
so that
thatthose
those persons
persons can
can assess
assess whether
they have
have been
been
damaged by the
the loss
loss of Fourth
FourthAmendment
Amendmentprotections?
protections?
53.
53.

Such a declaration is necessary to determine whether
whether data
data has
has already been
been seized

by the United States
Government or
or its
its UKUSA
UKUSA allies,
States Government
allies, to
to determine
determine whether clients
whose data
data has
hasalready
alreadybeen
beenelectronically
electronicallytransmitted
transmittedshould
shouldmake
makeinquiry
inquiry with the
United
United States
States Government about whether
whether itit retains
retains such
such data,
data, and so that clients can
assesswhether
whether they
they have
have been
been damaged
damagedby
by prior
prior disclosures.
assess

13
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COUNT VV
COUNT
Declaration of Rights
Rights and
and Obligations with
with Respect
Respect to
NMH;
NMH;John
JohnDoe,
Doe,Esq.;
Esq.;and
andJane
Jane Doe,
Doe, Esq.
Esq.
54.
54.

Plaintiff
Plaintiffincorporates
incorporatesthe
the allegations
allegations of
ofParagraphs
Paragraphs 1 through 40 into the

allegations of Count V.
55.

With respect
Jane Doe,
Doe, Esq.,
Esq.,Plaintiff
Plaintiff seek aa declaration
declaration by
With
respect to
to John
John Doe, Esq. and Jane

the following
following question:
the court on the
question:

Where an
an attorney
attorneyobtains
obtainsdata
datafrom
from
non-clients,
opponents
Where
non-clients,
e.g.e.g.
opponents
in in
litigation
parties
from
whom
datadata
is obtained,
mustmust
the the
litigationororthird
third
parties
from
whom
is obtained,
attorney seek
prior
to electronically
attorney
seek the
the prior
priorconsent
consentofofthat
thatnon-client
non-client
prior
to electronically
transmitting
thatdata
data
a foreign
national
residing
overseas?
transmitting that
to to
a foreign
national
residing
overseas?
56.
56.

Such aa declaration
declaration is
is necessary
necessaryininorder
orderfor
forNMH
NMH to safeguard
safeguardits
its clients’
clients' Fourth
Such

Amendment rights with
data provided
provided to
to litigation
litigation opponents
course of
of
with respect
respect to data
opponents in the course
civil discovery.
be waiving
waiving the
civil
discovery.This
Thisdeclaration
declarationisisneeded
neededbecause
because litigants
litigants appear
appear to be

electronically transmitting
Fourth Amendment rights of their litigation
litigationadversaries
adversaries by electronically
transmitting
documents to
to Acumen and other overseas
overseasLPOs
LPOswhen
whenthey
theyoutsource
outsourcelitigation
litigation support
documents
processes.

COUNT VI
COUNT
VI
Declaration of Obligation
Obligation with
withRespect
Respect to
Fourth Amendment Rights as to Acumen
57.
57.

Plaintiff
Plaintiffincorporates
incorporatesthe
the allegations
allegations of
ofParagraphs
Paragraphs 1 through 40 into the

allegations of
of Count VI.
VI.
allegations
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58.
58.

With respect
similarly situated
in
With
respect to Acumen and other similarly
situated LPOs
LPOs or
or entities
entities engaged
engaged in

providing
Plaintiff
providing litigation
litigationsupport
supportservices
services using
using foreign
foreign nationals
nationals residing overseas,
overseas, Plaintiff
seeksaadeclaration
declarationwith
with respect
respectto
tothe
thefollowing
following question:
seeks

Must
foreignnationals
nationalswho
whododosolicit
solicit
business
United
States
Must foreign
business
in in
thethe
United
States
to to
providelitigation
litigationsupport
support
services
overseas
disclosethat
that
any
electronic
provide
services
overseas
disclose
any
electronic
transmission of
residing
overseas
willwill
waive
transmission
ofdata
datatotoaaforeign
foreignnational
national
residing
overseas
waive
Fourth
Amendmentrights
rights
with
respect
to the
data
is electronically
Fourth Amendment
with
respect
to the
data
thatthat
is electronically
transmitted?
transmitted?
59.

declaration is necessary
necessaryin
in order
order for
for those
those contemplating
contemplating the use
use of
of LOP
Such aa declaration

services to
to be
be on
on notice
notice that
that the
the electronic
electronic transmission of data to such
such foreign
foreign nationals
services

residing overseas
will waive Fourth Amendment rights.
overseas will

COUNT VII
COUNT
VII
Declaration of Obligation
Obligation with
withRespect
Respect to
Fourth Amendment Rights
As to George W. Bush
President of the United
United States
States
60.
60.

Plaintiff
Plaintiffincorporates
incorporatesthe
the allegations
allegations of
ofParagraphs
Paragraphs 1 through 40 into the

allegations of
of Count VI.
allegations

61.

With respect
With
respect to
to President
President George Bush and the Executive Branch
Branch agencies
agencies over

which
which he
he has authority and oversight, Plaintiff
Plaintiffseeks
seeks a declaration with
with respect
respect to the

following question:
following
question:

Given
the increasingly
increasinglyglobal
globalnature
nature
commerce,
and
given
need
Given the
ofof
commerce,
and
given
thethe
need
for United
thethe
for
UnitedStates-based
States-basedattorneys
attorneystotohave
haveassurance
assurancethat
thatneither
neither
United
States Government
GovernmentororitsitsUKUSA
UKUSA
Allies
intrude
United States
Allies
willwill
intrude
into into
the the
otherwise
privilegedand
andconfdential
confidential
attorney-client
communications
otherwise privileged
attorney-client
communications
wherein
is is
a foreign
national
residing
wherein aa party
partytotosuch
suchcommunication
communication
a foreign
national
residing
overseas,
the United
UnitedStates
Statesobligated
obligatedtotoestablish
establish
overseas, is
is the
the President
President of the
protocols and
andprocedures
procedurestotoensure
ensurethat
thatelectronic
electronic
transmissions
to and
protocols
transmissions
to and
from
a
U.S.-based
attorney
and
a
foreign
national
counterpart
residing
from a U.S.-based attorney and a foreign national counterpart residing
15
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overseas
to seizure
seizure by
by the
theUnited
UnitedStates
StatesGovernment
Governmentand
and
overseas is
is not
not subject to
its
its UKUSA
UKUSAAllies?
Allies?
62.
62.

Attorneys
Attorneys in
inthe
theUnited
UnitedStates
States need
need guidance
guidance about whether the United
United States
States

District Courts, place sufficient
sufficient value
Government, including the United
United States
States District
value on the
sanctity of attorney-client
attorney-client communications
communicationstotoput
putininplace
placeprocesses
processes and protocols that

will
willshield
shieldattorney-client
attorney-clientprivileged
privilegedcommunications
communicationsfrom
fromreview
reviewby
byagents
agentsof
ofthe
the
United States
Government or
or its
its UKUSA
UKUSA allies.
States Government

PRAYER
FORRELIEF
RELIEF
PRAYER FOR
63.

WHEREFORE, Plaintiff
PlaintiffNewman
NewmanMcIntosh
McIntosh&&Hennessey,
Hennessey,LLP
LLPprays
praysthat
thatthe
the

will take
Court will
take the
the following
followingactions:
actions:
a.
a.

Make declarations
with respect
to the
the questions
questionsposed
posedininCounts
CountsI-VII
I-VII of
of
declarations with
respect to

the Complaint.
b.

Court's declaration with
with respect
Where the Court’s
respect to Count II is "yes,"
“yes,” issue
issue an

Order permanently enjoining
enjoining NMH;
NMH;John
JohnDoe,
Doe,Esq.;
Esq.;and
andJane
Jane Doe,
Doe, Esq.
Esq.
from electronically
electronically transmitting
transmittingdata
data from
from the
the United
United States
States to foreign
until such attorneys disclose
disclose to
to their
their clients that
nationals residing overseas
overseas until

such transmission
transmissionwill
will waive Fourth Amendment rights
such
rights with
withrespect
respect to the
data that
that is
is electronically
electronically transmitted.
data
c.
c.

the Court’s
Court's declaration with respect
to Count
Count III
III is
Where the
respect to
is "yes,"
“yes,”issue
issue an

Order permanently enjoining
enjoining NMH,
NMH,John
JohnDoe,
Doe,Esq.
Esq.and
andJane
Jane Doe,
Doe, Esq.
Esq.
until
until such
such attorneys obtain written waivers of
of the Fourth Amendment rights
in the data sought
sought to
to be
be transmitted
transmitted –- written
written waivers
waivers that
that evidence
evidence the
16
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knowing
knowing and
and voluntary
voluntary waiver
waiver of
of Fourth
Fourth Amendment
Amendment rights
rights with
withrespect
respect to
to
data to
to be
be electronically
electronically transmitted;
the data
d.
d.

Permanently enjoin United
attorneysfrom
from electronically
electronically
United States-based
States-based attorneys

obtained from
from non-clients to foreign nationals residing
transmitting data
data obtained
overseas without
without obtaining
overseas
obtaining the
the prior
priorconsent
consent of
ofsuch
such persons.
persons.
e.
e.

Issue an
an Order
Order that all United
Issue
United States-based
States-based attorneys who have

electronically transmitted
electronically
transmitted client
client or
or non-client
non-client data
data to foreign
foreign nationals
nationals
residing overseas
to disclose
disclose all
all such
such prior
prior transmissions
transmissions to
to their
their clients and
overseas to

non-clients.
f.

Permanently enjoin all
such as
asAcumen
Acumen India,
India, from
from
all foreign
foreign based
based LPOs, such
soliciting business
soliciting
business in the United
United States
States until such LPOs conspicuously

disclose (in
(in appropriate type-face
type-face for
for printed materials, and
and in
in oral
disclose
such written
written materials are not used) that the
the electronic
electronic
disclosures where such

transmission of data
from the United States
to foreign
foreign nationals residing
data from
States to

overseaswill
will affect a waiver of Fourth Amendment
overseas
Amendment protection
protection of
of such
such data
and documents.
g.
g.

an Order
Order that
that within
within 180
Issue an
180 days,
days, the
the President of
of the
the United
United States
States

establish protocols
protocols and
and procedures
proceduresthat
thatwill
will prevent
prevent the
the waiver
waiver of
of Fourth
establish

Amendment rights with
from
with respect
respect to electronically transmitted data
data from
United
attorneys to
to foreign
foreign nationals
United States-based
States-based attorneys
nationals residing
residing overseas,
overseas, and

safeguard the
theattorney-client
attorney-client privilege
privilege and client communications
thereby safeguard
client confidences
and client
confidences and
and secrets.
secrets.
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h.
h.

Provide any and all
all equitable
equitable and
and legal
legal relief
reliefthat
thatisisnecessary
necessary to safeguard

the rights of attorneys, their clients, and non-client parties
parties who produce
documents to attorneys.
Respectfully submitted
May 07,
Respectfully
submitted this
this Wednesday,
Wednesday, May
07, 2008.
2008.

Joseph A. Hennessey, Esq.
DC Bar No. 453582
Newman McIntosh &
&Hennessey,
Hennessey, LLP
7315 Wisconsin Avenue,
Avenue, 700
700 East
Bethesda,MD
MD 20814
Bethesda,
20814
(301) 654-3400
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