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UNITED
STATES DISTRICT
DISTRICTCOURT
COURT
UNITED STATES
FOR
DISTRICTOF
OFCOLUMBIA
COLUMBIA
FOR THE
THE DISTRICT
ELECTRONIC
PRIVACY
ELECTRONIC PRIVACY
INFORMATION
CENTER,
INFORMATION CENTER,
v.
V.

Plaintiff,
Plaintiff,
Civil
Action 06-00096
06-00096 (HHK)
Civil Action
(HHK)

DEPARTMENT
OF JUSTICE,
JUSTICE,
DEPARTMENT OF
Defendant.
Defendant.

AMERICANCIVIL
CIVILLIBERTIES
LIBERTIES
UNION,
AMERICAN
UNION,
et al.,
al.,
et
v.
v.

Plaintiffs,
Plaintiffs,

DEPARTMENT OF
OF JUSTICE,
JUSTICE,
DEPARTMENT

Civil
Action 06-00214
06-00214 (HHK)
Civil Action
(HHK)

Defendant.
Defendant.

MEMORANDUM
OPINIONAND
ANDORDER
ORDER
MEMORANDUM OPINION
In these
consolidatedactions,
actions,plaintiffs
plaintiffs Electronic
Electronic Privacy
Privacy Information
Information Center
Center (“EPIC”),
("EPIC"),
In
these consolidated

American
Civil Liberties
Civil Liberties
(collectively
American Civil
Liberties Union,
Union, American
American Civil
Liberties Union
Union Foundation
Foundation (collectively

“ACLU”),
andThe
The National
National Security
Security Archive
Archive Fund,
Fund, Inc.
Inc. (“NSAF”)
bringclaims
claimsagainst
against the
the
"ACLU"), and
("NSAF")' 1bring
Department of
of Justice
Justice(“DOJ”)
("DOJ") under
under the
the Freedom
FreedomofofInformation
InformationAct
Act (“FOIA”),
("FOIA"), 55 U.S.C.
Department
U.S.C. §§ 552,
552,
seeking the
the release
releaseofofagency
agencyrecords
recordsregarding
regardingthe
theBush
BushAdministration’s
Administration'spolicy
policy of
of conducting
conducting
seeking

surveillance of
of domestic
domestic communications
communications without
without the
prior authorization
surveillance
the prior
authorization of
of the
the Foreign
Foreign

1

stated.
stated.

' Hereinafter,
the court
court will
will refer
all plaintiffs
Hereinafter, the
refer to
to all
plaintiffscollectively
collectivelyas
as "EPIC"
“EPIC”unless
unless otherwise
otherwise
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Before the
the court
court are
are two
two motions:
motions: DOJ’s
DOJ's
Intelligence Surveillance
Surveillance Court
Court (“FISA
("FISA Court").2
Intelligence
Court”).2 Before

motion for
and EPIC’s
EPIC's motion
motion for
motion
for summary
summary judgment
judgment and
for in
in camera
camera review
review of
of withheld
withheldrecords.
records.
Upon
the court
court
Upon consideration
consideration of
of the
the motions,
motions,the
the oppositions
oppositionsthereto,
thereto,and
and the
the record
record of
ofthe
the case,
case, the

concludes that
that the
the motion
motion for
for summary
in part,
in part,
concludes
summary judgment
judgment must
must be
be granted
granted in
part, denied
denied in
part, and
and

held
in part,
part, and
and that
thatthe
themotion
motion for
for in
in camera
camera review
review must
be denied
denied without
without
held in
in abeyance
abeyance in
must be
prejudice.
prejudice.

I.
FACTUALBACKGROUND
BACKGROUND
1. FACTUAL
A.
A.

Plaintiffs’
FOIARequests
Requests
Plaintiffs' FOIA
On December
16, 2005,
2005, the
the New
New York
York Times
Timesfirst
frst reported
Bush “secretly
"secretly
On
December 16,
reported that
that President
President Bush

authorized the
the National
National Security
on Americans
Americans and
others inside
inside the
the United
United
authorized
Security Agency
Agency to
to eavesdrop
eavesdrop on
and others

Statesto
tosearch
searchfor
forevidence
evidenceofofterrorist
terroristactivity
activity without
without the
the court-approved
court-approved warrants
warrants ordinarily
ordinarily
States

required
for domestic
domestic spying.”
spying." James
Risen&
& Eric
Eric Lichtblau,
Lichtblau, Bush
Bush Lets
Lets U.S.
US Spy
Callers
required for
James Risen
Spy on
on Callers
Without Courts,
Courts, N.Y.
N.Y. TIMES,
Dec.16,
16,2005;
2005;Pls.’
Pls.'Mot.
Mot. for
for Prelim.
Prelim. Inj.
Inj. Ex.
Without
TIMES, Dec.
Ex. 1.
1. The
TheTimes
Times also
also
reported
that the
the purported
purported legal
legal justification
justifcation for
reported that
forthe
thewarrantless
warrantlesssurveillance
surveillanceprogram
programhad
had been
been

developed by
by DOJ
DOJ attorneys
attorneysand
andofficials,
officials, that
that DOJ
DOJ “audited
"audited the
the N.S.A.
N.S.A. program,"
developed
program,” and
and that
that DOJ
DOJ
"expanded and
and refined
refined aa checklist
checklist to
to follow
follow in
“expanded
indeciding
decidingwhether
whetherprobable
probablecause
cause existed
existed to
to start
start

monitoring
communications." Ibid.
Ibid.'3
monitoring someone's
someone’s communications.”
In response
to this
this news,
news, EPIC
EPIC submitted
submitted four
four FOIA
day to
to four
four DOJ
In
response to
FOIArequests
requests that
that same
same day
DOJ

departments—the
departments
theOffice
Officeofofthe
theAttorney
AttorneyGeneral
General ("OAG"),
(“OAG”), the
the Offce
Officeof
ofIntelligence
Intelligence Policy
Policy

2

2 “FISA”
"FISA" refers
refersto
tothe
the Foreign
Foreign Intelligence
IntelligenceSurveillance
SurveillanceAct,
Act,50
50U.S.C.
U.S.C.§§1801
1801etetseq.
seq.

3

3 In
In its
DOJ has
has identified
identifed the
its submissions,
submissions, DOJ
the surveillance
surveillanceactivities
activitiesatatissue
issue to
to be
be the
the sosocalled “Terrorism
"Terrorism Surveillance
Program," or
or “TSP.”
"TSP." Def.’s
Def.'s Ex.
18-20 (Decl.
called
Surveillance Program,”
Ex. A
A ¶¶
¶¶ 18–20
(Decl. of
of Bradbury).
Bradbury).

22
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and Review
Review (“OIPR”),
("OIPR"), the
the Office
Offce of
("OLC"), and
the Office
Offce of
Policy
and
of Legal
Legal Counsel
Counsel (“OLC”),
and the
of Legal
Legal Policy
("OLP") citing
the the
Times
article
andand
requesting
records
(“OLP”)
— citing
Times
article
requesting
records"from
“fromSeptember
September11,
11,2001
2001 to
to the
the
present
concerning aapresidential
presidentialorder
orderor
ordirective
directive authorizing
authorizing the
the National
National Security
Security Agency
Agency
present concerning

('NSA'), ororany
(‘NSA’),
anyother
othercomponent
component of
of the
the intelligence
intelligence community,
community, to
to conduct
conduct domestic
domestic

surveillance without
without the
the prior
prior authorization
authorization of
of the
the Foreign
ForeignIntelligence
IntelligenceSurveillance
SurveillanceCourt.”
Court." Pl.’s
Pl.'s
surveillance

Mot. for
8, 99 &
& 10.
10. EPIC
following items:
Mot.
for Prelim.
Prelim. Inj.,
Inj., Exs.
Exs. 7,
7, 8,
EPIC specifcally
specificallysought
sought the
the following
items:
(1)
(1)
(2)
(2)
(3)
(3)

(4)
(4)

an audit
audit of
of NSA
NSA domestic
activities;
an
domestic surveillance
surveillance activities;
guidance
or
a
"checklist"
to
help
decide
exists to
to monitor
monitor
guidance or a “checklist” to help decide whether
whether probable
probable cause
cause exists
an individual’s
individual's communications;
an
communications;
communications
concerning the
the use
useof
ofinformation
information obtained
obtained through
through NSA
NSA
communications concerning
domestic surveillance
surveillance as
as the
the basis
basisfor
forDOJ
DOJsurveillance
surveillanceapplications
applications to
to the
the[FISA
[FISA
domestic
Court]; and
Court];
and
legal memoranda,
opinions or
domestic
legal
memoranda, opinions
or statements
statements concerning
concerning increased
increased domestic
surveillance, including
including one
by John
John C.
C. Yoo
Yoo shortly
shortly afer
surveillance,
one authored
authored by
afterSeptember
September 11,
11,
2001 discussing
discussing the
the potential
potential for
electronic
2001
for warrantless
warrantless use
use of
of enhanced
enhanced electronic
surveillance techniques.
surveillance
techniques.

Id.
Id.

ACLU
ACLUand
and NSAF
NSAFsubmitted
submitted similar
similarrequests.
requests. ACLU
ACLUrequested
requestedany
anypresidential
presidential orders
orders

authorizing the
NSA to
warrantlesselectronic
electronicsurveillance.
surveillance.Bradbury
BradburyDecl.
Decl.Ex.
Ex.B.
B. It
It
authorizing
the NSA
to engage
engage ininwarrantless
also requested
requestedrecords
recordsrelating
relating to
to the
the policies,
policies, practices
practices and
andprocedures
proceduresof
ofthe
theNSA
NSA (1)
(1) for
for
also

selecting individuals
individuals to
domestic surveillance;
surveillance; (2)
(2) for
for gathering,
selecting
to subject
subject to
to warrantless
warrantless domestic
gathering,

maintaining,
information generated
through such
such surveillance;
surveillance; (3)
(3) for
for using
using
maintaining, storing,
storing, and
and sharing
sharing information
generated through
gathered information
information as
the basis
basisfor
for FISA
FISA requests;
requests;and
and(4)
(4)for
forconsulting
consulting with,
with, or
or obtaining
obtaining
gathered
as the

approval from,
from, DOJ,
DOJ, before
before engaging
engagingininwarrantless
warrantlesselectronic
electronicsurveillance.
surveillance.Ibid.
Ibid. ACLU
ACLU also
approval
also
requested
anyDOJ
DOJ“legal
"legal reviews
reviews of
of the
the program
program and
and its
its legal
legal rationale,”
rationale," any
DOJ audit
audit of
requested any
any DOJ
of the
the

program,
and any
any other
otherrecords
recordson
onthe
theconstitutionality,
constitutionality,legality,
legality, and/or
and/or propriety
propriety of
of the
the NSA’s
NSA's
program, and
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warrantless
domesticspying.
spying. Ibid.
Ibid. NSAF
warrantless domestic
NSAFsought
sought copies
copies of
of "[a]ll
“[a]llmemoranda,
memoranda, legal
legal opinions,
opinions,
directives or
directives
or instructions
instructions from
from[DOJ
[DOJdepartments]
departments]issued
issuedbetween
betweenSeptember
September 11,
11, 2001,
2001, and
and

December 21,
21, 2005,
2005, regarding
regardingthe
thegovernment’s
government'slegal
legalauthority
authority for
for surveillance
surveillance activity,
activity,
December
wiretapping,
other signals
signals intelligence
intelligence operations
communications
wiretapping, eavesdropping,
eavesdropping, and
and other
operations directed
directed at
at communications

to
or from
from U.S.
citizens." Bradbury
the inclusion
inclusion of
of “all
"all
to or
U.S. citizens.”
Bradbury Decl.
Decl. Ex.
Ex. C.
C. NSAF
NSAFalso
also sought
sought the
documents discussing
discussing the
the President’s
President's surveillance
surveillance authority
documents
authorityunder
underthe
the September
September 2001
2001

congressional use
useof
of force
force resolution
resolution as
as well
well as
the President’s
President's independent
independent ability
ability to
to authorize
congressional
as the
authorize

signals intelligence
intelligenceactivities.”
activities." Ibid.
signals
Ibid.
After
After the
the court
court granted
granted EPIC's
EPIC’smotion
motionfor
forexpedited
expeditedprocessing
processingand
and consolidated
consolidated these
these

actions, DOJ
DOJ substantially
substantially completed
completed its
its response
responseto
toplaintiffs’
plaintiffs' requests.'
small
actions,
requests.4 DOJ
DOJreleased
released aa small
number
of documents
and claimed
claimed exemptions
exemptions under
under FOIA
FOIA from
from the
number of
documents and
the obligation
obligation to
torelease
release

documents as
asto
tothe
themajority
majority of
of the
the requested
requestedrecords.
records.The
Thepresent
presentmotions
motionsfollowed.
followed. In
documents
In support
support

of its
seriesof
of ex
exparte
parteclassified
classifed declarations
declarations (from
(from various
DOJ
of
its motion,
motion, DOJ
DOJ has
has submitted
submitted aa series
various DOJ
departments and
andNSA)
NSA) for
for the
the court’s
court's review,
versions of
of which
which have
have been
beenfiled
fled on
departments
review, redacted
redacted versions
on the
the

public
public records
record.5
4
4
In processing
requests, the
the responding
responding DOJ
DOJ departments
departments referred
referred certain
certain
In
processing these
these requests,
documents in
in their
other and
to other
based on
on their
their
documents
their possession
possession to
to each
each other
and to
other departments,
departments, based
determinations
as
to
which
department
had
appropriate
primary
custodial
responsibility
determinations as to which department had appropriate primary custodial responsibility for
for each
each
document or
or category
of documents.
documents. The
to
document
category of
The primary
primarydepartment
department then
then made
made the
the determination
determination as
as to
whether
the
referred
document
or
category
of
documents
should
be
released.
Documents
whether the referred document or category of documents should be released. Documents
requested
from OAG
OAG (which
in this
this matter
matter for
for all
requested from
(whichappears
appears to
to be
be represented
represented in
all purposes
purposes by
by the
the

Office of
by
Office
of the
the Deputy
Deputy Attorney
AttorneyGeneral
General ("ODAG"))
(“ODAG”))and
andOLP
OLPwere
werereferred
referredtotoand
andprocessed
processed by
DOD's Office
Office of
of Information
Information and
Privacy (“OIP”).
("OIP").
DOJ’s
and Privacy
5

5 NSA
NSA has
has designated
designatedthese
thesedeclarations
declarationsas
asbeing
beingsubject
subjecttotoan
anexceedingly
exceedinglyhigh
highlevel
level of
of
secrecyunder
underthe
theExecutive’s
Executive'sclassification
classifcationpolicies.
policies. See
SeeDef.’s
Def's Ex.
Ex. G
G ¶¶
¶¶11–12
11-12 (Decl.
(Decl. of
of
secrecy
Rowan). Without
exparte
Rowan).
Withoutexpressing
expressingapproval
approvalor
ordisapproval
disapprovalofofDOD's
DOJ’suse
use of
of these
these ex
parte declarations
declarations
and without
without opining
the declaration
declaration redactions
redactionsare
arelegitimately
legitimately classified
classifed
— and
opining regarding
regarding whether
whether the

4
4
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B.
B.

Scope Of
Of The
The Dispute
Dispute
Scope
EPIC has
disclaimed or
or withdrawn
withdrawn objections
of DOJ’s
DOJ's
EPIC
has disclaimed
objections regarding
regarding (1)
(1) the
the adequacy
adequacy of

searchesfor
for responsive
responsive records;
records;(2)
(2) drafts
drafts of
of documents
documents and
and discussions
discussions about
about drafts
drafs and
searches
and the
the

drafting process;
(3) documents
documentswithheld
withheld by
by DOJ’s
DOJ's Criminal
Criminal Division;
drafting
process; (3)
Division;(4)
(4)records
recordsdeemed
deemed to
to be
be
nonagency
records; (5)
(5) duplicates
or
nonagency records;
duplicates of
of other
other documents
documents deemed
deemed responsive
responsive and
and either
either released
released or

withheld
and (6)
(6) redactions
redactions of
of names
namesand
andidentifying
identifying information
information pursuant
withheld by
by other
other departments;
departments; and
pursuant
to
to Exemptions
Exemptions 2,
2, 6,
6, and
and 7(C)
7(C)(EPIC
(EPICdoes
does not
notchallenge
challengethe
the redactions
redactions themselves
themselves but
but does
does

challenge the
the withholding
withholding of
challenge
of entire
entire documents
documents which
which contain
contain information
informationprotected
protected by
bythese
these
exemptions). Thus,
encompassesfinal
fnal (i.e.,
(i.e., nondraft)
nondraft) nonduplicate
exemptions).
Thus, the
the present
present controversy
controversy encompasses
nonduplicate

records
withheld by
departmentother
otherthan
thanthe
theCriminal
Criminal Division.
Division.
records withheld
by each
each department

II.
STATUTORY
BACKGROUND
II. STATUTORY
BACKGROUND
A.
A.

FOIA
FOIA
The purpose
purpose of
of FOIA
FOIA is
The
is "to
“topierce
pierce the
the veil
veilofofadministrative
administrativesecrecy
secrecyand
and open
open agency
agency

action to
to the
the light
light of
of public
public scrutiny.”
scrutiny." Dep't
action
Dep’tofAir
of AirForce
Forcev.v.Rose,
Rose,425
425U.S.
U.S.352,
352, 361
361 (1976)
(1976)
(citation omitted).
(citation
omitted). FOIA
FOIAembodies
embodies"a“ageneral
generalphilosophy
philosophyof
offull
fullagency
agencydisclosure
disclosure unless
unless
information is
under clearly
clearly delineated
delineatedstatutory
statutorylanguage.”
language." Id.
Id. at
at 360–61
360-61 (quoting
(quoting
information
is exempted
exempted under
S. Rep.
Rep. No.
No. 89-813,
89-813, at
at 33 (1965)).
(1965)). The
protecting information
information from
S.
The language
language protecting
from disclosure
disclosure is
is set
set
(beyond a
measure of
of skepticism
skepticism as
to some
some portions
portions thereof)
thereof) — the
(beyond
a measure
as to
the court
court does
does express
express
substantial frustration
frustration with
with one
aspectof
ofthe
theExecutive’s
Executive'sapproach
approachtotothis
thisinformation:
information: In
substantial
one aspect
In part
part
for purposes
of this
this case,
case,this
thisjudicial
judicial officer
offcer had
for
purposes of
hadhis
hislaw
lawclerk
clerkcleared
clearedthrough
throughan
an extensive,
extensive,
high-level
the clerk
clerk would
would have
accesstotoclassified
classifed information,
information,
high-level background
background investigation
investigation so
so that
that the
have access
and specifically
specifcally to
obtained, it
it
and
tothe
the documents
documents lodged
lodged in
in this
this case.
case. Notwithstanding
Notwithstandingthe
the clearance
clearance obtained,
has
becomeapparent
apparentthat
thatthe
theExecutive
Executivewill
will not
not grant
grant the
the clerk
clerk access
tothe
theclassified
classifed
has become
access to
declarations filed
fled here,
of vociferous
vociferous resistance
resistancefrom
from this
this judicial
judicial
declarations
here, at
at least
least not
not in
in the
the absence
absence of
officer. This
beensignificantly
signifcantly disruptive
court's review
review of
of this
officer.
Thisstance
stance is
is baffling
baffling and
and has
has been
disruptive to
to the
the court’s
this
matter.
matter.

55

Document hosted at
http://www.jdsupra.com/post/documentViewer.aspx?fid=c0521f2f-3cb8-49d2-8785-1b783095a432

forth within
forth
withinFOIA
FOIAitself
itselfinina aseries
seriesofofexemptions
exemptionsthat
thatare
are customarily
customarilyreferred
referred to
to by
by numbers
numbers
corresponding to
in which
corresponding
to the
the subsections
subsections in
which the
the exemptions
exemptions are
are enumerated.
enumerated. See
See 55 U.S.C.
U.S.C.

552(b). The
"strong presumption
presumptionin
infavor
favor of
of disclosure,”
disclosure," U.S.
US Dep't
§§ 552(b).
The Act
Act mandates
mandates aa “strong
Dep’tofofState
State v.
v.
Ray,
502 U.S.
U.S. 164,
164, 173
173 (1991),
(1991), and
and the
the statutory
statutory exemptions
exemptions to
to disclosure
disclosure are
areto
tobe
be“narrowly
"narrowly
Ray, 502
construed," Rose,
425 U.S.
U.S. at
at 361.
361. At
to be
given
construed,”
Rose, 425
Atthe
the same
same time,
time, the
the exemptions
exemptions are
are to
be given

"meaningful reach
application." John
“meaningful
reach and
and application.”
JohnDoe
DoeAgency
Agency v.
v. John
John Doe
Doe Corp.,
Corp., 493
493 U.S.
U.S. 146,
146, 152
152
(1989).
(1989).

B.
B.

Segregability
Segregability
A
is required
required to
to assess
assessthe
theapplication
applicationofofFOIA’s
FOIA's exemptions
exemptions with
with an
A government
government agency
agency is
an

eye towards
towards disclosure.
disclosure. As
once an
anagency
agencyidentifies
identifes information
information that
eye
As such,
such, once
that itit believes
believes is
is exempt,
exempt,
it must
it
must undertake
undertake aa segregability
segregability analysis.
analysis. The
Thepurpose
purposeofofthis
thisassessment
assessment is
is to
to separate
separate exempt
exempt

material from
material
from any
any nonexempt
nonexempt material,
material, and
and to
to produce
produce the
the nonexempt
nonexempt material.
material. See
See Vaughn
Vaughn v.
v.

Rosen,
484 F.2d
F.2d 820,
820, 825
825 (D.C.
(D.C. Cir.
Cir. 1973)
Rosen, 484
1973) (stating
(stating that
that "an
“an entire
entire document
document is
is not
not exempt
exempt
merely because
an isolated
isolated portion
portion need
not be
disclosed" and
merely
because an
need not
be disclosed”
and than
than an
an "agency
“agency may
may not
not sweep
sweep aa

document under
under aa general
generalallegation
allegationof
of exemption,
exemption, even
even ifif that
that general
general allegation
allegation is
is correct
correct with
with
document

regard
to part
part of
of the
the information”).
information"). This
by FOIA
FOIA itself,
itself, which
regard to
Thisexercise
exercise is
is mandated
mandated by
which provides
provides
that
any “reasonably
"reasonably segregable”
segregable"information
information in
in exempt
must be
be disclosed
disclosedafter
afer
that any
exempt documents
documents must

U.S.C. §§ 552(b).
552(b). Thus
portions of
of aa
redaction
of exempt
exempt information.
information. 55 U.S.C.
redaction of
Thus disclosure
disclosure of
of nonexempt
nonexempt portions

document is
is still
still required
thoseportions
portionsare
are“inextricably
"inextricably intertwined
intertwined with
with exempt
document
required unless
unless those
exempt

portions."
US. Dep't
portions.” Mead
Mead Data
Data Cent.,
Cent., Inc.
Inc. v.
v. U.S.
Dep’t ofAir
of AirForce,
Force,566
566F.2d
F.2d242,
242,260
260 (D.C.
(D.C. Cir.
Cir. 1977).
1977).
"The `segregability'
to all
all [§
and all
all exemptions”
exemptions" in
in the
Act.
“The
‘segregability’ requirement
requirement applies
applies to
[§ 552]
552] documents
documents and
the Act.
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Schiller
1205, 1209
1209 (D.C.
(D.C. Cir.
Cir. 1992)
Schiller v.
v. NLRB,
NLRB, 964
964 F.2d
F.2d 1205,
1992) (quoting
(quoting Ctr.
Ctr. for
forAuto
AutoSafety
Safety v.
v. EPA,
EPA,
1984)).
731 F.2d
F.2d 16,
16, 21
21 (D.C.
(D.C. Cir.
Cir. 1984)).
731

The court
court is
is required
required to
to make
make aaspecific
specifc finding
fnding as
The
as to
to segregability,
segregability, ibid.;
ibid.;see
see also
also

Trans-Pacific
PolicingAgreement
Agreement v.
v. US
U.S.Customs
CustomsServ.,
Serv., 177
177 F.3d
F.3d 1022,
1022, 1028
1028 (D.C.
Cir. 1999),
1999),
Trans-Pacifc Policing
(D.C. Cir.
and “the
"the burden
burden is
is on
on the
the agency
agencytotosustain
sustainits
itsaction,”
action,"55U.S.C.
U.S.C.§§552(a)(4)(B).
552(a)(4)(B). To
To satisfy
and
satisfy this
this

burden,
"the withholding
withholding agency
agencymust
mustsupply
supply‘a`arelatively
relativelydetailed
detailedjustification,
justifcation,specifically
specifcally
burden, “the
identifying the
why aa particular
particular exemption
exemption is
is relevant
relevant and
and correlating
correlating those
those claims
claims with
with
identifying
the reasons
reasons why

the
particular part
part of
of aa withheld
withheld document
document to
to which
which they
theyapply.’”
apply."' Schiller,
the particular
Schiller,964
964F.2d
F.2d at
at 1210
1210
(quoting King
omitted));
(quoting
King v.
v. US.
U.S.Dep't
Dep’tofofJustice,
Justice,830
830F.2d
F.2d 210,
210, 224
224 (D.C.
(D.C. Cir.
Cir.1987)
1987) (emphasis
(emphasis omitted));
see
also Vaughn,
Vaughn, 484
484 F.2d
F.2d at
at827
827(an
(anagency
agencymust
must“specify
"specifyin
indetail
detail which
which portions
portions of
of the
see also
the

document are
are disclosable
disclosableand
andwhich
whichare
areallegedly
allegedlyexempt”);
exempt");Peter
PeterS.S.Herrick’s
Herrick's Customs
Customsand
andInt’l
Int'l
document

Trade Newsletter
Newsletter v.
v. U.S.
US Customs
Border Prot.,
Trade
Customs and
and Border
Prot., 2005
2005 WL
WL 3274073,
3274073, at
at *3
*3 (D.D.C.
(D.D.C. Sept.
Sept. 22,
22,
2005) (finding
(finding that
where its
its Vaughn
Vaughn index
index
2005)
that Customs
Customs did
did not
not meet
meet the
the segregability
segregability requirement
requirement where

failed to
were withheld
withheld
failed
to identify
identifyeach
each exemption
exemption with
with related
related material,
material, explain
explain why
whycertain
certain pages
pages were

in full
in part,
or describe
describeredacted
redactedinformation
informationwith
withuseful
usefuldetail).
detail). The
in
full and
and others
others in
part, or
The agency's
agency’s

justifcations
cannot justify
justify
justificationsmust
mustfocus
focuson
onthe
the withheld
withheldinformation,
information,and
andthus
thus "an
“an agency
agency cannot
withholding
exempt material.”
material."
withholdingan
an entire
entire document
document simply
simply by
by showing
showing that
that itit contains
contains some
some exempt
Schiller,
Schiller, 964
964 F.2d
F.2d at
at 1209
1209 (quoting
(quoting Mead
Mead Data
Data Cent.,
Cent., 566
566 F.2d
F.2d at
at 260).
260).
In this
which touches
upon sensitive
sensitive matters
matters of
of aa classified
classifed nature
to national
national
In
this case,
case, which
touches upon
nature related
related to

security and
and counterterrorism
counterterrorism operations,
operations, in
in particular
particular by
security
by NSA
NSA(whose
(whose operations
operations are
are protected
protected

from disclosure
see50
50U.S.C.
U.S.C.§§402
402note;
note;II.D,
II.D,infra),
infa), the
from
disclosure by
by statute,
statute, see
the most
most relevant
relevant exemptions
exemptions

are Exemptions
Exemptions 11 and
and3.3. Exemption
Exemption 11 protects
protects classified
classifed information
information from
are
fromdisclosure
disclosure and
and
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Exemption 33 protects
other than
than FOIA.
FOIA. 5
5 U.S.C.
U.S.C. §
§ 552(b)(1),
552(b)(1), (3).
Exemption
protects matters
matters exempted
exempted by
by statutes
statutes other
(3).

Additionally,
Additionally,because
because plaintiffs'
plaintiffs’requests
requestsseek
seek information
informationregarding
regardingDOD's
DOJ’s deliberations
deliberations and
and
legal analyses
analysesregarding
regardingthe
thepotential
potentialpropriety
propriety or
or impropriety
impropriety of
legal
of proposed
proposed surveillance
surveillance actions,
actions,

Exemption 5
5 (which
(which protects
information that
is privileged,
privileged, i.e.,
"would not
by law
law
Exemption
protects information
that is
i.e., “would
not be
be available
available by
to
party other
other than
than an
anagency
agencyininlitigation
litigation with
with the
agency," id.
id. §
§ 552(b)(5))
552(b)(5)) is
of central
to aa party
the agency,”
is also
also of
central

importance. These
warrant aa brief
brief initial
initial discussion.
importance.
These exemptions
exemptions warrant
discussion.

C.
C.

Exemption 11
Exemption
Exemption 1
1 protects
protects information
information “(A)
"(A) specifcally
Exemption
specificallyauthorized
authorizedunder
undercriteria
criteriaestablished
established

by
Executive order
order to
to be
be kept
kept secret
secretin
in the
theinterest
interestof
ofnational
nationaldefense
defenseororforeign
foreignpolicy
policy [which
[which
by an
an Executive

is (B)]
(B)] in
to such
suchExecutive
Executiveorder.”
order." Id.
Id. §§ 552(b)(1).
552(b)(1). As
is
in fact
fact properly
properly classifed
classified pursuant
pursuant to
As recently
recently
summarized by
bythis
thiscourt,
court,judicial
judicial review
review under
underthis
thisexemption
exemptionisislimited,
limited, but
but not
notinsignificant:
insignifcant:
summarized
While an
declarations setting
setting forth
forth the
the reasons
reasonsthat
thatinformation
informationfalls
falls within
within this
While
an agency's
agency’s declarations
this
exemption are
entitled to
exemption
are entitled
to substantial
substantial weight,
weight, they
theymust
must nevertheless
nevertheless afford
afford the
the requester
requester
an
ample
opportunity
to
contest,
and
the
court
to
review,
the
soundness
of
the
an ample opportunity to contest, and the court to review, the soundness of the
withholding.
withholding. Campbell
Campbellv.v.Dep't
Dep’tofJustice,
of Justice,164
164F.3d
F.3d20,
20, 30
30 (D.C.
(D.C. Cir.
Cir. 1998)
1998) (observing
(observing
that
"deference
is
not
equivalent
to
acquiescence");
Goldberg
v.
Dep't
of
State,
that “deference is not equivalent to acquiescence”); Goldberg v. Dep’t of State, 818
818 F.2d
F.2d
71, 76–77
76-77 (D.C.
courts of
of their
their
71,
(D.C. Cir.
Cir.1987)
1987) (noting
(notingthat
that Exemption
Exemption11 does
does not
not relieve
relieve the
the courts
"independent responsibility”
responsibility" to
“independent
to review
reviewthe
the agency's
agency’s decision).
decision).

Therefore, to
to justify
justify summary
judgment, an
anagency
agencyaffidavit
affdavit invoking
invoking Exemption
Exemption
Therefore,
summary judgment,
must provide
provide “detailed
"detailed and
andspecific”
specifc" information
11 must
informationdemonstrating
demonstrating both
both why
why the
the material
material
has
been kept
kept secret
secretand
andwhy
why such
suchsecrecy
secrecyisisallowed
allowed by
by the
the terms
terms of
of an
an existing
existing
has been
executive order.
order. Campbell,
30; King,
King, 830
at 217.
217. IfIfthe
executive
Campbell, 164
164 F.3d
F.3d at
at 30;
830 F.2d
F.2d at
the declarations
declarations
provide
provide the
the requisite
requisite specifcity,
specificity,however,
however,and
andare
are neither
neither contradicted
contradicted by
by other
other record
record
evidence nor
nor contaminated
contaminated by
by indications
indications of
of bad
bad faith,
faith, the
the reviewing
reviewing court
evidence
court should
should not
not
ordinarily second-guess
theagency’s
agency'sjudgment.
judgment. Miller
Miller v.v.Casey,
(D.C.
ordinarily
second-guess the
Casey, 730
730 F.2d
F.2d 773,
773, 776
776 (D.C.
Cir.
1984)
([stating
that
courts]
must
"accord
substantial
weight
to
an
agency's
affdavit
Cir. 1984) ([stating that courts] must “accord substantial weight to an agency’s affidavit
concerning the
the details
details of
of the
the classified
classifed status
of the
the disputed
disputedrecord[]”).
record[]"). Instead,
concerning
status of
Instead, the
the court
court
must
recognize
that
the
executive
branch
departments
responsible
for
national
security
must recognize that the executive branch departments responsible for national security
and national
national defense
haveunique
unique insights
insights and
and special
specialexpertise
expertiseconcerning
concerningthe
thekind
kind of
of
and
defense have
disclosures that
that may
may be
beharmful.
harmful. See
Krikorian v.
disclosures
See Krikorian
v. Dep't
Dep’tofofState,
State, 984
984 F.2d
F.2d 461,
461, 464
464
(D.C. Cir.
690F.2d
F.2d966,
966,970
970(D.C.
(D.C.Cir.
Cir.1982);
1982);Military
Military
(D.C.
Cir. 1993);
1993); Salisbury
Salisbury v.
v. United
United States,
States, 690
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Audit
656 F.2d
F.2d 724,
724, 738
738(D.C.
(D.C. Cir.
Cir. 1981).
1981). In
while aa court
Audit Project
Project v.
v. Casey,
Casey, 656
In other
other words,
words, while
court
is ultimately
ultimately to
is
to make
make its
its own
own decision,
decision, that
that decision
decision must
must take
take seriously
seriously the
the government's
government’s
predictions
the security
security implications
implications of
of releasing
particular information
information to
predictions about
about the
releasing particular
to the
the
public,
those predictions
predictions are
aresufficiently
suffciently detailed
public, at
at least
least where
where those
detailedand
and do
do not
not bear
bear any
any
indicia of
of unreliability.
indicia
unreliability.

American
187-88 (D.D.C.
American Civil
Civil Liberties
Liberties Union
Unionv.v.FBI,
FBI,429
429F.
F.Supp.
Supp. 2d
2d 179,
179, 187–88
(D.D.C. 2006).
2006).

D.
D.

Exemption 33
Exemption
Exemption 3
of FOIA
that are
are“specifically
"specifcally exempted
from disclosure
by
Exemption
3 of
FOIA covers
covers records
records that
exempted from
disclosure by

provided that
that such
such statute”
statute" either
either “(A)
"(A) [requires
to
statute. ...
statute
. . ,. provided
[requires withholding]
withholding]ininsuch
suchaamanner
manner as
as to

leave no
no discretion
discretion on
on the
the issue,”
issue,"or
or“(B)
"(B) establishes
establishesparticular
particularcriteria
criteria for
for withholding
withholding or
leave
or refers
refers
5 U.S.C.
U.S.C. §
§ 552(b)(3);
552(b)(3); see
also Senate
Senateof
ofPuerto
to
of matters
matters to
to be
be withheld.”
withheld." 5
to particular
particular types
types of
see also
Puerto

Rico
v. U.S.
US Dep't
F.2d 574,
574, 582
582(D.C.
(D.C.Cir.
Cir.1987).
1987). To
To justify
justify withholding
withholding
Rico v.
Dep’tofofJustice,
Justice, 823
823 F.2d
information pursuant
withholding agency
information
pursuant to
to this
this exemption,
exemption, the
the withholding
agency "must
“must point
point to
to an
an appropriate
appropriate
nondisclosure
must also
also “demonstrate
"demonstrate that
that the
the withheld
withheld materials
nondisclosure statute"
statute” and
and must
materials are
are covered
covered by
by that
that

particular
2d 21,
21, 28
28 (D.D.C.
(D.D.C.
particular statute."
statute.” People
Peoplefor
forthe
theAm.
Am.Way
Way Found.
Found. v.v. NSA,
NSA, 462
462 F.
F. Supp.
Supp. 2d

2006) (citing
(citing CIA
(1985)); see
also Ass’n
Assn ofRetired
2006)
CIAv.v. Sims,
Sims, 471
471 U.S.
U.S. 159,
159, 167
167 (1985));
see also
of RetiredR.R.
R.R. Workers
Workers v.
v.
U.S R.R.
Bd., 830
830 F.2d
F.2d 331,
331, 334–38
334-38 (D.C.
U.S.
R.R. Ret.
Ret. Bd.,
(D.C. Cir.
Cir.1987)
1987)(discussing
(discussingtest
test to
to be
be applied
applied pursuant
pursuant

to
requiring reviewing
whether “the
"the information
information sought
to Exemption
Exemption 33 and
and requiring
reviewing courts
courts to
to determine
determine whether
sought

after falls
falls within
within the
of the
the non-disclosure
non-disclosurestatute”).
statute"). This
This exemption
exemption“differs
"differs from
from
after
the boundaries
boundaries of
other FOIA
FOIA exemptions
detailed factual
factual contents
contents of
of
other
exemptions in
in that
that its
its applicability
applicabilitydepends
depends less
less on
on the
the detailed
specifc documents;
specific
documents;the
the sole
sole issue
issue for
for decision
decisionisisthe
theexistence
existence of
ofaa relevant
relevant statute
statute and
and the
the

inclusion of
inclusion
of withheld
withheld material
material within
withinthe
the statute's
statute’s coverage."
coverage.” Fitzgibbon
Fitzgibbonv.v. CIA,
CIA,911
911 F.2d
F.2d 755,
755,
761-62 (D.C.
830 F.2d
F.2d at
at 336);
336);Krikorian,
Krikorian,
761–62
(D.C. Cir.
Cir. 1990)
1990) (quoting
(quoting Assn
Ass’nofofRetired
RetiredR.R.
R.R. Workers,
Workers, 830
984 F.2d
F.2d at
at 465–66
465-66 (courts
(courts “do
"do not
not closely
closely scrutinize”
scrutinize" Exemption
984
Exemption 33 claims
claims but
but should
should
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nonetheless
assess“whether
"whetherthe
thedocument
documentfalls
fallswithin
within [the]
[the] statute"
nonetheless assess
statute” relied
relied upon
upon by
bythe
the agency).
agency).

Thus an
an agency
agencymay
mayjustify
justify its
its withholdings
withholdings under
this exemption
exemption in
terms, without
without
Thus
under this
in general
general terms,

necessarily
proceedingon
onaadocument-by-document
document-by-documentbasis,
basis,soso
long
justifcationsufficiently
suffciently
necessarily proceeding
long
asas
thethe
justification
demonstrates that
that the
thematerial
material withheld
withheld is
demonstrates
is exempt.
exempt. The
Thecourt
courtmust
mustgive
giveaameasure
measure of
of deference
deference

to
affidavits in
in this
to agency
agency affidavits
this regard.
regard. Fitzgibbon,
Fitzgibbon,911
911 F.2d
F.2d at
at 762.
762. These
These differences
differences

notwithstanding,
reviewing court
still assure
itself that
that the
the material
material withheld
withheld is
is actually
actually
notwithstanding, aa reviewing
court must
must still
assure itself
exempted by
by the
the claimed
claimed statute,
statute, Am.
Am. Way
WayFound.,
Found., 462
462F.
F.Supp.
Supp.2d
2datat28;
28;Krikorian,
Krikorian, 984
exempted
984 F.2d
F.2d at
at
465-66,
from non-exempt
non-exempt material
465–66, and
and that
that the
the exempt
exempt material
material cannot
cannot be
be segregated
segregated from
material appearing
appearing

in the
same records,
records,Assassination
AssassinationArchives
Archivesand
andResearch
ResearchCtr.
Or.v.v.CIA,
CIA, 334
334 F.3d
F.3d 55,
55, 57–58
57-58 &
& n.3
in
the same
n.3

(D.C. Cir.
in Exemption
context); Schiller,
Schiller,
(D.C.
Cir. 2003)
2003) (noting
(noting applicability
applicabilityof
ofsegregability
segregability analysis
analysis in
Exemption 33 context);
964 F.2d
F.2d at
at 1209
1209 (stating
(stating that
that “[t]he
"[t]he ‘segregability’
`segregability' requirement
to all
all [§
964
requirement applies
applies to
[§ 552]
552] documents
documents

and all
all exemptions”
exemptions" in
in the
Act).
and
the Act).
Here, DOJ
DOJ contends
that the
the withheld
withheld documents
are protected
protected from
from disclosure
disclosure by
by various
various
Here,
contends that
documents are

statutes,two
two in
in particular:
particular: First,
Terrorism Prevention
Prevention Act
Act
statutes,
First, §§ 1011
1011 of
of the
the Intelligence
Intelligence Reform
Reform and
and Terrorism
of 2004,
L. No.
Stat. 3638
3638 (Dec.
(Dec. 17,
17, 2004),
2004), codified
codifed at
of
2004, Pub.
Pub. L.
No. 108-458,
108-458, 118
118 Stat.
at 50
50 U.S.C.
U.S.C.

403-1(i)(1), requires
the Director
Director of
§§ 403-1(i)(1),
requires the
of National
National Intelligence
Intelligence to
to "protect
“protectintelligence
intelligencesources
sources and
and
methods
from unauthorized
unauthorized disclosure.”
disclosure." This
falls within
within the
methods from
Thisstatute,
statute, DOJ
DOJ argues,
argues, falls
the exemption.
exemption.
See
Gardels v.
v. CIA,
CIA, 689
689 F.2d
F.2d 1100,
See Gardels
1100, 1103
1103 (D.C.
(D.C. Cir.
Cir.1982)
1982)(discussing
(discussingpredecessor
predecessor statute
statute

applicable to
to the
the CIA,
CIA, which
which provided
applicable
provided that
that "the
“the Director
Director of
of Central
Central Intelligence
Intelligence shall
shall be
be
responsible
for protecting
methods from
from unauthorized
unauthorized disclosure”);
disclosure");
responsible for
protecting intelligence
intelligence sources
sources and
and methods

Fitzgibbon,
CIA statute]
Fitzgibbon, 911
911 F.2d
F.2d at
at 761
761 ("There
(“There isis thus
thus no
no doubt
doubt that
that [the
[the predecessor
predecessor CIA
statute] is
is aa
proper
exemption statute
under exemption
exemption 3.”).
3.").
proper exemption
statute under
10
10
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Second, §§ 66 of
of the
the National
National Security
Security Agency
Agency Act
Act of
Second,
of 1959,
1959, Pub.
Pub. L.
L. No.
No. 86-36,
86-36, §§ 6,
6, 73
73 Stat.
Stat.

63, 64,
64, codified
codifed at
63,
at 50
50 U.S.C.
U.S.C. §§ 402
402 note,
note, provides:
provides:

[N]othing in
disclosure of
of
[N]othing
in this
this Act
Actor
orany
any other
other law
law ...
. . shall
. shallbe
beconstrued
construed to
to require
require the
the disclosure
the
organization or
or any
any function
function of
of the
the National
National Security
Security Agency,
Agency,of
of any
anyinformation
information with
with
the organization
respect
to the
the activities
activities thereof,
respect to
thereof, or
or of
ofthe
the names,
names, titles,
titles, salaries,
salaries, or
or number
number of
of persons
persons
employed by
employed
by such
such agency.
agency.

Ibid.
Ibid. This
Thisstatute
statute qualifes
qualifiesfor
forFOIA
FOIAprotection
protectionpursuant
pursuantto
to Exemption
Exemption 3.
3. See
See Founding
Founding Church
Church
of Scientology,
610 F.2d
F.2d 824,
824, 828
828 (D.C.
(D.C. Cir.
of
Scientology, Inc.
Inc. v.
v. NSA,
NSA, 610
Cir. 1979);
1979); Hayden
Hayden v.
v. NSA,
NSA, 608
608 F.2d
F.2d 1381,
1381,

1389 (D.C.
(D.C. Cir.
Cir. 1979).
1389
1979).

E.
E.

Exemption 5
Exemption
5
As
As previously
previously noted,
noted, Exemption
Exemption 55 protects
protects "inter-agency
“inter-agency or
or intra-agency
intra-agency memorandums
memorandums

or letters
letters which
which would
by law
law to
party other
other than
than an
anagency
agencyininlitigation
litigation with
with
or
would not
not be
be available
available by
to aa party
the
agency." 5
5 U.S.C.
U.S.C. §§ 552(b)(5).
552(b)(5). The
the agency.”
Theprotections
protections of
ofthis
thisexemption
exemptionencompass
encompass various
various

privileges,
as the
the so-called
so-called“deliberative
"deliberative process”
process" privilege
privilege and
and the
the attorney-client
attorney-client privilege.
privilege.
privileges, such
such as
Again,
CL U v.
v. FBI:
FBI:
Again, this
this court
court provided
providedaa concise
concise summary
summary of
of this
this exemption
exemptionininAACLU

This provision
long been
interpretedto
to include
include aadeliberative
deliberativeprocess
processprivilege
privilege. ...
This
provision has
has long
been interpreted
...
[The
privilege]
shields
from
disclosure
records
the
government
demonstrates
to
be
both
[The privilege] shields from disclosure records the government demonstrates to be both
and
is, "generated
before the
the adoption
adoption of
of an
an agency
agencypolicy”
policy" — and
"`predecisional"' — that
“‘predecisional’”
that is,
“generated before
that is,
is, “reflect[ive][of]
"reflect[ive][of the
"`deliberative,"' — that
“‘deliberative,’”
thegive-and-take
give-and-takeof
ofthe
the consultative
consultative
process."
[Coastal States
GasCorp.
Corp. v.
v. Dep’t
Dep't of
of Energy,
Energy, 617
617 F.2d
F.2d 854,
854, 866
866 (D.C.
(D.C. Cir.
Cir.
process.” [Coastal
States Gas
1980).] "The
1980).]
“Theexemption
exemptionthus
thuscovers
coversrecommendations,
recommendations, draft
draftdocuments,
documents, proposals,
proposals,
suggestions, and
andother
othersubjective
subjective documents
documentswhich
which reflect
reflect the
the personal
personal opinions
opinions of
of the
suggestions,
the
writer
than the
the policy
policy of
of the
the agency.”
agency."[Ibid.]
[Ibid.] "Factual
writer rather
rather than
“Factualmaterial
material isis not
not protected
protected
under
the deliberative
deliberative process
processprivilege
privilegeunless
unlessititisis‘inextricably
`inextricablyintertwined’
intertwined' with
with the
under the
the
deliberative
JudicialWatch,
Watch,Inc.
Inc.v.v.Dep't
Dep’tofofJustice,
Justice,432
432 F.3d
F.3d 366,
366, 372
372 (D.C.
(D.C.
deliberative material.”
material." Judicial
Cir.
2005)
(quoting
In
re
Sealed
Case,
121
F.3d
729,
737
(D.C.
Cir.
1997)
(per
curiam)).
Cir. 2005) (quoting In re Sealed Case, 121 F.3d 729, 737 (D.C. Cir. 1997) (per curiam)).
"To establish
not point
point to
“To
establish that
that aa document
document is
is predecisional,
predecisional, the
the agency
agency need
need not
to an
an agency
agency
final
decision,
but
merely
establish
what
deliberative
process
is
involved,
and
the
final decision, but merely establish what deliberative process is involved, and the role
role that
that
the
documents at
at issue
issueplayed
playedininthat
thatprocess.”
process." Judicial
Judicial Watch
Watch v.
v. Export-Import
Export-Import Bank,
the documents
Bank,
108 F.
F. Supp.
Supp.2d
2d19,
19,35
35(D.D.C.
(D.D.C. 2000).
2000). The
covers material
material that
that would
would
108
The exemption
exemption also
also covers
fall within
fall
withinthe
theattorney-client
attorney-client privilege.
privilege.See
SeeNat'l
Nat’lLabor
LaborRelations
RelationsBd.
Bd.v.v.Sears,
Sears, Roebuck
Roebuck
11
11
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& Co.,
&
Co., 421
421 U.S.
U.S. 132,
132, 149,
149, 95
95 S.
S. Ct.
Ct. 1504,
1504, 44
44 L.
L. Ed.
Ed. 2d
2d 29
29 (1975);
(1975); see
see also
also Renegotiation
Renegotiation
Bd.
Grumman Aircraft
Aircraft Eng
g Corp.,
L. Ed.
Bd. v.
v. Grumman
Eng’g
Corp.,421
421U.S.
U.S. 168,
168, 184,
184, 95
95 S.
S. Ct.
Ct. 1491,
1491, 44
44 L.
Ed. 2d
2d
57
(1975).
57 (1975).

ACLU
at 190.
190. The
invoking Exemption
Exemption 5
5 must
must “‘establish[
"`establish[ ]] its
ACLU v.
v. FBI,
FBI, 429
429 F.
F. Supp.
Supp. 2d
2d at
The agency
agency invoking
its

[C]onclusory assertions
assertionsof
ofprivilege
privilege will
will not
right
withhold evidence
from the
thepublic
public. ...
right to
to withhold
evidence from
. . . [C]onclusory
not

suffice
to carry"
carry” the
the agency's
agency’s burden.
burden. Senate
Senate of
Rico, 823
823 F.2d
suffice to
of Puerto
Puerto Rico,
F.2d at
at 585
585 (quoting
(quoting Coastal
Coastal
States,
617 F.2d
F.2d at
861).
States, 617
at 861).

Even where
where material
material is
is predecisional
predecisional or
or protected
protected by
by the
theattorney-client
attorney-client privilege
privilege when
when it
it
Even

is created,
created,itit may
may lose
losethe
theprotection
protectionof
ofthe
theprivilege
privilegeifif that
that material
material “is
"is adopted,
adopted, formally
formally or
or
is
informally, as
or is
by the
the agency
agency in
in its
its dealings
dealings with
with the
informally,
as the
the agency
agency position
position on
on an
an issue
issue or
is used
used by
the

public."
also Nat’l
Nat'l Council
't of
public.”Coastal
CoastalStates,
States,617
617F.2d
F.2dat
at 866;
866; see
see also
CouncilofofLa
LaRaza
Razav.v.Dep
Dep’t
of Justice,
Justice,
411
F.3d 350,
350, 360
360 (2d
(2d Cir.
Cir. 2005);
479 F.
F. Supp.
Supp. 985,
985, 990
990 (E.D.
(E.D. Mich.
Mich. 1979)
411 F.3d
2005); Falcone
Falcone v.
v. IRS,
IRS, 479
1979)
(stating that
adopted documents
documents are
arenot
notprotected
protectedby
bythe
theattorney-client
attorney-client privilege,
privilege, and
and noting
noting that
(stating
that adopted
that

"broad attorney-client
authoritative
“broad
attorney-client privilege
privilege would
wouldpermit
permitlegal
legalopinions,
opinions,recognized
recognized as
as authoritative
interpretations within
within the
to be
be hidden
hiddenfrom
from the
the public.
public. Further,
interpretations
the agency,
agency, to
Further, itit isis clear
clear that
that the
the
purpose
of the
the privilege
privilege is
of policy
policy and
purpose of
is not
not to
to protect
protect communications
communications which
which are
are statements
statements of
and

interpretations adopted
adopted by
by the
theagency.”).
agency."). Thus,
Thus, “an
"an agency
agency will
will not
interpretations
not be
be permitted
permitted to
to develop
develop aa

body
of `secret
law,' used
by it
it in
of its
its regulatory
regulatory duties
duties and
and in
in its
its dealings
dealings with
with
body of
‘secret law,’
used by
in the
the discharge
discharge of
the
public, but
veil of
as ‘formal,’
`formal,'
the public,
but hidden
hidden behind
behind aa veil
of privilege,
privilege,because
because itit is
is not
not designated
designated as

`binding,' or
Coastal
States,
‘binding,’
or 'fnal."'
‘final.’”
Coastal
States,617
617F.2d
F.2datat867;
867;see
see also
also Taxation
Taxation Wth
WithRepresentation
Representation

12
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Fund
646 F.2d
F.2d 666,
666, 677
677 (D.C.
(D.C. Cir.
Cir. 1981)
1981) (Exemption
(Exemption 55 does
not “protect
"protect
Fund v.
v. IRS,
IRS, 646
does not
communications that
communications
that implement
implement an
an established
established policy
policyof
ofan
anagency").6
agency”).6

III.
ANALYSIS
III. ANALYSIS
DOJ seeks
summary judgment,
judgment, contending
contending that
that its
its withholdings
withholdings (and
DOJ
seeks summary
(and the
the explanations
explanations

offered for
offered
for those
those withholdings)
withholdings)are
are proper
proper and
and that
that most
most of
of the
the information
informationrequested
requested is
is

classifed. EPIC
DOD's justifications
justifcations for
or
classified.
EPICcontends
contends that
that DOJ’s
for withholding
withholdingare
are either
either improper
improper or
insuffciently justifed
review of
of the
withheld
insufficiently
justifiedand
andrequests
requeststhat
that the
the court
court order
order in
in camera
camera review
the withheld
documents to
to verify
verify that
that DOJ
DOJ has
hasappropriately
appropriatelywithheld
withheld the
theinformation
information in
in question.
question. The
documents
The court
court
will
given
willaddress
address the
the withholdings
withholdingson
onaadepartment-by-department
department-by-department basis.
basis. InInassessing
assessing aa given

department's withholdings,
withholdings, the
the court’s
court's analysis
analysis will
will roughly
declaration(s) filed
fled by
department’s
roughly track
track the
the declaration(s)
by the
the
department's representative(s).'
department’s
representative(s).7

A.
A.

OLC
OLC
OLC has
divided its
OLC
has divided
its withheld
withhelddocuments
documents into
intosix
sixcategories:
categories: (1)
(1)records
records related
related to
to the
the

TSP reauthorization
reauthorization process;
process;(2)
(2)Category
Category“B,”
"B," which
which is
is described
describedonly
only in
in the
the classified
classifed
TSP
submissions; (3)
(3) records
records related
related to
to targets
targetsof
ofTSP;
TSP;(4)
(4) Category
Category“D,”
"D," another
classifed category;
submissions;
another classified
category;

6

6 The
The privilege
privilege is
adopted only
only the
the conclusions
conclusions
is not
not waived,
waived, however,
however,where
where an
an agency
agency has
has adopted
of aa particular
particular document.
of
document. "Mere
“Merereliance
relianceon
onaadocument's
document’sconclusions
conclusionsdoes
does not
not necessarily
necessarily
involve reliance
document's analysis;
analysis; both
involve
reliance on
on a
a document’s
both will
willordinarily
ordinarilybe
beneeded
needed before
before aa court
court may
may
properly
411 F.3d
F.3d at
at 358;
358; see
seealso
alsoAfshar
Afhar
properly find
find adoption
adoption or
or incorporation
incorporation by
by reference."
reference.” La
La Raza,
Raza, 411
v. Dep’t
Dep't of
702 F.2d
F.2d 1125,
1125, 1143
1143n.22
n.22(D.C.
(D.C.Cir.
Cir. 1983)
1983) (noting
(noting that
that “[i]f
"[i]f the
merely
v.
of State,
State, 702
the agency
agency merely
carried out
out the
the recommended
recommendeddecision
decisionwithout
withoutexplaining
explaining its
its decision
decision in
in writing,
writing, we
carried
we could
could not
not be
be
sure that
that the
the memoranda
memorandaaccurately
accuratelyreflected
refectedthe
thedecisionmaker’s
decisionmaker'sthinking”).
thinking").
sure
7

Throughout this
the term
term “department”
"department" generically
generically to
to refer
both
Throughout
this opinion,
opinion, the
the court
court uses
uses the
refer both
to
(i.e., NSA).
NSA).
to divisions
divisions of
of DOJ
DOJand
and to
to executive
executive agencies
agencies (i.e.,
13
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(5) records
relating to
to OLC
OLC legal
legal opinions;
opinions; and
and (6)
(6) briefing
briefng materials
talking points.
(5)
records relating
materials and
and talking
points. See
See
generally
generally Bradbury
Bradbury Decl.
Decl.
1.
1.

Records Related
Related To
To The
The TSP
Reauthorization Process
Records
TSP Reauthorization
Process

Prior to
as of
of September
September2006,
2006,TSP
TSPexpired
expiredapproximately
approximatelyevery
everyforty-five
forty-fve days
Prior
to and
and as
days
unless itit was
was then
then reauthorized
reauthorized by
by the
thePresident.
President. This
This reauthorization
reauthorization process
involved
unless
process involved

consultation with
with the
and officials
offcials at
consultation
the Attorney
Attorney General
General and
at OLC,
OLC,and
and OLC
OLChas
has withheld
withheld documents
documents

relating
to its
its involvement
involvement in
process. Within
Within this
of records,
records, OLC
OLC has
hasidentified
identifed
relating to
in that
that process.
this category
category of
two
(1) drafts
drafs and
of OLC
two subcategories:
subcategories: (1)
and notes
notes of
OLC staff,
staff, and
and (2)
(2) documents
documents directly
directly related
related to
to the
the

reauthorization.
the withholding
withholding of
reauthorization. As
Asto
tothe
the former,
former,EPIC
EPICdoes
does not
not challenge
challenge the
of drafts,
drafts, and
and the
the

"notes" identifed
“notes”
identifiedininthe
theBradbury
Bradburydeclaration
declarationand
andDOD's/OLC's
DOJ’s/OLC’sVaughn
Vaughnindex
indexhave
have been
been

withheld
to Exemption
Exemption 5.
5. The
withheld appropriately
appropriately pursuant
pursuant to
The court
court is
is satisfed
satisfiedthat
thatthese
these "notes"
“notes” and
and
drafts are
are protected
protected by
by the
the attorney-client
attorney-client and
and the
thedeliberative
deliberative process
processprivileges.
privileges. Summary
Summary
drafts

judgment
regarding the
the following
following records:
judgment is
is warranted,
warranted, therefore,
therefore, regarding
records: OLC
OLC 34,
34, 67,
67, 74,
74, 7,
7, 93
93 and
and
101; ODAG
ODAG 10,
101;
10, 17,
17, 18,
18, 19,
19, 48,
48, and
and 65;
65; and
and OIPR
OIPR 141.
141.

The court
court declines
to grant
judgment, however,
The
declines to
grant summary
summary judgment,
however, regarding
regarding the
the document
document

identifed as
this document
document“contain[s]
"contain[s] classified
classifed
identified
as FBI
FBI 7.
7. The
TheBradbury
BradburyDeclaration
Declaration explains
explains that
that this
information regarding
of the
President's authorization
authorization of
of the
the TSP,
TSP, which,
which, if
if disclosed
information
regarding the
the terms
terms of
the President’s
disclosed
would
of the
the Program
Program to
to the
the detriment
detriment of
of national
national security.”
security."
would compromise
compromise the
the effectiveness
effectiveness of
Bradbury Decl.
Bradbury
Decl. ¶¶ 32.
32. While
Whilethe
thecourt
courtdoes
doesnot
notdoubt
doubtthat
thatthis
thisstatement
statement isis accurate,
accurate, itit does
does not
not

substantiatethe
thedetermination
determinationtotowithhold
withholdthe
thedocument
document
full.Specifically,
Specifcally, OLC’s
OLC's explanation
substantiate
ininfull.
explanation
fails to
fails
to justify
justifythe
thedepartment's
department’sdetermination
determinationthat
thatthe
theinformation
informationtherein
thereincannot
cannotbe
besegregated
segregated

from nonexempt
information. See
1209; ACLU,
ACLU 429
187-88.
from
nonexempt information.
See Schiller,
Schiller, 964
964 F.2d
F.2d at
at 1209;
429 F.
F. Supp.
Supp. 2d
2d at
at 187–88.
14
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OLC justifes
in its
OLC
justifiesits
itswithholding
withholdingofof"documents
“documentsdirectly
directlyrelated"
related”to
toTSP
TSP reauthorization
reauthorization in
its
classifed submissions.
classified
submissions. As
As with
withFBI
FBI7,7,while
whilethe
therecords
recordsininthis
thiscategory
category undoubtedly
undoubtedly contain
contain
classifed information,
have, in
in their
their entirety,
classified
information,the
thecourt
courtcannot
cannotassess
assess whether
whether the
the documents
documents have,
entirety,
8
been
correctlydeemed
deemedclassified.
classifed.'
Nor is
is the
the court
court satisfied
satisfed with
with OLC’s
OLC's segregability
been correctly
Nor
segregability

determination, which
general to
to be
be useful
useful for
for the
the court’s
court's purposes.
purposes. The
court
determination,
which is
is too
too vague
vague and
and general
The court
therefore
will require
therefore will
requirefurther
furthersubmissions
submissionsregarding
regardingthese
these documents.
documents.
2.
2.

Categories B
B And
And D
D
Categories

The records
records belonging
belonging to
to categories
categoriesBBand
andDDhave
havebeen
beenwithheld
withheldjustifiably
justifably for
for the
The
the
reasons
articulatedin
in the
theclassified
classifed portions
portions of
of the
Bradbury declaration.
declaration. The
reasons articulated
the Bradbury
The court
court grants
grants
summary judgment
judgment regarding
regarding these
theserecords.
records. In
In addition,
addition, OLC
OLC need
not reveal
reveal the
the number
number of
of
summary
need not
pages
of documents
documents belonging
belonging to
categories.'9
pages of
to these
these categories.
3.
3.

Records Related
Related To
To Targets
Targets Of
Of TSP
Records
TSP

A
of records
records—
those
A fourth
fourth category
category of
thoserelated
relatedtototargets
targets of
of TSP
TSP — may
may have
have been
been
withheld
withheld properly.
properly. These
Theserecords
records involve
involvetwo
twotypes
typesofofdocuments:
documents:(1)
(1)documents
documents related
related to
to the
the
criteria used
for targeting
appropriatenessof
of targeting
targeting certain
certain groups
groupsof
of individuals
individuals under
criteria
used for
targeting and
and the
the appropriateness
under
TSP; and
(2) documents
containing reporting
TSP;
and (2)
documents containing
reporting with
withrespect
respectto
tothe
theintelligence
intelligencesuccesses
successes achieved
achieved

through
the use
use of
of the
the TSP.
TSP. The
The information
information specifed
through the
specifiedabove
above isis exempt
exempt under
under Exemption
Exemption 11

8

8 Here,
Here, as
as elsewhere
elsewhereininthis
thismemorandum,
memorandum,sensitivity
sensitivity to
to maintaining
maintaining the
secrecy of
of
the secrecy

classifed matters
information requires
of its
classified
matters and
and information
requires the
the court
court to
to limit
limitthe
thebreadth
breadth and
and depth
depth of
its
discussion.
discussion.
9

9 This
This grant
with one
caveat. In
grant of
of summary
summary judgment
judgment comes
comes with
one caveat.
In the
the further
further submissions
submissions
which
which DOJ
DOJ shall
shall provide
provide in
inthis
thismatter,
matter,DOJ
DOJalso
also is
is ordered
ordered to
to provide
provide aa satisfactory
satisfactory explanation
explanation
why
setting forth
forth the
descriptions (i.e.,
(i.e., the
titles) of
why the
the headings
headings setting
the general
general descriptions
the titles)
of categories
categories B
B and
and D
D have
have
been
redactedin
inthe
theunclassified
unclassifed version
version of
of the
Bradbury Declaration.
been redacted
the Bradbury
Declaration.
15
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and/or 3,
3, as
as isis the
thenumber
numberof
ofpages
pagesofofdocuments
documentsfalling
fallingwithin
within this
this category.
category. In
In addition,
and/or
addition, many,
many,
if not
by the
the deliberative
deliberative process
privilege. See
if
not all,
all,documents
documents in
in this
thiscategory
category may
may be
be protected
protected by
process privilege.
See

Bradbury Decl.
Decl. ¶¶ 53.
53. The
court is
is not
not satisfied,
satisfed, however,
however, with
with OLC’s
OLC's explanation
why any
any of
of
Bradbury
The court
explanation why
these
records do
do not
not contain
contain information
information that
from the
these records
that isis reasonably
reasonably segregable
segregable from
the exempt
exempt
information therein.
information
therein.Indeed,
Indeed,because
becausethe
thelanguage
language used
used by
by OLC
OLC isis both
both vague
vague and
and expansive,
expansive, the
the

court is
court
is not
not in
in aa position
position to
to determine
determine segregability
segregabilityat
at all,
all,for
forthe
thesimple
simplereason
reason that
that the
the court
court has
has

no
way of
of knowing
in this
actually are.
are. Nor,
no way
knowing what
what any
any of
of the
the records
records in
this category
category actually
Nor, therefore,
therefore, is
is the
the
court empowered
court
empowered to
to determine
determine whether
whether the
the records
records are
are protected
protected by
by the
the deliberative
deliberative process
process

privilege.
privilege. All
Allthe
thecourt
courtcan
cansurmise
surmiseisisthe
thenature
nature of
ofaa portion
portionofofwhat
whatthese
these records
records contain,
contain, and
and

that
is simply
simply not
that is
not suffcient
sufficientfor
forpurposes
purposesof
ofsummary
summaryjudgment.
judgment. See
See Schiller,
Schiller,964
964 F.2d
F.2d at
at 1209
1209
(stating that
that “an
"an agency
agencycannot
cannotjustify
justify withholding
withholding an
entire document
document simply
simply by
by showing
showing that
that it
it
(stating
an entire

contains some
someexempt
exemptmaterial”).
material"). OLC
OLC is
is required
required to
to further
further identify
identify the
individual records
in
contains
the individual
records in
question and
and to
to justify,
justify, in
in a
far more
more document-specific
document-specifc fashion,
question
a far
fashion, its
its withholding
withholdingofofthese
these records.
records.
4.
4.

Records Related
Related To
To OLC
OLC Legal
Legal Opinions
Opinions
Records

For similar
similar reasons,
OLC's justifications
justifcations for
to OLC
OLC
For
reasons, OLC’s
for withholding
withholdingvarious
variousrecords
records related
related to
legal opinions
opinions are
are insufficient.
insuffcient. OLC
(1)final
fnal
legal
OLChas
hasdivided
dividedthis
thiscategory
category into
into three
three subcategories:
subcategories: (1)
OLC memoranda,
(2) drafts,
and comments
comments by
by OLC
OLC staff,
staff, and
and (3)
(3) e-mail
e-mail and
fax
OLC
memoranda, (2)
drafts, notes,
notes, and
and fax

correspondencetotoand
andfrom
fromOLC.
OLC. DOJ
DOJ relies
relies predominantly
predominantly on
on Exemption
Exemption 55 to
to justify
justify its
correspondence
its
withholding
withholdingof
ofthese
these records.
records. Upon
Upon review
review of
ofthese
these justifcations,
justifications,the
thecourt
courtconcludes
concludes that
that the
the

latter two
two categories
areeither
eitheruncontested
uncontestedororexempt.
exempt.OLC
OLChas
hassufficiently
suffcientlyidentified
identifed the
latter
categories are
the
predecisional
predecisional and
and deliberative
deliberativeaspects
aspects of
of these
these records.
records.
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As
"final" memoranda,
OLC's withholding
As to
to the
the “final”
memoranda, however,
however, OLC’s
withholding justifcations
justificationsare
areinadequate.
inadequate.
First, as
with other
at issue
issuein
in this
this case,
case,OLC’s
OLC'ssubmissions
submissionsdo
donot
noteven
evensufficiently
suffciently
First,
as with
other records
records at

identify the
of documents
documentswithin
within this
this category,
category,apart
apartfrom
fromnoting
notingthat
thatthey
theyare
are“final”
"fnal"
identify
the universe
universe of
memoranda related
related to
to TSP.
TSP. And
memoranda
And while
whileititisisappears
appears likely
likelythat
thatmany
manyofofthese
thesedocuments
documents are
are
protected
under exemption
exemption 5
they are
areprivileged
privileged as
as deliberative
deliberative or
or as
as attorney-client
attorney-client
protected under
5 (because
(because they

communications), the
court is
to reach
reach that
thatconclusion.
conclusion. Though
communications),
the court
is powerless
powerless to
Though in
in his
his declaration,
declaration,
Bradbury says
in passing
that all
all these
memoranda are
are“predecisional,”
"predecisional," the
no way
way to
to
Bradbury
says in
passing that
these memoranda
the court
court has
has no

assessthat
thatclaim
claimapart
apartfrom
from its
its naked
naked assertion.
assertion. Coastal
Coastal States,
States, 617
617 F.2d
F.2d at
at861
861(“conclusory
("conclusory
assess

assertionsof
ofprivilege
privilege will
will not
assertions
not suffce
sufficeto
tocarry"
carry”the
theagency's
agency’s burden).
burden). Nor
Norisisthe
the court
court able
able to
to
assesswhether
whether these
thesedocuments
documentsmay
mayhave
havebeen
beenadopted
adoptedafter-the-fact
afer-the-fact as
expressing the
assess
as expressing
the

government's position
they address.
address. See
Seeid.
id.atat867.
867. Moreover,
Moreover, the
the conclusory
conclusory
government’s
position on
on the
the issues
issues they

nature
of OLC’s
OLC's segregability
the court
court from
from conducting
meaningful
nature of
segregability determination
determination prevents
prevents the
conducting aa meaningful

review
at 1209;
1209; ACLU,
ACLU 429
review of
of the
the withholdings
withholdings in
inthat
that regard.
regard. See
See Schiller,
Schiller, 964
964 F.2d
F.2d at
429 F.
F. Supp.
Supp. 2d
2d

at 187–88.
187-88. While
to protect
protect classified
classifed
at
Whilethe
thecourt
courtisiscertainly
certainlysensitive
sensitive to
to the
the government's
government’s need
need to
information and
so" is
information
and its
itsdeliberative
deliberativeprocesses,
processes, essentially
essentially declaring
declaring "because
“because we
we say
say so”
is an
an
inadequate method
method for
for invoking
invoking Exemption
inadequate
Exemption5.10
5.10

The court
court also
notes that
that itit sees
seesno
noreason
reasonwhatsoever
whatsoevertotosanction
sanctionOLC’s
OLC'swithholding
withholding of
of
The
also notes

the
numbers of
of documents
documents and
andpages
pagesfalling
fallingwithin
within this
this category.
category. The
the numbers
The notion
notion that
that the
the threat
threat that
that

lawyers at
at OLC
OLC will
will be
and analysis
analysisifif
lawyers
be inhibited
inhibitedininthe
thefree
freeexchange
exchange of
of recommendations,
recommendations, advice
advice and

10
10

OLC's invocation
no better.
better. Again,
OLC’s
invocationof
ofExemptions
Exemptions11and
and 33 fares
fares no
Again, the
the court
court lacks
lacks the
the
information necessary
to conduct
conduct even
even the
the most
most deferential
deferential review
review of
in question
information
necessary to
of the
the documents
documents in
question
and their
their connection
connection to
to classified
classifed information.
information. See
at 1209;
1209; ACLU,
ACLU 429
and
See Schiller,
Schiller, 964
964 F.2d
F.2d at
429 F.
F.
Supp. 2d
2d at
at 187–88.
187-88.
Supp.
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they
themselves could
could be
disclosed to
they knew
knew that
that the
the number
number of
ofpages
pages they
they use
use to
to express
express themselves
be disclosed
to the
the

public
that revealing
revealing the
thevolume
volumeof
of final
fnal memoranda
in
public is
is implausible,
implausible, and
and DOJ's
DOJ’s assertion
assertion that
memoranda in
OLC's possession
related to
to TSP
TSP and
and similar
similar activities
activities will
OLC’s
possession related
willsomehow
somehowreveal
revealthe
theactual
actual scope
scope

and/or the
the workings
workings of
of the
the government’s
government's classified
classifed surveillance
no foundation
foundation in
in
and/or
surveillance activities
activities has
has no
the
record. The
the record.
Thecourt
courtisisopen
opento
tobeing
beingpersuaded
persuaded in
in this
this regard,
regard, but
but the
the current
current submissions
submissions are
are

insufficient.
insuffcient.
5.
5.

Briefing
MaterialsAnd
AndTalking
TalkingPoints
Points
Briefng Materials

OLC has
alsowithheld,
withheld, pursuant
pursuanttotoExemption
Exemption5,5,records
recordsit itidentifies
identifesas
as“briefing
"briefng
OLC
has also

materials"
and “talking
"talking points"
to plaintiffs’
plaintiffs' requests.
materials” and
points” relevant
relevant to
requests. Here,
Here, while
while the
the court
court is
is in
in aa
slightly better
OLC's claims
documents are
arepredecisional,
predecisional,itit still
still
slightly
better position
positionto
toassess
assess OLC’s
claims that
that these
these documents
lacks the
the information
information necessary
materials have
been relied
relied upon
upon or
or
lacks
necessary to
to determine
determine whether
whether these
these materials
have been

adopted as
asofficial
official positions
positions after
after their
their preparation.
preparation. Indeed,
the likelihood
likelihood of
adopted
Indeed, the
of such
such adoption
adoption is
is
particularly
of "talking
particularly high
high in
inthe
thecase
case of
“talkingpoints,"
points,”and
andthe
thedistinction
distinctionbetween
betweensuch
such records
records and
and
11
"briefng materials"
slim."
“briefing
materials” is,
is, at
at best,
best, slim.

6.
6.

OLC 95,
OLC
95, 153-99
153–99

Finally, OLC
in its
OLC 95
Finally,
OLChas
has withheld
withhelddocuments
documents designated
designated in
its Vaughn
Vaughn index
index as
as OLC
95 and
and

OLC 153-99.
in DOJ’s
DOJ's
OLC
153–99.The
Thecourt
courtcannot
cannotfind
findreference
referencetotothese
these documents
documents anywhere
anywhere in

11

"The
regarding the
the withholding
withholding of
of OLC
OLC 117/FBI
Thecourt
courtgrants
grants summary
summary judgment
judgment regarding
117/FBI 18,
18, aa
letter written
written by
J.D. Rockefeller
Rockefeller seeking
seeking information
information regarding
operational details
details of
of
letter
by Senator
Senator J.D.
regarding operational
TSP. Plaintiffs
withholding of
it is
in
TSP.
Plaintiffsdo
donot
notappear
appear to
to object
object to
to the
the withholding
of this
this document,
document, and
and it
is exempt,
exempt, in
any event.
any
event.
18
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submissions outside
outsideof
of the
the index
index itself
itself and
and will
will therefore
submissions
therefore require
require further
further detailed
detailed explanation
explanation
regarding
regardingthem.12
them.12

B.
B.

ODAG
ODAG
Apparently
behalf of
of OAG,
OAG, ODAG
Apparently acting
acting on
on behalf
ODAGhas
has withheld
withheld fve
fivecategories
categoriesof
ofdocuments:
documents:

(1) ODAG
ODAG 36,
(2) ODAG
ODAG 59,
and (3)
(3) ODAG
ODAG 64,
64, which
which constitute
constituteclassified
classifedfilings,
flings, drafts
drafts of
of
(1)
36, (2)
59, and
filings, and
and attorney
attorney notes
notesconsidering
consideringsuch
suchfilings
flings made
in
filings,
and internal
internal deliberative
deliberativeexchanges
exchanges and
made in
federal courts
courts when
when criminal
criminal defendants
sought information
information regarding
or
federal
defendants have
have sought
regarding whether
whether they
they are
are or

were
targetsof
of NSA
NSA surveillance;
surveillance; (4)
(4) ODAG
ODAG 39,
draft document
for which
which summary
were targets
39, which
which is
is aa draft
document for
summary
judgment
and (5)
(5) ODAG
ODAG 37,
memorandum described
describedininclassified
classifed portions
portions of
of
judgment is
is appropriate;
appropriate; and
37, a
a memorandum

the
Declaration of
of J.
J. Patrick
Patrick Rowan.
Rowan. Def.’s
Def.'s Ex.
24-26.
the Declaration
Ex. G
G ¶¶
¶¶ 24–26.
As
64, the
the court
court again
againfinds
fnds itself
itself in
As to
to ODAG
ODAG 36,
36, 59,
59, and
and 64,
in the
the position
position of
of being
being certain
certain
that
documents and
andportions
portions of
of documents
documents within
within aa category
of documents
are exempt
exempt from
from
that some
some documents
category of
documents are

disclosure but
but also
also lacking
lacking sufficient
suffcient information
disclosure
informationtotodetermine
determinewhat
whatthe
theuniverse
universe of
of documents
documents
within
withinthat
thatcategory
category actually
actuallyis,
is, much
much less
less which
whichportions
portionsofofthe
thedocuments
documents are
are exempt
exempt and
and

which
which are
are not.
not. ODAG
ODAGinforms
informsthe
thecourt
courtthat
thatsome
somedocuments
documentswithin
withinthese
thesethree
threecategories
categories are
are

classifed flings
information regarding
classified
filingsinincases
caseswherein
whereincriminal
criminaldefendants
defendantshave
have requested
requested information
regarding

NSA
documentsare
arejustifiably
justifably classified,
classifed, Rowan
NSA surveillance
surveillance of
of their
their activities.
activities. Because
Because these
these documents
Rowan
Decl. ¶
17, they
they are
areexempt.
exempt. But
But these
filings are
are not
not identified
identifed separately
from the
Decl.
¶ 17,
these filings
separately from
the other
other
documents in
in the
the categories
categorieslabeled
labeledODAG
ODAG 36,
36, 59,
59, and
and 64.
64. Nor
documents
Nor is
is the
the court
court empowered
empowered to
to

12
12

It is
that the
the error
error in
in this
this regard
regard is
is the
the court’s.
court's. IfIfthat
DOJ may
may
It
is possible
possible that
thatisisthe
thecase,
case, DOJ
simply refer
sections of
of its
its initial
initial submissions.
simply
refer the
the court
court to
to the
the relevant
relevant sections
submissions.
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determine which
which documents
notes, drafts,
drafts, and
and the
the like
like protected
protected by
by
determine
documents within
withinthese
these categories
categories are
are notes,

Exemption
5.
Exemption 5.
In his
that “[e]ach
"[e]ach of
categories of
of
In
his declaration,
declaration, Rowan
Rowan states
states that
of the
the documents
documents in
in these
these categories
records
was created
created in
in response
to aa request
requestfrom
from aa particular
particular defendant
defendant seeking
seeking information
information as
records was
response to
as

to
he was
was the
thesubject
subjectof
ofsurveillance
surveillanceunder
underthe
theTSP.”
TSP." Ibid.
Ibid. (emphasis
added). This
This
to whether
whether he
(emphasis added).
statement does
doesnot
notinform
inform the
court what
document in
in the
is, but
but only
statement
the court
what each
each document
the category
category is,
only that
that each
each

document is
is related
related to
to aa request
request from
from aa criminal
criminal defendant.
document
defendant. ItItstands
stands to
toreason
reason that
that the
the vast
vast

majority, ifif not
areeither
either(a)
(a)exempt
exemptclassified
classifedfilings
flings or
majority,
not all,
all,of
ofthe
the relevant
relevant documents
documents are
or (b)
(b)
deliberative drafs
regarding these
thesefilings,
flings, which
deliberative
draftsand
and exchanges
exchanges regarding
which are
are both
both classifed
classified and
and protected
protected

by
Exemption 5.
5. But
that this
this is
is the
thecase
casewithout
withoutfurther
furtherclarification
clarifcation
by Exemption
Butthe
the court
court cannot
cannot conclude
conclude that
from ODAG.
are drafts
drafts or
or interinter- or
or intraintrafrom
ODAG.See
Seeid.
id.¶¶21
21(stating
(statingthat
that"to
“tothe
theextent
extentthese
these documents
documents are
agency deliberative
deliberative exchanges
exchanges....
22 (stating
(stating that
agency
. .they
theycannot
cannot be
be disclosed"
disclosed” (emphasis
(emphasis added)),
added)), ¶¶ 22
that

"many of
documentscontain
containinformation
information that
that must
must be
be withheld
withheld to
“many
of the
the responsive
responsive documents
to prevent
prevent an
an

unwarranted invasion
invasion of
of personal
privacy" (emphasis
added)), ¶¶ 23
23 (stating
(stating that
that “[t]o
"[t]o the
unwarranted
personal privacy”
(emphasis added)),
the extent
extent

the
documentsidentify
identify particular
particular law
law enforcement
enforcementagents
agentsororothers
others
investigating. ...
the documents
. . ...
. investigating
..
terrorism,"
terrorism,” and
and "to
“tothe
the extent
extent that
that information
informationofofthis
thistype
typeappears
appears in
inthe
the responsive
responsive documents
documents itit

is also
also withheld
withheld under
FOIA Exemption
added)). The
court will
will deny
is
under FOIA
Exemption Seven"
Seven” (emphasis
(emphasis added)).
The court
deny DOD's
DOJ’s
motion for
motion
for summary
summary judgment
judgment in
inthis
thisregard
regardand
and require
require the
the submission
submission of
of aa complete,
complete,

document-by-document Vaughn
Vaughn index
index from
from ODAG.
U v.
document-by-document
ODAG.See
SeeSchiller,
Schiller,964
964F.2d
F.2datat1209;
1209;ACL
ACLU
v.

FBI,
Supp. 2d
2dat
at187–88.
187-88. The
The court
court also
alsowill
will require
require further
further clarification
clarifcation regarding
FBI, 429
429 F.
F. Supp.
regarding
ODAG 37,
for upholding
upholding ODAG’s
ODAG's exemption
ODAG
37, for
for which
which the
the court
court likewise
likewise lacks
lacks aa basis
basis for
exemption claims.
claims.
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C.
C.

OIPR
OIPR
OIPR has
has withheld
withheld aa variety
variety of
of records,
records, many
many of
of which
which are
are only
only described
describedin
in classified
classifed
OIPR

sections of
of aadeclaration
declarationfrom
fromJames
JamesA.
A.Baker,
Baker,Counsel
Counselfor
forOIPR.
OIPR.See
SeeDef.’s
Def's Ex.
Ex. C.
C. For
sections
For the
the
reasons
setforth
forth therein,
therein, the
thecourt
court grants
grantssummary
summaryjudgment
judgmentregarding
regardingthe
thedocuments
documentsidentified
identifed
reasons set
in paragraphs
24-32 and
as to
to OIPR
OIPR 7.
7. The
in
paragraphs 24–32
and as
The court
courtalso
also grants
grants summary
summary judgment
judgment as
as to
to the
the

documents identified
identifed ininparagraphs
by
documents
paragraphs 22
22 and
and 34,
34, all
all of
ofwhich
whichare
aredrafts
draftsand
and are
are not
not contested
contested by
EPIC. 13
EPIC.
13

The court
court denies
summary judgment
judgment as
as to
to OIPR
OIPR 3,
3, 26,
26, 39,
39, 84,
84, and
and96.
96. The
The court
court (again
The
denies summary
(again

without
without denying
denying the
the possibility
possibilitythat
thatthe
the court
court isis ininerror)
error)cannot
cannot fnd
findreference
referencetotothese
these documents
documents

anywhere in
in DOJ’s
DOJ's submissions
submissions outside
outsideof
of the
theindex
index itself
itself and
and will
will therefore
require further
further
anywhere
therefore require

detailed explanation
explanation regarding
regardingthem.
them. Similarly,
Similarly, the
detailed
the court
court will
willrequire
require OIPR
OIPR to
to advise
advise the
the court
court
regarding
status of
of its
its ongoing
ongoing consultations
regarding the
the status
consultations regarding
regarding OIPR
OIPR 44 and
and 64.
64. See
See id.
id. ¶¶ 17
17 n.2.
n.2.

D.
D.

FBI
FBI
FBI has
withheld an
an unspecified
unspecifed number
of documents
documentswhich
which fall
fall within
within aa series
of
FBI
has withheld
number of
series of

categoriesidentified
identifed in
classifed declaration
of David
categories
in the
the classified
declaration of
David M.
M. Hardy,
Hardy, Section
Section Chief
Chief of
of the
the

Record/Information
Dissemination Section
Records Management
The
Record/Information Dissemination
Section of
of FBI’s
FBI's Records
ManagementDivision.
Division. The
justifcations
wholly inadequate.
failed to
justificationsfor
forwithholding
withholdingthese
thesedocuments
documents are
are wholly
inadequate. First,
First, FBI
FBI has
has failed
to
produce
Vaughn index.
index. Second,
though FBI
FBI has
informed the
of
produce aa Vaughn
Second, though
has informed
the court
court that
that certain
certain categories
categories of
documents have
have been
beenwithheld,
withheld, FBI
FBI has
hasfailed
failed to
to materially
materially inform
inform the
documents
the court
court as
as to
to what
what the
the

13
'3

One document,
document, OIPR
OIPR 73,
73, is
is described
described as
asaadraft
draf in
in the
the Baker
Baker declaration
declaration but
but is
is not
not
One
listed as
as aadraft
draftin
in the
theVaughn
Vaughnindex
index(there,
(there,ititisisdescribed
described
"talkingpoints”).
points").Clarification
Clarifcation
listed
asas
“talking
from defendants
court denies
summary judgment
judgment as
to this
this document
from
defendants is
is warranted
warranted and
and the
the court
denies summary
as to
document (the
(the
classifed discussion
classified
discussion in
in the
the Baker
Baker Declaration
Declaration notwithstanding).
notwithstanding).
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documents in
in these
categories are,
are,how
how many
many documents
documents are
areatatissue,
issue,and
andwhich
whichportions
portions of
of
documents
these categories

documents within
within these
are exempt
exempt and
andwhich
which are
are not.
not. Instead,
FBI relies
documents
these categories
categories are
Instead, FBI
relies on
on vague,
vague,

broad,
wholesale claims
claims of
that fail
fail to
FBI's
broad, wholesale
of exempt
exempt status
status that
to assist
assist the
the court
court in
in assessing
assessing FBI’s

withholding
1209; ACLU,
ACLU 429
187-88.
withholding determinations.
determinations. See
See Schiller,
Schiller, 964
964 F.2d
F.2d at
at 1209;
429 F.
F. Supp.
Supp. 2d
2d at
at 187–88.

The court
court is
is willing
willing to
to reasonably
reasonablyjustified
justifed claims
information in
The
to defer,
defer, for
for example,
example, to
claims that
that information
in the
the
documents at
at issue
issueisisclassified
classifed and/or
and/or protected
protected from
from disclosure
disclosure by
by Exemption
Exemption 3,
documents
3, but
but FBI
FBI has
has

not
nature of
of the
the withheld
withheld information
information is
not informed
informed the
the court
court what,
what, precisely,
precisely, the
the nature
is and
and what
what the
the
documents are
arein
in which
which that
that information
information appears.
information, the
documents
appears. Lacking
Lacking such
such information,
the court
court cannot
cannot
conduct even
even the
the most
most deferential
deferential review.
review. See
ACLU, 429
2d at
at 187–88;
187-88; Am.
conduct
See ACLU,
429 F.
F. Supp.
Supp. 2d
Am. Way
Way

Found.,
462 F.
F. Supp.
Supp. 2d
2datat28;
28;Krikorian,
Krikorian, 984
984 F.2d
F.2d at
at465–66.
465-66. Similar
Found., 462
Similar information
informationgaps
gaps frustrate
frustrate
the
court's review
the court’s
review of
ofFBI's
FBI’sdeterminations
determinationsthat
thatother
otherdocuments
documentsare
are exempt
exempt pursuant
pursuant to
to

Exemption 5.
to
Exemption
5. And
Andthe
thefailure
failuretotoprovide
providemeaningful
meaningfulrepresentations
representationsregarding
regarding segregability
segregability as
as to
documents withheld
withheld pursuant
pursuant to
to Exemptions
Exemptions 2,
2, 6,
6, 7(A),
7(A), 7(C),
7(E) — for
for which
which
documents
7(C), 7(d)
7(d) and
and 7(E)

is particularly
particularly glaring.
redaction,
rather than
than withholding,
withholding, is
redaction, rather
is typically
typicallythe
theappropriate
appropriate approach
approach — is
glaring.

The court
court will
will require
detailed Vaughn
Vaughn index
index on
on FBI’s
FBI's behalf
behalf and
and further
further justify
justify
The
require DOJ
DOJ to
to submit
submit aa detailed
FBI's withholding
majority of
FBI’s
withholdingand
andsegregability
segregabilitydeterminations
determinationsas
as to
to the
the vast
vast majority
of responsive
responsive
documents in
documents
in its
itscustody.14
custody.14

E.
E.

NSA
NSA
Unsurprisingly,
declarationssubmitted
submittedby
byofficials
offcials from
from NSA
NSA fail
fail to
Unsurprisingly, the
the declarations
to identify
identify at
at any
any

level the
documentswithheld.
withheld. Instead,
the declarations
declarationsarticulate
articulateNSA’s
NSA's view
view that
in every
level
the documents
Instead, the
that in
every

14
14

Summary judgment
judgment is
is warranted,
warranted,however,
however,as
astotothe
thedocuments
documentsspecifically
specifcallyidentified
identifed
Summary
in paragraphs
55-57, 111,
148 of
of the
the Hardy
Hardy Declaration.
Declaration.
in
paragraphs 55–57,
111, and
and 148
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instance where
where the
theinformation
information requested
requestedby
byplaintiffs
plaintiffs (and
(and records
records containing
containing that
that information)
information)
instance

involves NSA
involves
NSA equities,
equities, that
that information
information is
is exempt
exempt from
from disclosure.
disclosure. The
Thecourt
courtconcurs
concurs with
with these
these
determinations as
as to
to (1)
(1) information
information concerning
details of
of TSP
and (2)
(2) NSA
NSA TSPdeterminations
concerning operational
operational details
TSP and
TSPrelated
policies, procedures,
checklists, and
and audits,
audits,but
butwill
will deny
judgment regarding
related policies,
procedures, checklists,
deny summary
summary judgment
regarding
the
legal memoranda,
opinions and
reviews pertaining
29 of
of the
the legal
memoranda, opinions
and reviews
pertaining to
to TSP
TSP discussed
discussed in
in paragraph
paragraph 29
the

declaration filed
fled by
declaration
byJoseph
Joseph B.,
B., Deputy
Deputy Chief
Chief of
of Staff
Stafffor
forOperations
Operationsand
and Support
Support for
for the
the Signals
Signals

Intelligence Directorate
Directorate of
of NSA.
NSA. As
withheld by
OLC, the
NSA
Intelligence
As with
with similar
similardocuments
documents withheld
by OLC,
the NSA
declarations leave
leave the
the court
court with
with no
the appropriateness
appropriatenessofofthe
thewithholding
withholding
declarations
no way
way to
to assess
assess the

decision as
to records
records within
within this
decision
as to
this category.
category. InInparticular,
particular,the
thecourt
courtcannot
cannotadequately
adequatelyassess
assess
whether
protected by
is, “that
"that the
the withheld
withheld
whether the
the documents
documents are
are protected
by the
the claimed
claimed statutes
statutes — that
that is,

material
satisfes the
criteria for
for exemption,"
(D.D.C.
material satisfies
the criteria
exemption,” Afergood
Aftergoodv.v.CIA,
CIA,355
355F.
F.Supp.
Supp. 2d
2d 557,
557, 561
561 (D.D.C.
or whether
whether the
the NSA’s
NSA's segregability
2005); Krikorian,
Krikorian, 984
at 465–66
465-66 — or
2005);
984 F.2d
F.2d at
segregability determination
determination is
is
supported, see
seeSchiller,
Schiller,964
964F.2d
F.2datat1209;
1209;ACLU
ACLUv.
FBI, 429
2d at
at 187–88;
187-88;
supported,
v. FBI,
429 F.
F. Supp.
Supp. 2d

Assassination Archives,
n.3 (addressing
(addressing segregability
Assassination
Archives, 334
334 F.3d
F.3d at
at 57–58
57-58 &
& n.3
segregability in
in Exemption
Exemption 33
context). Accordingly,
context).
Accordingly,the
thecourt
courtwill
willrequire
requirefurther
furthersubmissions
submissions from
fromNSA
NSAregarding
regardingthese
these
documents.
documents.

III.
CONCLUSION
III. CONCLUSION
For the
summary judgment
judgment is
of the
For
the foregoing
foregoing reasons,
reasons, summary
is warranted
warranted regarding
regarding some
some of
the

documents withheld
withheld by
As to
to the
remainder, the
the government
government must
must submit
submit to
to
documents
by the
the government.15
government.15 As
the remainder,
is
15

As
apparent, there
thereisissignificant
signifcant overlap
As DOJ's
DOJ’s submissions
submissions make
make apparent,
overlap among
among the
the various
various
documents at
at issue
issuein
in this
this litigation.
litigation. ItItmay
summary
documents
maybe
bethe
thecase
case that
that the
the court
court has
has granted
granted summary
judgment
to
judgment as
as to
to aa particular
particular document
document and,
and, inadvertently,
inadvertently,has
has also
also denied
denied summary
summary judgment
judgment as
as to
the
same document
documentelsewhere
elsewhereininthis
thismemorandum.
memorandum. If
If that
DOJ shall
shall inform
inform the
the same
that is
is the
the case,
case, DOJ
the
court of
court
of that
that fact
fact in
in its
its further
further declarations.
declarations.
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the
court a
detailed, document-by-document
document-by-document Vaughn
along
the court
a detailed,
Vaughn index
index regarding
regarding these
these documents,
documents, along

with
with further,
further, signifcantly
significantlymore-detailed
more-detaileddeclarations
declarations justifying
justifyingthe
thevarious
variousdepartments'
departments’
th
withholding
decisions.Accordingly,
Accordingly,and
and
herein,
it is5this
5th
of
withholding decisions.
as as
set set
forthforth
herein,
it is this
day
of day
September,
2007,
September, 2007,

hereby
hereby

ORDERED
that DOD's
DOJ’s motion
summary judgment
in part,
part,
ORDERED that
motion for
for summary
judgment[#29]
[#29]isisGRANTED
GRANTED in
DENIED
HELD IN
DENIED in
in part,
part, and
and HELD
IN ABEYANCE
ABEYANCEininpart;
part;and
and itit is
is further
further
ORDERED that
[#34] is
ORDERED
thatEPIC's
EPIC’smotion
motionfor
forinincamera
camerareview
reviewofofthe
thedisputed
disputed records
records [#34]
is

DENIED
it is
DENIEDwithout
withoutprejudice;
prejudice; and
and it
is further
further
ORDERED that
DOJ shall
shall file
file aa second
motion for
for
ORDERED
thaton
onor
orbefore
before October
October 12,
12, 2007,
2007, DOJ
second motion
summary judgment,
judgment, with
specifed in
summary
with aa document
document index
index and
and declarations,
declarations, as
as specified
inVaughn
Vaughnv.v.Rosen,
Rosen,

484
F.2d 820,
820, further
further stating
statingits
itsjustification
justifcation for
484 F.2d
for the
the withholding
withholding of
ofall
allremaining
remainingrecords
records
responsive
to plaintiffs’
plaintiffs' FOIA
Thereafter, briefing
briefng shall
follows:
responsive to
FOIArequests.16
requests.16 Thereafter,
shall proceed
proceed as
as follows:

Plaintiffs' opposition/second
motion for
for in
in camera
review October
Plaintiffs’
opposition/second motion
camera review
October 26,
26, 2007
2007
Defendant's opposition/reply
opposition/reply
Defendant’s

November
November 9,
9, 2007
2007

Plaintiffs’
reply
Plaintiffs' reply

November
November 16,
16, 2007
2007

SO ORDERED.
ORDERED.
SO

Henry
H. Kennedy,
Kennedy, Jr.
Jr.
Henry H.
United
District Judge
United States
States District
Judge

16
16

If these
submissions are
areunsatisfactory,
unsatisfactory,the
thecourt
courtwill
will order
order in
in camera
If
these submissions
camera review.
review.
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