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The Four Areas of Risk and Knowledge
Posted on Monday, November 23rd, 2009 at 7:00 am.

When thinking about risk, I break things into four quadrants. There are things we know
and there are things we don’t know as individuals. I then slice slice that further again with
the things we know and the things we don’t know as part of the larger organization or
conscious state.
Our sweet spot is the the things we know that we know. (The green area on my chart.)
Those are our operations. Those are the things we have in the realm of compliance. We
may not be fully compliant and dealing with the risk. But it is known.
At the opposite corner are the things that we don’t know that we don’t know. This is the
black swan territory. This is an area of danger for an organization. This is a knowledge
void and a compliance void. These are risks that we don’t know about. We don’t know
the magnitude of the risk and we don’t know it even exists. Our models miss this factor.
Our organizations are not paying attention to these risks.

The other two areas are also interesting.
The things we know that we don’t know is an area that we know we can improve. (The
orange quadrant on my chart) This is the area of known ignorance or accepted unknowns.
You can manage these risks, because we know them. They have been identified, although
not quantified. They may be on the list of things to address. Or we may just be willing to
run naked in this area and are not worried about the risk.
The last area of the things that we don’t know we know is an area of opportunity. (The
purple quadrant on my chart) This is risk that they are managing, even if they don’t know
that risk exists. Often this will be a risk associated with another risk, either through
causation or correlation. If an organization realizes they have this knowledge, they maybe
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able to create a new opportunity for themselves by discovering it. You do need realize
that the causation or correlation may sever at some point, pushing this risk down into the
territory of the black swan.
There is also an element of danger in the opportunity area when it comes to records
management. These may be the pieces of information getting unearthed during litigation
that gets an organization in trouble.
It’s important to realize and accept that there are things we don’t know. The key to
bettering the organization is to continually try to reduce the amount of stuff that we don’t
know.
I want to credit Liam Fahey, a professor at Babson College and co founder of the
Leadership Forum, for the origins of this matrix. He gave a presentation using this analysis
to a group of law firm knowledge management leaders in October of 2008.
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