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With broad adoption of generative artificial intelligence tools, some 

commentators have suggested that trade secret law is the best 

means for protecting innovations. Looking to trade secret law to 

protect AI is facially appealing. 

 

U.S. courts have rejected the notion that AI may be the sole inventor 

or creator of a patented invention or copyrighted work,[1] and 

aspects of generative AI may have difficulties overcoming the patent 

eligibility, written description, enablement and novelty hurdles to 

patentability.[2] 

 

In comparison, the Defend Trade Secret Act does not require a 

human creator: It defines "owner" to mean "the person or entity in 

whom or in which rightful legal or equitable title to, or license in, the 

trade secret is reposed."[3] 

 

The DTSA also defines a "trade secret" broadly to include all forms 

and types of information — so long as it meets certain requirements 

discussed below.[4] Furthermore, trade secrets do not require 

upfront disclosure or filing fees.   

 

But is trade secret law a one-size-fits-all solution for protecting a 

company's generative AI innovations? While trade secret protection potentially applies to all 

forms of information, that breadth of coverage may make identifying the information and 

any later misappropriation difficult. 

 

Further, the protected information must also be subject to a company's "reasonable 

measures to keep such information secret," and "derive independent economic value, actual 

or potential, from not being generally known to, and not being readily ascertainable through 

proper means by, another person who can obtain economic value from the disclosure or use 

of the information."[5] 

 

These requirements also create barriers to protection and, at a minimum, raise questions 

about whether trade secret law is always the best tool for protecting these innovations. 

 

Below, we explore the requirements for and identify issues unique to AI. 

 

All Forms of Information 

 

There is no doubt that trade secret law currently provides some benefits for protecting AI 

innovations, including the lack of a requirement for human involvement in the creation of 

the secret information. 

 

But even this distinction requires further analysis. 

 

While the U.S. District Court for the District of Columbia rejected copyright protection for AI 

in Thaler v. Perlmutter last August, that case was unique insofar as there was no human 

hand in the purported copyrighted work.[6] The court expressly left open the possibility that 
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the same result may not follow in a case in which there was more human involvement in the 

work.[7] 

 

Thus, even the basic question of ownership may not tilt so far in favor of trade secret law in 

future cases. 

 

Trade secret law is also appealing for protecting AI innovations because, as discussed 

above, the definition of a "trade secret" includes all forms of information. Every aspect of 

generative AI could qualify for trade secret protection if the other requirements are met. 

 

For example, trade secret protection could extend to: 

• The AI platform itself if internal to the company; 

• The underlying algorithms and models; 

• Training data; 

• Input parameters; and 

• The model outputs. 

 

But this broad net of potential coverage may make identifying the trade secrets within AI 

difficult. 

 

The challenge is that trade secret owners will ultimately need to identify their trade secrets 

with specificity, whether for purposes of taking reasonable measures or in litigation. Cases 

already have demonstrated the difficulty in describing AI-related trade secrets. 

 

For example, in T2 Modus LLC v. Williams-Arowolo last September, the U.S. District Court 

for the Eastern District of Texas rejected that the plaintiff had sufficiently identified the 

alleged secrets at issue. 

 

It explained that it is not enough to "merely describe the end results of or functions 

performed by the claimed trade secrets," or "merely describe the claimed trade secret in 

conclusory terms such as 'artificial intelligence,' 'machine learning,' or 'proprietary software' 

without including additional specific information."[8] 

 

These cases show that courts will require plaintiffs to describe their alleged secrets with 

sufficient specificity to reveal actual trade secrets, not just categories of information that 

could be trade secrets. 

 

But meeting these particular requirements may be uniquely difficult with generative AI. An 

employer may not know the specific inputs used without computer log information, training 

data may be difficult to define, and the algorithm at issue could require the submission of 

extremely sensitive source code. 

 

Perhaps most importantly, models continue to learn, such that training data and outputs 

may change over time. We may well reach a point where the owners of AI tools do not 

know how or why a certain output is generated. 

 

Reasonable Measures to Keep Such Information Secret 

 

Trade secret owners must take reasonable measures to protect their trade secrets. 

 

Reasonable measures typically include nondisclosure and confidentiality agreements, 
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employee trainings, security restrictions, and exit interviews.[9] What is reasonable will 

depend on the particular circumstances,[10] including the company's size, sophistication 

and industry.[11] 

 

Given that both AI and companies' use of it is rapidly evolving, generic practices adopted by 

a company before its use of AI may be insufficient. Indeed, the reasonable measures inquiry 

focuses on the specific information at issue and the company's practices with respect to that 

information. 

 

For example, the Judicial Council of California Civil Jury Instructions on reasonable 

measures, applied in at least one federal court to a DTSA claim, asks the jury to weigh 

whether: 

• The information was marked with a confidential warning; 

• Whether the company instructed its employees to treat the information as 

confidential; 

• Whether the company restricted access to the information to persons who had a 

business reason to know the information; 

• Whether the company restricted access to the information or kept the information in 

a secured area; 

• Whether the company required employees or others with access to the information 

to sign confidentiality or nondisclosure agreements; 

• Whether the company took any specific action to protect the information, or whether 

it relied on general measures taken to protect its business information or assets; 

• The extent to which any general measures taken by the company would prevent the 

unauthorized disclosure of information; and 

• Whether there were any other reasonable measures available to the company that it 

did not take.[12] 

 

Given this fact-based inquiry focusing on the specific information at issue, a company's 

reliance on basic form confidentiality and assignment agreements may be insufficient. 

 

These generic agreements may not provide clear — and reasonable — guidance regarding 

what aspects of AI a company believes are confidential and assigned to the company by 

virtue of employment. 

 

Further, as a company's use of AI evolves, it may need to reevaluate what aspects of its AI 

use it considers confidential, and ensure that employees are informed through agreements 

and trainings. 

 

Finally, a company should consider it and its employees' level of sophistication. For 

example, a sophisticated company developing its own internal AI platforms may need to 

take different and additional measures — e.g., restricting access, specific agreements 

directed to AI innovations — than those of a company that merely allows its employees to 

use AI as a time-saving measure. 



 

In sum, companies looking to trade secret law to protect AI innovations will need to 

carefully review the measures they take to keep information secret and ensure it properly 

takes into account their use of AI. 

 

"Derive Independent Economic Value ... From Not Being Generally Known" 

 

To be a trade secret, the information must "derive independent economic value, actual or 

potential, from not being generally known to, and not being readily ascertainable through 

proper means" by those who can obtain economic value from its use.[13] 

 

Implicit in this definition is a requirement that the information must be secret — trade 

secret laws do "not offer protection against discovery by fair and honest means, such as by 

independent invention, accidental disclosure, or by so-called reverse engineering, that is by 

starting with the known product and working backward to divine the process which aided in 

its development or manufacture."[14] 

 

The "not generally known" and "not readily ascertainable" requirements raise questions as 

to what aspects of AI are valuable by virtue of being kept secret. To state the obvious, 

publicly disclosing outputs will necessarily prevent trade secret protection from applying to 

the outputs themselves. 

 

More broadly, training data may be widely available to use and/or purchase, and there are 

many open-source AI tools. 

 

If companies are using overlapping training sets and open-source code, it seems possible if 

not likely that many companies may end up mistakenly believing that they own unique and 

valuable information that is in fact widely known among other companies that used similar 

technology. 

 

Eventually, these seeming secrets may cross the threshold to being generally known and/or 

reasonably ascertainable.   

 

Conclusion 

 

In sum, not all AI innovations will meet the trade secret requirements. 

 

Companies will need to analyze very carefully how they are using AI, what aspects of their 

use are confidential — and can reasonably be kept confidential — and whether current 

policies and practices adequately take into account the unique aspects of AI. 
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