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A legal update from Dechert’s White Collar and Securities Litigation Group

SEC Adopts Final Whistleblower Rules

The belated adoption on May 25, 2011 of the
U.S. Securities and Exchange Commission’s
(“SEC”) long anticipated final whistleblower
rules (“Final Rules”) pursuant to Section 922
of the Dodd-Frank Wall Street Reform and
Consumer Protection Act (“Dodd-Frank”)! has
done little to temper the sharply divergent
reactions that the initial Proposed Rules
evoked.? As the Commissioners’ divided 3-2
vote in favor of the Rules and public

1 Dodd-Frank Wall Street Reform and Consumer
Protection Act § 922, Pub. L. No. 111-203,
124 Stat. 1736 (2010). The Final Rules’
adoption was “belated” because Dodd-Frank
gave the SEC 270 days to issue final
regulations implementing the new laws (i.e.,
until April 21, 2011). Id. § 924.

See Proposed Rules for Implementing the
Whistleblower Provisions of Section 21F of the
Securities Exchange Act of 1934, Exchange Act
Release No. 34-63237, 75 Fed. Reg. 70,488
(proposed Nov. 3, 2010) (codified at 17 C.F.R.
pts. 240 and 249). The SEC received 240
comments and more than 1,300 form letters.
See Mary L. Schapiro, Chairman, SEC, Opening
Statement at SEC Open Meeting: Item 2 —
Whistleblower Program (May 25, 2011),
available at http://www.sec.gov/news/
speech/2011/spch05251 1 mls-item2.htm.
Comments cited in this article are available at
the SEC’s website. See SEC.gov, Whistleblower
Award Program: Title IX Provisions of the
Dodd-Frank Wall Street Reform and Consumer
Protection Act, Submitted Comments, available
at http://www.sec.gov/comments/df-title-
ix/whistleblower/whistleblower.shtml.

We previously commented on the Proposed
Rules. See Kathleen Massey & Jason O. Billy,
DechertOnPoint, “The New Dodd-Frank
Whistleblower Program Takes Shape as the
Securities and Exchange Commission Releases
Proposed Rules,” November 2010.

commentary since make clear, opinions
remain deeply divided on the propriety, the
wisdom, and the legality of the SEC’s
approach.

On the single most contentious issue—
whether the “bounty” program providing
financial incentives for would-be
whistleblowers should include an internal
reporting requirement—the Final Rules ignore
the urging of many parties and does not
require individuals to report a suspected
securities law violation within a company first
in order to benefit from the potential financial
rewards. SEC Chairman Mary L. Schapiro
expressed the view that the Rules “strike[] the
correct balance . . . between encouraging
whistleblowers to pursue the route of internal
compliance when appropriate . . . [and]
providing them the option of heading directly
to the SEC.”3

The U.S. Chamber of Commerce, for one, is
not persuaded.* A leading critic of both the
Proposed Rules and the Final Rules, the
Chamber criticized the approach of “not
requiring simultaneous reporting to both the
company and the SEC” (which it claims
“prevents quick action to investigate and
solve problems if they exist”), and colorfully
analogized the idea of “[n]ot informing the
company of a potential fraud and waiting for

3 See Schapiro Opening Statement, supra note 2.

4 Comment Letter from Americans for Limited
Government et al. (“ALG”) to SEC (Dec. 7,
2010).
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the SEC to act” to “not calling the firefighters down the
street to put out a raging fire and . . . calling the lawyers
from the next town to sue over the fire instead.”®

It is hardly a foregone conclusion that the Rules will take
effect in their current form, as the legality of SEC
rulemaking pursuant to Dodd-Frank has already elicited
significant legal challenges on a number of fronts,
including challenges in which our firm has
participated.® In the event the Rules do take effect
substantially in their current form, however, we offer
below a preliminary assessment of their key provisions
and implications, so that corporations may be prepared
whether it is ultimately “firefighters” or lawyers who
come calling.

Section 922 of Dodd-Frank and the new
Section 21F of the Exchange Act

The centerpiece of the Dodd-Frank whistleblower
provisions, enacted on July 21, 2010, is the enticing
financial incentive for would-be whistleblowers to report
potential securities violations to the SEC (as well as the
Commodities Futures Trading Commission (“CFTC")).”
This was thought to fill a gap in the 2002 Sarbanes-
Oxley Act (“Sarbanes-Oxley”), which afforded
whistleblowers the shield of anti-retaliation provisions,
but without any financial incentive.

A whistleblower is entitled to a bounty, under Dodd-
Frank, if the whistleblower “voluntarily provide[s]
original information to the Commission that [leads] to
the successful enforcement”® of “any judicial or

5 U.S. Chamber of Commerce Press Release, U.S. Chamber

Warns New SEC Whistleblower Rule Will Undermine
Corporate Compliance Programs, May 25, 2011.

See Brief for Inv. Co. Inst. et al. as Amici Curiae
Supporting Petitioners, Bus. Roundtable and Chamber of
Commerce of the U.S v. SEC, No. 10-1305 (D.C. Cir. Dec.
9, 2010) (“Amicus Brief”). Dechert’s amicus brief on
behalf of the Investment Company Institute and the
Independent Directors Council is available at
http://www.dechert.com/Amici Curiae Brief Business Ro
undtable and Chamber of Commerce of the United Stat
es of America v Securities and Exchange Commission N
o0 10-1305 DC Cir 12-09-2010/.

7 Dodd-Frank § 922(a) amends the Securities Exchange Act
of 1934, 15 U.S.C. § 78a et seq. (the “Exchange Act”) by
adding a new section 21F. Citations hereafter refer to the
Exchange Act rather than to Dodd-Frank.

8  Exchange Act at § 21F(b)(1).
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administrative action brought by the Commission under
the securities laws” and which “results in monetary
sanctions exceeding $1,000,000,”° or a “related
action,”!® which includes actions by the U.S.
Department of Justice (“D0OJ"), “an appropriate
regulatory authority,” “a self-regulatory organization,”
and “a State attorney general in connection with any
criminal investigation.”!! In that event, the
whistleblower will be entitled to between ten and thirty
percent of monetary sanctions collected!? (including
penalties, disgorgement, and interest!?), with the
precise amount determined at the SEC’s discretion.!* At
a minimum, therefore, a successful whistleblower will
receive an award of $100,000.15

Criticism of the Proposed Rules

The SEC’s Proposed Rules, which were published for
public comment on November 3, 2010, prompted
various criticisms. Corporations and interested
organizations critical of the Proposed Rules sought
modifications addressing the following concerns:

m as noted above, conditioning awards on a
whistleblower’s prior use of internal reporting and
compliance procedures, which companies had
painstakingly implemented in the wake of
Sarbanes-Oxley;!®

o d. at§ 21F(a)1).

10 /g, at § 21F(b)(1), (a)(5).

11 g, at § 21F(h)2)DY)D-(IV).
12 g, at § 21F(b)(1).

13 /d. at § 21F(a)(4).

4 d. at § 21F (c)(1).

15 See Alan D. Berkowitz, Claude M. Tusk, J. lan Downes, and
David S. Caroline, Whistleblowing, 36 EMP. RELATIONS L. J.
No. 4, 2011 at 15, 19.

16 See, e.g., Comment Letter from ALG, supra note 4, at 6
(“Proposed Rule 21F-8 should be revised to require
individuals to utilize available internal reporting systems,
following prescribed procedures, as a condition of award
eligibility.”); Comment Letter from National Association of
Corporate Directors (“NACD") to SEC, at 4 (Dec. 17, 2010)
(“The proposed rule should require and encourage
employees to use the internal compliance function prior to
approaching the SEC. NACD recommends amending the
rule to require an individual to first submit an allegation to
internal compliance. After the initial report, the individual

May 2011 / Special Alert 2


http://www.dechert.com/Amici_Curiae_Brief_Business_Roundtable_and_Chamber_of_Commerce_of_the_United_States_of_America_v_Securities_and_Exchange_Commission_No_10-1305_DC_Cir_12-09-2010/
http://www.dechert.com/Amici_Curiae_Brief_Business_Roundtable_and_Chamber_of_Commerce_of_the_United_States_of_America_v_Securities_and_Exchange_Commission_No_10-1305_DC_Cir_12-09-2010/
http://www.dechert.com/Amici_Curiae_Brief_Business_Roundtable_and_Chamber_of_Commerce_of_the_United_States_of_America_v_Securities_and_Exchange_Commission_No_10-1305_DC_Cir_12-09-2010/
http://www.dechert.com/Amici_Curiae_Brief_Business_Roundtable_and_Chamber_of_Commerce_of_the_United_States_of_America_v_Securities_and_Exchange_Commission_No_10-1305_DC_Cir_12-09-2010/

cabining the eligibility of potential whistleblowers,
by excluding those who contributed to the
problem being reported, those who perform
corporate compliance functions, or those whose
financial interest is contrary to the company’s,
such as short-sellers;!”

sharing information the SEC receives from
whistleblowers with companies, allowing them to
conduct internal investigations and receive credit
for cooperating with the SEC;18

extending the grace period for whistleblowers to
report to the SEC following their internal reporting
(e.g., from 90 days to 120 or 180 days);*°

requiring whistleblowers to comply with corporate
policy in obtaining evidence of wrongdoing;?°

20

may submit the allegation to the SEC. The SEC would then
contact the general counsel (GC) or chairman of the audit
committee, and advise the GC or chairman to solve any
issues or violations and report back within a reasonable
period of time.”); Comment Letter from Center for Audit
Quality (“CAQ”) to SEC, at 1 (Dec. 23, 2010) (“The CAQ
strongly urges the SEC in its final rules to, at a minimum,
require concurrent whistleblower reporting to the company
and the Commission as a condition for an award.”);
Comment Letter from Alcoa Inc. et al. to SEC (Dec. 17,
2010); Comment Letter from General Electric Co. et al. to
SEC (Dec. 17, 2010).

Comment Letter from ALG, supra note 4, at 4-6; Comment
Letter from Association of Corporate Counsel (“ACC”) to
SEC, at 3 (Dec. 17, 2010); Comment Letter from National
Association of Criminal Defense Lawyers (“NACDL") to
SEC, at 6 (Dec. 20, 2010); Comment Letter from Apache
Corp. et al. to SEC (Dec. 17, 2010).

Comment Letter from NACD, supra note 16, at 4;
Comment Letter from ALG, supra note 4, at 6, 12-14.
Additionally, Republican lawmakers proposed legislation in
May 2011 that similarly would have required the SEC to
share information with corporations and give them a
chance to take remedial action. See Written Statement of
Geoffrey Christopher Rapp before the U.S. House of
Representatives Committee on Financial Services
Subcommittee on Capital Markets and Government
Sponsored Enterprises Regarding “Legislative Proposals to
Address the Negative Consequences of the Dodd-Frank
Whistleblower Provisions,” available at
http://financialservices.house.gov/UploadedFiles/051111

rapp.pdf.

Comment Letter from ALG, supra note 4, at 6 (proposing
180 days); Comment Letter from NACDL, supra note 17, at
5; Comment Letter from Apache Corp., supra note 17, at
3.

Comment Letter from ACC, supra note 17.
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m  clarifying anti-retaliation provisions to allow
companies to take disciplinary action if based on
factors other than whistleblowing status.?!

One pervasive theme among the comments received
was that the SEC, the DOJ, and the U.S. Sentencing
Commission have long encouraged voluntary
cooperation by companies in law enforcement.?? If the
SEC were to reward “external” whistleblowers without
encouraging them to report internally as well, these
cooperation initiatives could be undermined.??

The Final Rules

Key provisions of the Final Rules, and their implications
for businesses, are reviewed below.

No Mandatory Internal Reporting Before or
Simultaneous with External Reporting

The SEC ultimately rejected the modification that
corporate interests had advocated most strongly:
requiring whistleblowers to make use of internal
company reporting mechanisms before or
simultaneously with an external report to the SEC. The
SEC explained that one concern that led to its rejection
of this approach was “that, while many employers have
compliance processes that are well-documented,
thorough, and robust . . . others do not.”?* The SEC also
worried that there are a significant number of
whistleblowers who would be deterred by an internal
reporting requirement for “fear of retaliation and other
forms of harassment,” despite the strengthened anti-
retaliation provisions in the new Rules.?® Ultimately, the
agency concluded that “whistleblowers are in the best
position to assess whether reporting potential securities

21 Comment Letter from ALG, supra note 4, at 16.

22 |d. at2-3.

23 |d. at 3-4.

24 |mplementation of the Whistleblower Provisions of Section

21F of the Securities Exchange Act of 1934, Release No.
34-64545, at 91 (May 25, 2011) (to be codified at 17
C.F.R. pts. 240 & 249) (“SEC Final Rule Release”),
available at http://www.sec.gov/rules/final/2011/34-

64545.pdf.

25 |d. at 103 & n. 225.
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violations through their companies’ internal compliance
and reporting systems would be effective.”2®

No Requirement that the SEC Share with Companies
Information Obtained From Whistleblowers

The SEC also declined to adopt a provision that would
require the agency to “notify any affected company of a
whistleblower’s allegations” and to give the company
“full credit under applicable SEC policies” if it took
remedial action.?” Corporations had sought access to
such information so that their own efforts to address
allegations of wrongful conduct (as required by
Sarbanes-Oxley) would not be undermined. Instead, the
SEC left to the discretion of the SEC staff whether to
contact companies upon receiving whistleblower
complaints and to credit firms for their corrective
actions, if the SEC determines that this is “consistent
with the public interest.”?8

Retaliation Protection Available for Reports of Merely
‘““Possible” Violations Must Be Based Upon
‘‘Reasonable Belief”

Dodd-Frank protects whistleblowers from retaliatory
employment actions if they report externally to the
SEC.?° The threshold requirement for retaliation
protection—that the whistleblower’s report be based
upon merely a “possible” violation—would seem easily
satisfied, but this is moderated by the requirement that
the whistleblower’s report be based upon a “reasonable
belief” that an actual violation has occurred.3° As the
Final Rule Release explains, “[t]he ‘reasonable belief’
standard requires that the employee hold a subjectively
genuine belief that the information demonstrates a
possible violation, and that this belief is one that a
similarly situated employee might reasonably
possess.” 3!

Limited Anti-Retaliation Protection for Internal
Reporting at Non-Public Companies

26 |d. at 91-92.

27 Comment Letter from ALG, supra note 4, at 6.
28 SEC Final Rule Release, supra note 24, at 92.
2% Exchange Act § 21F(h)(1)(A).

30 SEC Final Rule Release, supra note 24, at 15.

31 Id. at 16.
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As for internal reporting within a company, the new
Rules extends the anti-retaliation protections for
external whistleblowers to employees who report to “a
person with supervisory authority over the employee.”3?
However, this only applies to employees of public
companies and a few other limited entities.33 This
leaves employees of non-public companies without
similar protection for internal reporting. Without equal
guarantees of protection for reporting internally, there is
a strong incentive for whistleblowers in these other
companies to head directly to the SEC to report
suspected violations.3

Notably, the SEC also denied the numerous requests
from commenters to “categorically provide that
employees who make whistleblower reports to [the SEC]
may be disciplined for reasons independent of their
whistleblowing activities,” as “unnecessary” because the
statute by its terms is limited to adverse actions taken
“because of” lawful whistleblowing.3® The absence of
specific language protecting lawful disciplinary actions
by an employer may result in more burdensome and
costly lawsuits, as well as the use of whistleblowing as a
shield for employees otherwise facing disciplinary
action.

Incentives for Whistleblowers to Report Internally

Notwithstanding the foregoing discussion, there are also
competing incentives for would-be whistleblowers to
report internally. First, new Rule 21F-4(c)(3) allows
whistleblowers who report through internal channels to
reap awards from their company’s subsequent
disclosures to the SEC.3° If a whistleblower reports
information through the proper internal channels, the
employer provides this information to the SEC, and the
employer’s disclosures in turn lead to a successful

32 |d at17-18.
33 q.

34 See Evan Weinberger, SEC Whistleblower Changes Not
Enough, Attys Say, LAW360, May 25, 2011, available at
http://www.law360.com/securities/articles/247421?utm
source=newsletter&utm medium=email&utm campaign=s
ecurities.

35 SEC Final Rule Release, supra note 24, at 19.

36 SEC Final Rule Release, supra note 24, at 253 (printing the
text of the new regulation, to be codified at 17 C.F.R.
§ 240.21F-4(c)(3)). Hereafter references to the text of the
Final Rules, which will be printed in codified form in the
Code of Federal Regulations, cite the code.
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enforcement action, “the whistleblower will receive full
credit for the information provided by the employer as if
the whistleblower had provided the information to” the
SEC.%7 In other words, Rule 21F-4(c)(3) puts a
whistleblower who uses only internal procedures on
equal footing with one who goes directly to the SEC.38

Second, internally reporting may entitle whistleblowers
to monetary awards as well. In addition to the basic
formula for an award—i.e., that the whistleblower
receives “between 10 percent and no more than 30
percent of the monetary sanctions that the Commission
and other authorities are able to collect” as a result of
the disclosure, 32 the Final Rules now include a new
factor that can increase a whistleblower’s award
percentage: namely, “the extent to which the
whistleblower . . . participated in internal compliance
systems.”? The SEC explained that it added this
“incentive” to dissuade employees from reporting solely
to the SEC, and to express its genuine recognition of
“the important investor protection role that corporate
compliance programs can serve.”*!

Broader Exclusions from Eligibility as a Whistleblower

Beyond providing some incentives for internal reporting,
the Final Rule also benefits corporations by much more
narrowly defining the eligibility of potential
whistleblowers. Consequently, a larger category of
persons involved in companies’ internal compliance
activities are now precluded whistleblower eligibility.

First, in-house counsel are not eligible for
whistleblowing awards.*? Second, public accounting

37 |d. at 101.

38 In fact, internal reporters might actually enjoy extra

eligibility for compensation, because as long as the
employer’s information leads to a successful enforcement
action, the whistleblower can benefit, even if the
information provided to the employer would not have
satisfied the “led to” requirement on its own. /d. at 102.

3% 17 C.F.R. § 240.21F-5.
40 |d. at § 240.21F-6(a)(4).
4l SEC Final Rule Release, supra note 24, at 125.

4217 C.F.R. § 240.21F-4(b)(4)(ii) (explaining that
whistleblower rule excludes one who “obtained the
information in connection with the legal representation of
a client on whose behalf you or your employer or firm are
providing services, and you seek to use the information to
make a whistleblower submission for your own benefit”);
see SEC Final Rule Release, supra note 24, at 59.
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firms and their employees are similarly ineligible.*3 As
the SEC explained, this measure was taken “based on
[a] concern about creating incentives for independent
public accountants to seek a personal financial benefit
by ‘front running’ the firm’s proper handling of
information obtained through engagements required
under the federal securities laws.”**

Third, and perhaps most importantly, officers, directors,
trustees, and partners of an entity who obtain
information from another person, informing them of a
securities violation, are not eligible for whistleblowing
awards.*® In the Proposed Rule, this class of persons
had been excluded from going to the SEC only when
information was communicated to them “with the
reasonable expectation that [they] would take steps” to
respond to the violation.*® Now, the Rule applies
regardless of the expectations of the person who made
the report. There are, however, exceptions to the
ineligibility rules. For example, if an officer discovers
evidence of other senior management engaged in
securities law violations, the officer may be an eligible
whistleblower.*” The new Rules also provide three
general exceptions permitting otherwise excluded
individuals to become eligible for whistleblowing
awards.*®

4317 C.F.R. § 240.21F-4(b)(4)ii)(D).
44 SEC Final Rule Release, supra note 24, at 73.

45 17 C.F.R. § 240.21F-4(b)(iii)(A). The term “officer” is
defined in Rule 3b-2 of the Securities and Exchange Act,
and means “a president, vice president, secretary,
treasurer or principal financial officer, and any person
routinely performing corresponding functions with respect
to any organization. . . .” /d. at § 240.3b-2.

46 SEC Final Rule Release, supra note 24, at 70 (quoting the

Proposed Rules).

47 |d. at 71-72.

48 |d. at 73-77. The first exception applies when the

otherwise ineligible individual “has a reasonable basis to
believe that disclosure of the information to the
Commission is necessary to prevent the relevant entity
from engaging in conduct that is likely to cause
substantial injury to the financial interest or property of
the entity of investors.” Id. at 74. The second exception
applies when the otherwise ineligible individual “has a
reasonable basis to believe that the entity is engaging in
conduct that will impede an investigation of the
misconduct.” Id. at 75. Third, otherwise ineligible
individuals may become eligible whistleblowers 120 days
after reporting the violation internally, if the individual or
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Extension of ‘“Lookback Period’” from 90 to 120 Days

Corporations will also benefit from an extension of the
“lookback period” from 90 to 120 days.*® The “lookback
period” refers to the window of time between when an
employee submits an initial report of a securities
violation to personnel within a company, and when the
employee makes a disclosure to the SEC. Under the
Proposed Rule, this period had been set at 90 days that
the employee making an external report to the SEC
within 90 days of reporting internally would still be
eligible for an award.%° Corporations complained that
this period did not give them enough time to self-
correct, and asked for up to 180 days so that
compliance personnel could thoroughly conduct an
internal investigation.! Ultimately, the SEC settled on a
120-day period. This means that companies gain
another month to respond to the problem—and take
corrective actions if needed—before the SEC necessarily
launches an investigation. Based on initial reactions to
the Final Rules, however, companies may still find the
120-day period insufficient to correct problems and
avoid external whistleblowing.%?

Where We Go from Here

Potential Legal Challenges

As noted above, the SEC’s adoption of the Rules does
not shield it from a potential legal challenge.>3 For
example, despite the fact that great deference is
afforded the promulgating agency, a party might claim
that the Rule are an “arbitrary and capricious” exercise
of the SEC’s authority under the Administrative
Procedure Act (APA)%* on various grounds, including

committee to whom the initial report was made already
knew of the violation. /d.

49 17 C.F.R. § 240.21F-4(b)(7).

50 75 Fed. Reg. at 70,521.

51 SEC Final Rule Release, supra note 24, at 89 (citing
comment of Association of Criminal Defense Lawyers,
AT&T, Business Roundtable Institute for Corporate Ethics,
NSCP).

52 U.S. Chamber of Commerce, supra note 5.

53 See, e.g., Amicus Brief, supra note 6.

54 5 U.S.C. § 706(2)(A) (2010) (requiring a court to set aside
agency action that is “arbitrary, capricious, an abuse of
discretion, or otherwise not in accordance with law”).
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perhaps the SEC’s failure to adequately consider the
costs and benefits of the adopted Rules. For example,
as Commissioner Kathleen L. Casey noted, “to the
extent that the rule will tend to convert internal
complaints into SEC investigations, the defense costs of
companies will increase materially as they are forced to
hire outside counsel to represent them before the
Division of Enforcement.”®® However, Casey pointed out,
the “release makes no effort to quantify with specificity
the impact of that likely cost increase, and this has
prevented the Commission from fully considering the
true impact of the rule.”®

Similarly, SEC rules are deemed “arbitrary and
capricious” when the SEC fails to consider their effects
on “efficiency, competition, and capital formation.” %’
Here, a party could argue that the SEC did not fully
consider the effects of its Rules on the agency’s own
efficiency (and its capabilities for processing
complaints),>® nor on business competition and capital
formation.

In fact, commenting corporations maintained that an
over-zealous whistleblowing regime—particularly one
lacking an internal reporting requirement—would
undermine corporate compliance systems and
marketplace confidence.>® The SEC indirectly dismissed

55 Kathleen L. Casey, SEC Commissioner, Statement at Open
Meeting to Adopt Final Rules for Implementing the
Whistleblower Provisions of Section 21F of the Securities
Exchange Act of 1934 (May 25, 2011), available at
http://www.sec.gov/news/speech/2011/spch05251 1klc-
item2.htm.

5% d.

57 See American Equity Life Insurance Co. v. S.E.C., 572 F.3d
923 (D.C. Cir. 2009). The SEC also has a statutory
obligation to consider such effects. See 15 U.S.C.

88§ 77b(b), 78c(f), 80a-2(c).

58 |n response to the SEC’s adoption of the Final Rules,

Susan Hackett, General Counsel of the Association of
Corporate Counsel (“ACC"), remarked: “[W]e question
whether the SEC even has the capacity to handle a torrent
of new reports.” ACC Press Release, Association of
Corporate Counsel Frustrated by Today’s SEC Ruling on
Whistleblowing Bounty Provisions of Dodd-Frank Law (May
25, 2011), available at http://www.acc.com/aboutacc/
newsroom/pressreleases/Whistleblowing-Bounty-
Provisions-of-Dodd-Frank-Law.cfm; see also Comment
Letter from Alcoa Inc., supra note 16, at 13 (citing
comments by David Rosenfeld, Associate Director of the
SEC’s New York Office, about the SEC already being
“inundated with tips and complaints” when the Proposed
Rules were released).

5% See, e.g., Hearing on Legislative Proposals to Address the

Negative Consequences of the Dodd-Frank Whistleblower
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these allegations in its Final Rule Release,®® but a party
might argue that the SEC’s explanations were
insufficient. Furthermore, it is arguably contrary to the
spirit, if not the letter, of Sarbanes-Oxley for the SEC to
incentivize employees to circumvent internal corporate
reporting structures and thereby, effectively, to
undermine the effective functioning of the corporate
compliance programs created pursuant to Sarbanes-
Oxley.

A party could also argue that the SEC failed to consider
regulatory alternatives that are consistent with the
underlying statutory purpose and are potentially more
cost-effective.®! This argument has particular merit
when the SEC does not properly consider alternatives
proposed during the comment period.®? For example,

Provisions Before the H. Subcomm. on Capital Markets and
Government Sponsored Enterprises, 112 Cong. 3-4, 6-7
(2011) (statement of Robert J. Kueppers, CEO, Deloitte
LLP) (explaining how the Proposed Rules, by allowing
whistleblowers to bypass internal reporting mechanisms,
could have the unintended consequence of producing “less
accurate financial statements” as well as erroneous
impact assessments by auditors of companies’ controls
over financial reporting).

80 In its Release, the SEC reviewed several of the arguments

made in favor of an internal reporting requirement. See
SEC Final Rule Release, supra note 24, at 95-97 (e.g., it
would help “preserve systems companies have installed,”
or allow firms “to remedy improper conduct at an early
stage”). Several pages later, the SEC listed its reasons for
declining to adopt a reporting requirement. /d. at 102-107
(e.g., the requirement might deter whistleblowers or
undermine law enforcement efforts). Throughout this
discussion, however, the SEC never independently
analyzed the costs on firms—in terms of diminished
investor confidence, inaccuracy of audit reports, and new
burdens for corporate compliance programs—that the no-
reporting-requirement rule might impose.

61 Motor Vehicle Mfrs. Ass’n v. State Farm Mut. Auto. Ins.
Co., 463 U.S. 29, 48 (1983) (stating that an “alternative
way of achieving the objectives of the Act should have
been addressed and adequate reasons given for its
abandonment”).

62 Chamber of Commerce v. SEC, 412 F.3d 133, 144 (D.C.
Cir. 2005) (“We conclude the Commission’s failure to
consider the disclosure alternative violated the APA. To be
sure, the Commission is not required to consider ‘every
alternative . . . conceivable by the mind of man . ..
regardless of how uncommon or unknown that alternative’
may be. Here, however, two dissenting Commissioners
raised, as an alternative to prescription, reliance upon
disclosure—a familiar tool in the Commission’s tool kit—
and several commenters suggested that the Commission
should leave the choice of chairman to market forces,
making it hard to see how that particular policy alternative
was either “uncommon or unknown.” (citations omitted)).
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corporate commenters argued that the SEC could (and
should) have adopted a whistleblowing program capable
of differentiating between companies with strong
internal compliance programs and those without them.
The idea was to require employees of the former firms
to report internally before or in parallel with an external
report, while employees in companies without strong
compliance programs could report externally alone. This
approach was embraced by dissenting Commissioner
Troy Paredes,®3 as well as the Chamber.®*

Here, a compelling argument can be made that the
SEC’s putative reasons for declining this approach—that
a mandatory internal reporting rule could have a
“chilling effect” for employees fearful of retaliation,®®
that mandatory reporting could hamper law
enforcement efforts in companies where corporate

63 Note, however, that Commissioner Paredes advocated a

slightly narrower version of this alternative, in which
internal reporting would only be required for firms that
have extant compliance mechanisms and where an internal
investigation is already underway. See Troy A. Paredes,
SEC Commissioner, Statement at Open Meeting to Adopt
Final Rules for Implementing the Whistleblower Provisions
of Section 21F of the Securities Exchange Act of 1934
(May 25, 2011), available at http://sec.gov/news/speech/
2011/spch05251 1tap-item2.htm (“[T]he final rule permits
a whistleblower to knowingly bypass a company’s good-
faith attempts to identify and investigate alleged
violations. A middle-ground exists . . . [I]n the limited
instance of when the company has already contacted the
whistleblower in an effort to ferret out and address alleged
wrongdoing, the Commission should have underpinned the
integrity of internal compliance programs by requiring a
whistleblower, in order to receive a bounty, to have
internally reported the same information as the
whistleblower provides to the SEC, perhaps with a
carveout for extraordinary circumstances.”). The
dissenting Commissioners’ statements may provide a
useful roadmap for a party challenging the adoption of the
Final Rules.

64 Comment Letter from ALG, supra note 4, at 11-12

(suggesting that the Proposed Rules be amended to state
that a whistleblower is “not eligible to be considered for an
award if you do . . . not report the information relating to a
potential violation of securities laws through an available
internal reporting system . . . prior to your submission of
information to the Commission,” but that “[u]se of an
available internal reporting system is not required [] if the
Commission, in its sole discretion based on the
information required to be submitted in Form TCR,
Question 4d, determines that the entity offered no
practical method of reporting violations or no procedures
to safeguard anonymity of reports”).

65 SEC Final Rule Release, supra note 24, at 103 n.225 &
accompanying text.
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compliance is mismanaged,®® and that the current
approach (of optional internal reporting) will actually
encourage firms to strengthen internal compliance the
most®’—are unpersuasive. None of these reasons
explain why the SEC could not have established a
mandatory reporting rule only for companies whose
internal reporting mechanisms are well-developed, and
where retaliation, mismanagement, and the need for
improvement are consequently less compelling. Thus, it
is unclear why the SEC did not adopt the proposal made
by General Electric and others for a rule requiring
internal reporting for companies that have effective
compliance programs.®® Such a requirement, General
Electric pointed out, could be implemented by
permitting companies to annually certify that they
maintain compliance and internal reporting programs
that meet the standards established by the SEC and
Chapter Eight of the U.S. Sentencing Guidelines.®°

What This Means for Companies

Even at this early stage after the Rules’ adoption, it is
possible to anticipate several implications for
companies:

m  Speculative whistleblowing is likely to significantly
increase in response to the financial incentives,
supported by an active plaintiffs’ bar. The
Chamber has reportedly “already seen trial
lawyers running advertisements and training
seminars on how to profit from bounty programs
adopted under these rules.””?

m  [n parallel with the uptick in employee
whistleblowing, “defensive whistleblowing” from
employees who reasonably fear independent
disciplinary actions is also likely to increase.
Dodd-Frank also creates a private cause of action
for whistleblowers to sue companies taking
adverse employment action against individuals for
lawfully providing information or other assistance
to the SEC.”!

66 Id. at 104.

67 Id. at 103.

68 Comment Letter from General Electric Co., supra note 16,

at 3-4
69 |d. at 4.
70

U.S. Chamber of Commerce, supra note 5.

71 Exchange Act § 21F(h)(1).
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m  SEC inquiries are also likely to increase in
response to the rise in whistleblowing. If the SEC
is in fact overwhelmed by a deluge of tips, as its
own anecdotal evidence suggests, delays in
pending and future investigations can be
anticipated as the SEC analyzes the newly
available evidence.

m Companies may face additional criminal exposure
if they are denied the benefit of voluntary
disclosure in criminal investigations because of
information spill-over from information provided
to the SEC by whistleblowers.

m  Multinational and foreign corporations are not
immune from the potential effects of the Final
Rule. Any company that is the defendant in a
“successful enforcement of the covered judicial or
administrative action, or related action,” as these
terms are defined by Dodd-Frank,”? will have
employees who potentially may benefit from
whistleblower status. Similarly, Dodd-Frank
makes clear that “[w]ithout the loss of its status
as confidential in the hands of the” SEC, the SEC
can, in its sole discretion, share information
obtained from whistleblowers with “a foreign
securities authority” or “a foreign law
enforcement authority.””3

As a result, companies should:

m  Reevaluate compliance and internal reporting
programs in order to minimize opportunities for
wrongdoing, thereby reducing whistleblower risks
to begin with.

m  Train employees on avenues for internal reporting
which can greatly aid a company’s internal
investigation without removing an employee’s
potential eligibility for an award, pursuant to new
Rule 21F-4(c)(3). This will minimize the concern
that the new Rules “will lead to trial lawyers
urging whistleblowers to keep the company in the
dark as long as possible so as to maximize any
available bounty.””*

m  Carefully consider the ramifications and timing of
adverse action against employees that could later
be deemed retaliatory. Similarly, companies

72 g, § 21F(a)(1) & (5), (b)(1).
73 1d, § 21F(h)(2)(D)(i).

74 U.S. Chamber of Commerce, supra note 5.
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should train managers and supervisors to avoid

potential retaliation pitfalls.”®

75
DechertOnPoint, supra, note 2.
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