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T
oday, many business and technology 
stakeholders are steering their companies 
toward the fashionable realm of “cloud 
computing.” Cloud computing is a general 
term for the delivery of hosting and other 

services over the Internet. Instead of storing data 
in-house, the data and data applications are stored 
remotely, with access to the data provided via 
the Internet (the “cloud” in “cloud computing”). 

Switching to a cloud can 
save money by lowering 
information technology and 
data center support costs, 
improve performance and 
scalability, reduce storage 

costs and a number of other bene� ts. While cloud 
computing can make sound business sense, stake-
holders and counsel should be cognizant that cloud 
computing presents various legal issues around 
control and custody of data, data preservation and 
collection, data review and production, and, of 
course, attorney-client privilege. Adjoining these le-
gal issues is a host of operational issues regarding 
privacy, security, and the availability of data. 

This article is divided into a three part series that 
examines business and legal issues for cloud comput-
ing.

Cloud computing creates a substantial dependency 
between the company and the cloud vendor. If data 
stored on the cloud becomes inaccessible, the com-
pany may be unable to conduct business. A company 
thus should consider the risks that can arise in the 
situation where the “cloud” is inaccessible, even if 
the loss of access is temporary, in order to develop 
a coordinated plan of attack in such situations and 
determine roles and responsibilities.

Before migrating to the cloud, a company should 
identify its critical systems and related data, and have 
such data readily accessible in the event its cloud-
based data becomes inaccessible. Non-critical data 
should be backed up, while recognizing that it may 
take some time to get access to all backup data. If 
data is not backed up and the cloud is inaccessible, 
the company can lose the control of business. Ac-
cordingly, in choosing a cloud vendor, pay attention to 
mechanisms the vendor has in place regarding backup 
and data retrieval. How many servers does the host 
have? How often will your data be backed up? What is 
the cost and time involved in rendering backup data 

accessible to you? 
In preparing for the suspension 

or termination of cloud service 
scenarios, the legal com-
ponent is as important 
as the business 
and technology 
considerations 
presented 
above. 
Counsel 
must 
iden-
tify and 
designate 
the parties 
responsible 
for repairing 
the cloud and 
getting the com-
pany’s systems 
running again. 
Counsel should 
pay particular 
attention to the 
terms under 
which such 
repairs must be 
made and paid. 

Counsel 
should also 
identify which 
parties are 
responsible 
for covering 
the costs from 
the damages 
arising from the 
temporary or 
permanent shut-
down of the cloud. 
Perhaps some might 
see discussing involuntary 
termination of service to be taboo, but in 
fact, failure to address this matter in the 
body of the agreement can result in both 
parties incurring substantial costs later 
on. Any agreement around cloud computing 
should de� ne in detail what happens to the 
data if the cloud or the company goes bankrupt. 
For instance, the agreement should state that the 

data of the company should be the property of the 
company alone and not the property of the cloud 

vendor. The agreement should expressly provide that 
the cloud vendor has no rights to hold the data 

or to refuse the company access to the data 
and, upon bankruptcy or any other termination 

of the cloud vendor’s business, the data 
should be promptly be returned to the 

company. An agreement that does not 
spell out these details can result in a 
company losing access to its data, if 
creditors, for instance, successfully as-
sert that the data is the property of the 

bankrupt cloud vendor. If an argument 
is made that the data is an asset of the 

bankrupt debtor, the Bankruptcy Court can 
take jurisdiction over that data and the data 
can be frozen until the court can decide who 
is entitled to the data. For obvious reasons, 
this could have a drastic effect on your 
company. 

Another temporary suspension or termina-
tion of service issue involves the voluntary 

termination of service. For instance, a com-
petitor of the company may acquire the “cloud” 

vendor and consequently, the company might be 
uncomfortable with the vendor continuing to host 
its data. Counsel for both par ties should ensure 
that the agreement addresses how to retrieve the 
data from the cloud in such situations. Who pays? 
What is the appropriate timeline? Moreover, the 
company should address what happens if the cloud 
vendor withholds the company’s data in a dispute 
about payment. It is prudent that counsel for the 
company include language specifying that no dis-
pute concerning payment constitutes grounds for 
the cloud vendor to withhold data. 

The opinions expressed herein are solely those of 
the authors.
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Attorneys

PRESIDENT/CEO
Bet Tzedek Legal Services, President/CEO. The
President/CEO reports to the Board of
Directors, and is responsible for leading a
sixty-five person full-time staff and national
network of 5000+ volunteers, raising and
overseeing a $6.75 million annual budget,
leading major policy initiatives, and creatively
managing board relations, marketing and media,
external and government relations, staff union
and employee issues, and program planning and
oversight. The President/ CEO is responsible for
providing strategic leadership by working with
the Board, management, staff and other
stakeholders to establish long-range strategies,
plans, and policies for the ongoing success and
growth of the organization. How To Apply:
Please send letter of interest, resume and salary
history to

resume@bettzedek.org
APPLICATIONS MUST BE RECEIVED BY

AUGUST 20, 2010

DEPUTY CITY ATTORNEY III
CITY OF SAN BERNARDINO

$86,508 - 105,149
The San Bernardino City Attorney’s Office is
seeking an experienced civil litigator to handle
a litigation caseload.  Experience: multiple jury
trials required; public entity and federal court
experience preferred. 9/80 work schedule.
Excellent benefits, including PERS retirement
(2.7% @ 55).  Deadline for receiving
applications and resumes:  August 13, 2010.
For application, contact the Office of the City
Attorney, 300 North “D” St., San Bernardino,
CA 92418, (909) 384-5355. Resumes will not
be accepted in lieu of applications.

INSURANCE BAD FAITH ASSOCIATE
AND TRIAL ATTORNEY

Small Encino law firm seeks both an associate
with at least three years experience and a trial
attorney with at least ten jury trials and bad faith
experience. Email resume,  include # 100687 in
subject line to Classifieds@dailyjournal.com

Paralegal

RE Paralegal
Beverly Hills mid-size law firm w/immed.
opening for exp. cert. RE paralegal w/some
trademark.  Must have exp. w/fin. institutions,
title/escrow cos. and gov. agencies. Manage/
close real prop. sales and real prop. sec. loan
trans., form/monitor corps., partnerships and
LLCs. Review of title reports, surveys, TM
searches, analyze TM repts., prepare/file apps
and affidavits, a plus.  FT, M-F, congenial
atmosphere and competitive salary/ benefits.
Resumes swilliams@ecjlaw.com.  EOE
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BANKRUPTCY ATTORNEY
AV-Rated Los Angeles Firm seeking associate
to assist Trustee in Bankruptcy Practice
including representing Trustee, Debtors and
Creditors.  Must have experience.
Please send resume and salary requirements to

John P. Pringle @ jpringle@rpmlaw.com

ASSOCIATE ATTORNEY
(LITIGATION)

Due to our continued success and performance as
a "best in class" firm, we are seeking an
experienced Associate Attorney to join our
Gardena, California office. We are a national law
firm focusing in product liability defense,
commercial and intellectual property litigation,
toxic exposure and a variety of other complex
litigation matters. The ideal candidate will
possess a minimum of 3-5 years of experience in
product liability defense or other complex
litigation matters.  Candidates should have a
desire for courtroom exposure and high levels of
responsibility in a diverse and fast-paced working
environment.  Strong academic accomplishments,
advanced legal research and writing skills, and
your ability to grasp technical information are a
must. Forward resume with cover letter to: John
Crenshaw, facsimile (310) 719-1019, or via
e-mail john.crenshaw@bowmanandbrooke.com.

EMPLOYMENT LAW ASSOCIATES
Large national employment law firm seeks
mid-level and senior associates for its growing
Los Angeles office. Candidates must possess four
to eight years of employment litigation defense
experience. Must be self-starter with strong
analytical and writing skills. Competitive salary
and benefits. Please submit resume and writing
sample to losangeles@ogletreedeakins.com

Attorneys

LITIGATION ASSOCIATE
Congenial mid-size firm with statewide practice
representing school districts seeks atty for its
Long Beach office with 5+ years litigation
experience.  Exc. academic credentials, research
and writing skills req. Send resume and letter to
S. Miller, Dannis Woliver Kelley, 301 E. Ocean
Blvd., Suite 1750, Long Beach, CA 90802.

www.DWKesq.com


