
INSURANCE COVERAGE LAW REPORT . December/January 2014 . 3

Featured Article

Viruses, Trojans and Spyware, Oh My! 
The Yellow Brick Road to Coverage in 
the Land of Internet Oz – Part I
By Roberta D. Anderson

Every organization is at cyber risk. Cyber threats are on the rise with unprecedented frequency, 
sophistication and scale, and they are pervasive across industries and geographical borders. It is 
abundantly clear that network security alone cannot entirely address the issue of cyber risk; no 
firewall is unbreachable, no security system impenetrable. Insurance can play a vital role in a 

company’s overall strategy to address, mitigate and maximize protection against cyber risk, including 
data privacy risk. Aware of this fact, the SEC has advised that appropriate disclosures may include 

a “[d]escription of relevant insurance coverage” for cyber risks, providing yet another compelling 
reason for all public companies to carefully evaluate their insurance for cyber risks.  In Part I of 

this four part article, the author examines the escalating threat and cost of cyber risk.  Parts II and 
III will examine potential coverage for cyber and privacy-related risks under the general liability, 

property and other commonly purchased “traditional” insurance policies.  Part IV will examine the 
types of coverages available under revolutionary new “cyber” insurance products.

W e’re not in e-Kansas anymore.  And there’s 
no denying that present day internet Oz, 
while extraordinary, is increasingly scary.  

Cyber attacks of various types continue to escalate 
across the globe.  As aptly stated by one commentator: 
“Cybercrime is raging worldwide.”1  Reports of high 
profile cyber attacks make headlines almost every day.  
Recent headlines are filled with reports of sophisticated 

distributed denial-of-service 
(“DDoS”) attacks against 
the largest U.S. banks, which 
disrupted transactions for hours 
at a time.2  They also report 
some of the largest data breaches 
in history, which have affected 
the world’s most sophisticated 
corporate giants.3  And they 
report billions in intellectual 
property loss via cyber 

espionage.4  Indeed, the director of the National Security 
Agency has stated that “[t]he ongoing cyber-thefts 

from the networks of public and private organizations, 
including Fortune 500 companies, represent the greatest 
transfer of wealth in human history.”5   

The headlines confirm the reality:  cyber attacks are 
on the rise with unprecedented frequency, sophistication 
and scale.  They are pervasive across industries and 
geographical boundaries.  And they represent “an ever-
increasing threat.”6

Even though no organization is immune from cyber 
risk,7 it is uncertain that companies are sufficiently aware 
of the escalating onslaught.8  Even companies that are 
sufficiently aware of the problem might not be sufficiently 
prepared.  It is abundantly clear that network security 
alone cannot entirely address the issue; no firewall is 
unbreachable, no security system impenetrable.  As noted 
by one observer: “[t]here is no fail-safe technology that is 
immune to hacking.  Online security will evolve as hackers 
and security experts work continuously to outwit each 
other.”9  A recent survey conducted by global consulting 
firm Towers Watson notes “the growing awareness that 
the increasingly sophisticated cyber-attack capabilities of 
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hackers could require a more comprehensive protective 
net than a reliance on even the most capable IT staff.”10

Insurance can play a vital role.  Yet some companies 
may not be adequately considering the important role 
of insurance as part of their overall strategy to mitigate 
cyber risk.  Although the demand for cyber insurance is 
increasing,11 the recent Towers Watson survey notes “the 
sizable number of companies that do not have a liability 
policy in place,” which “speaks to the need for more 
education and a better understanding of the long-lasting 
financial and reputational costs that companies face if they 
don’t develop comprehensive risk strategies to thwart 
cyber-attacks.”12 A recent independent research survey 
sponsored by Zurich finds that “few organizations – less 
than 20 percent, according to survey respondents – have 
purchased security and privacy insurance specifically 
designed to cover exposures associated with information 
security and privacy-related issues.”13  On the other hand, 
risk managers and in-house counsel may not be aware if, 
and to what extent, the company already has coverage 
for cyber risks under its existing “traditional” insurance 
policies, many of which cover some form of cyber risk.      

A complete understanding of the company’s insurance 
program is key to maximizing protection against cyber risk.  
This fact has the attention of the Securities and Exchange 
Commission.  In the wake of “more frequent and severe 
cyber incidents,” the SEC’s Division of Corporation 
Finance has issued guidance on cybersecurity disclosures 
under the federal securities laws.  The guidance advises 
that companies “should review, on an ongoing basis, the 
adequacy of their disclosure relating to cybersecurity risks 
and cyber incidents” and that “appropriate disclosures 
may include,” among other things, a “[d]escription of 
relevant insurance coverage.”14  Since failure to make 
these disclosures may subject a company to enforcement 
actions and shareholder suits, the SEC’s guidance 
provides yet another compelling reason for companies 
to carefully evaluate their insurance programs, evaluate 
what coverage already may be available and consider how 
gaps in coverage can be filled through specialty “cyber” 
risk policies.  

Cyber Criminals Seize the Day – and the 
Data

2012 was dubbed “the year of the data breach.”15  
Some of the world’s most sophisticated corporate giants 
have fallen victim to some of the largest data breaches 
in history.16 These breaches have affected the financial 
services sector, online gaming providers, the health care 
industry, marketing services firms, retailers, insurers, 

defense contractors, social networking sites, cloud storage 
providers, credit card processors – even sophisticated 
security firms.17  Verizon’s most recent 2013 Data Breach 
Investigations Report  remarks that “[p]erhaps more so 
than any other year, the large scale and diverse nature 
of data breaches and other network attacks took center 
stage” in the past year.18  And virtually no major industry 
is immune from attack.19 

The Privacy Rights Clearinghouse reports that, as 
of September 17, 2013, 613,483,424 records have been 
breached in 3,923 data breaches made public since 2005.20  
The organization notes that “the number … should 
be much larger” because it is “not a comprehensive 
compilation” and “[f]or many of the breaches listed, the 
number of records is unknown.”21  

The escalating cyber attacks are not limited to data 
breaches of course—they also include expensive DDoS 
attacks,22 such as the recent attacks that targeted the 
financial services sector, and myriad other types of cyber 
threats, including attacks principally designed to destroy 
or corrupt data, cyber extortion and cyber espionage.  A 
recent independent research study notes that “[c]yber 
risk comes in a bewildering variety of forms” including 
“malware and other viruses, administrative errors, 
incidents caused by data providers, malicious employee 
activity, attacks on Web applications, theft or loss of 
mobile devices, and internal hackers.”23  

The Ponemon Institute’s24 2012 Cost of Cyber Crime 
Study concludes that “companies expend considerable 
time and resources responding to a plethora of different 
types of attacks.”25  According to the recent study,  
“[c]yber attacks have become common occurrences” with 
the 56 organizations involved in its survey experiencing 
“102 [overall] successful attacks per week and 1.8 
successful attacks per company per week.”26  The study 
notes that this represents an increase of 42 percent over 
the “successful attack experience” reflected in its prior 
study.27   And the disturbing rise of cyber attacks over 
the past couple of years may be just the tip of the iceberg.  
In June 2013, the U.S. Department of the Treasury’s 
Office of the Comptroller of the Currency hosted a call 
with more than 1,000 community bankers, and warned, 
as reported in the Wall Street Journal, that “cyber attacks 
overall, including on banks, increased 42% in 2012, 
ranging from malicious software or phishing attacks, to 
well publicized denial-of-service attacks.”28

The problem of cyber risks is exacerbated, not only by 
increasingly sophisticated cyber criminals, malicious code 
and other types of malware29 – which in the case of the 
recent DDoS attacks was described as “10 times as potent 
as the types of denial-of-service attacks hackers have 
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mounted in the past”30 – but by the trend in outsourcing 
of data handling, processing and/or storage to third party 
vendors, including “cloud” providers.  The Ponemon 
Institute’s 2011 Cost of Data Breach Study, published 
in March 2012, found that over 41 percent of U.S. data 
breaches are caused by third parties’ errors, including 
“when protected data is in the hands of outsourcers, 
cloud providers and business partners.”31  The Ponemon 
Institute’s recent 2013 Cost of Data Breach Study, 
published in May 2012, indicate that third party errors 
also increase the average cost of a breach “by as much as 
$43 per record” according to the new 2013 study32 – this 
is very significant considering that the average cost is $188 
per record.33 

The problem also is exacerbated by the reality of 
the modern business world, which is full of portable 
devices such as cell phones, laptops, iPads, USB drives, 
jump drives, media cards, tablets and other devices that 
facilitate the loss of sensitive information.34  The Ponemon 
Institute’s recent 2013 State of the Endpoint study notes 
that “[o]ne of the top concerns is the proliferation of 
personally owned mobile devices in the workplace such as 
smart phones and iPads” and that “data-bearing devices 
pose a significant security risk to their organization’s 
networks or enterprise systems because they are not 
secure.”35 Not only are these devices less secure (often 
unencrypted), but they are often lost or left unattended in 
unsecured locations.  A Ponemon Institute study reports 
that business travelers lose more than 12,000 laptops per 
week in U.S. airports alone.36  Another recent independent 
study emphasizes “[t]he sheer number of ways in which 
data can be lost, stolen, or misappropriated.”37 

Perhaps surprisingly, negligence, including employee 
and third party negligence, is about as likely to result 
in a data breach as a malicious attack (e.g., misplacing a 
laptop or tablet or opening email attachments or clicking 
on links from an unknown source).  In its most recent 
2013 Cost of Data Breach Study, the Ponemon Institute 
reports that 33 percent of the “root cause” of a data 
breach for United States companies is “human errors.”38 
Importantly, however, malicious attacks, which are the 
“most costly,”39 are increasing.  

While data breaches, DDoS attacks and other types 
of cyber risks are increasing, state and international laws 
and regulations governing data security and privacy are 
proliferating.

Cyber Attack Costs Are on the Rise 
As the incidence of cyber attacks escalates, the cost 

associated with attacks is also increasing.  In data breach 
cases, for example, companies may incur substantial 

expenses relating to federal,40 state41 and international 
notification requirements alone.42   In its most recent 2013 
Cost of Data Breach Study, the Ponemon Institute reports 
that U.S. organizations spend on average $565,020 on 
post-breach notification.43

Companies may face lawsuits seeking damages for 
invasion of privacy,44 lost, corrupted or stolen data, loss 
of use of computers or systems, misappropriation of 
intellectual property or confidential business information, 
and other claims.  Even if not ultimately successful, such 
lawsuits can be extremely costly to defend.  Companies 
may also face governmental and regulatory investigations, 
fines and penalties, damage to brand and reputation, 
and other negative repercussions from a data breach, 
including those resulting from breaches of Payment 
Card Industry Data Security Standards.45 In addition, 
companies may incur significant expenses associated with 
retaining forensics experts, assuaging and attempting to 
maintain customers and curtailing damage to reputation, 
including by providing credit monitoring services to 
affected individuals and retaining public relations 
consultants.  

The Ponemon Institute’s 2013 Cost of Data Breach 
Study reports that U.S. organizations spend on average 
$1,412,548 overall in post-breach response costs.46 The 
study also found that the average organizational cost 
of a data breach in 2012 was $188 per record for U.S. 
companies ($277 in the case of malicious attacks) and 
the average number of breached records was 28,765.47 

The average total organizational cost of a data breach 
is $5,403,644.48  It is important to note that the study 
does “not include organizations that had data breaches 
in excess of 100,000 [records] because they are not 
representative of most data breaches and to include them 
in the study would skew the results.”49  Yet the incidents 
of large scale breaches are on the rise. The 2011 high 
profile attack on the Sony PlayStation Network alone 
was estimated to cost some $170  million.50  This does 
not include potential compensation to claimants.  Some 
experts say that the final tally could exceed $2 billion.51

Putting aside liability arising from potentially 
compromised personally identifiable information (“PII”), 
many companies have care, custody or control of third 
party company-confidential information, such as a third 
party’s intellectual property, trade secrets, business plans, 
customer lists, market information and any other items of 
information not available to the general public.  A data 
breach that compromises such information can subject a 
company to liability.  

Even in cyber attack cases in which sensitive 
information is not actually or potentially compromised, a 
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company may face liability to third parties if its network 
becomes unavailable to users or serves as a conduit for 
the transmission of malware.  In addition, a company can 
face significant media-related and other exposure because 
of employee use of Facebook and similar social sites and 
feeds (Twitter, LinkedIn, MySpace, etc.), posts to blogs, 
and personal emails.52  Companies that provide services 
that support e-commerce, such as the services provided 
by internet service providers and software developers, 
may face liability arising out of, for example, the creation 
and implementation of software, and the provision of 
services.  

A company also may experience substantial business 
interruption and related losses if online systems or 
websites are disabled by – or disabled in order to address 
– cyber attack.  These losses may be in addition to those 
incurred to repair damage to or replace a company’s 
computers, networks, and data, as well as the costs to 
update and fix any flaws in its security systems.53   

In addition, cyber industrial espionage, including 
through Advanced Persistent Threats (“APTs”), costs 
U.S. companies billions.54 These examples of cyber threats 
are far from exhaustive. The Ponemon Institute’s 2012 
Cyber Crime Study found that “the average annualized 
cost of cyber crime for 56 organizations in [its] study 
is $8.9 million per year, with a range of $1.4 million to 
$46 million.”55  This number is up from the $8.4 million 
average annualized cost reflected in the 2011 survey. 56

It is clear that attacks and associated costs are on 
the rise.  And insurance can play an important role in 
mitigating the problem.
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