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HITECH Act’s Expanded Legal Obligations are in Effect
for Business Associates of Healthcare Entities
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Many people and entities that conduct business with healthcare entities are
subject to newly effective federal regulations that expand the privacy and security
requirements of HIPAA. Failure to comply could result in civil or criminal liability and
large monetary penalties.

Eric D. Fader, Counsel

HIPAA, the Health Insurance Portability and
Accountability Act of 1996, imposed pri-
vacy and security standards for individuals’
protected health information (“PHI”) in the
hands of healthcare providers and others
(“Covered Entities”). The Health Informa-
tion Technology for Economic and Clinical
Health Act (the “HITECH Act”), adopted
as part of the 2009 federal stimulus bill,
imposes new requirements on entities that
conduct business with Covered Entities.
Under HIPAA, those who come into pos-
session of PHI as part of their services to
Covered Entities are required to enter into
“Business Associate Agreements” with
the Covered Entities. These Agreements
set forth the obligations of the business
associate to protect PHI, and in many cases
provide for contractual liability to the Cov-
ered Entities in the event of a data security
breach or other violation of HIPAA. Basi-
cally, any person or entity that handles indi-
viduals’ PHI in the course of its business is
considered a “Business Associate” under
HIPAA, whether or not it or the Covered Enti-
ties it deals with acknowledge that fact. For
example, private equity and venture capital
funds may become Business Associates in
the course of conducting due diligence on
investment and buy-out targets, as well as
in the course of monitoring and managing
their existing portfolio companies and their
management teams. Other traps for even
the wary arise when evaluating an acquisi-
tion target to bolt onto an existing portfolio

company. However, many Business Associ-
ates have not complied with HIPAA, either
out of ignorance of their responsibilities
or because they would have had no direct
liability to the federal government for HIPAA
violations. This has now changed.

Effective February 17, 2010, the HITECH
Act imposed expanded data privacy and
security obligations on Business Associ-
ates, giving them potential direct civil and/
or criminal liability to the federal govern-
ment for their data breaches and other vio-
lations of HITECH. HITECH even applies to
entities that deal only with other Business
Associates, rather than directly with a Cov-
ered Entity, if they come into possession
of PHI. HITECH sets forth detailed notifica-
tion requirements that must be followed
by a Business Associate that suffers a data
breach or otherwise violates the HIPAA pri-
vacy or security rules.

Monetary penalties for violations of
HITECH can be substantial -- in the mil-
lions of dollars. While most Covered Enti-
ties and Business Associates are aware of
their legal responsibilities by now, others
may not be. Any entity that comes into pos-
session of PHI, even indirectly or temporar-
ily (including, for example, in the course of
conducting due diligence in connection
with a proposed acquisition, financing
or underwriting), should consult with an
attorney to ensure that its legal responsi-
bilities under HIPAA and the HITECH Act
are being met.
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This advisory is for guidance only and is not intended to be a substitute for specific legal advice. If you would like further
information, please contact the Edwards Angell Palmer & Dodge LLP attorney responsible for your matters or the attorney

listed below:

Eric D. Fader, Counsel 212.912.2724

This advisory is published by Edwards Angell Palmer & Dodge for the benefit of clients, friends and fellow professionals on matters of interest. The
information contained herein is not to be construed as legal advice or opinion. We provide such advice or opinion only after being engaged to do
so with respect to particular facts and circumstances. The Firm is not authorized under the U.K. Financial Services and Markets Act 2000 to offer UK
investment services to clients. In certain circumstances, as members of the U.K. Law Society, we are able to provide these investment services if they
are an incidental part of the professional services we have been engaged to provide.

Please note that your contact details, which may have been used to provide this bulletin to you, will be used for communications with you only. If you
would prefer to discontinue receiving information from the Firm, or wish that we not contact you for any purpose other than to receive future issues of
this bulletin, please contact us at contactus@eapdlaw.com.

© 2010 Edwards Angell Palmer & Dodge LLP a Delaware limited liability partnership including professional corporations and Edwards Angell Palmer & Dodge
UK LLP a limited liability partnership registered in England (registered number 0C333092) and regulated by the Solicitors Regulation Authority.

Disclosure required under U.S. Circular 230: Edwards Angell Palmer & Dodge LLP informs you that any tax advice contained in this communication,
including any attachments, was not intended or written to be used, and cannot be used, for the purpose of avoiding federal tax related penalties, or
promoting, marketing or recommending to another party any transaction or matter addressed herein.

ATTORNEY ADVERTISING: This publication may be considered “advertising material” under the rules of professional conduct governing attorneys in
some states. The hiring of an attorney is an important decision that should not be based solely on advertisements. Prior results do not guarantee
similar outcomes.
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