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China Practice Newsletter

Holland & Knight is a U.S.-based global law firm committed to provide high-quality legal services to our
clients. We provide legal assistance to Chinese investors and companies doing business or making
investments in the United States and Latin America. We also advise and assist multinational corporations

and financial institutions, trade associations, private investors and other clients in their China-related activities.
With more than 1,600 professionals in 30 offices, our lawyers and professionals are experienced in all of

the interdisciplinary areas necessary to guide clients through the opportunities and challenges that arise
throughout the business or investment life cycles.

We assist Chinese clients and multinational clients in their China-related activities in areas such as
international business, mergers and acquisitions, technology, oil and energy, healthcare, real estate,
environmental law, private equity, venture capital, financial services, taxation, intellectual property, private
wealth services, data privacy and cybersecurity, labor and employment, ESOPs, regulatory and government
affairs, and dispute resolutions.

We invite you to read our China Practice Newsletter, in which our authors discuss pertinent Sino-American
topics. We also welcome you to discuss your thoughts on this issue with our authors listed within the
document.

B RN ST T — AL TSR E M BRI R 55 B, BATBUL T % o iR s T VA
W55 o FRATIAILESE [ Kb T S HEAT A M3 B BB BT 1 vh R 5E N S 2wl S AR T 5 (25 i
. FATHREEAR . SMI. TP SRR R AR AT 5 o E A S 2h
H T AR . FRATIHE 30 IR ZE K 1600 2 44500 & UISA 250 IR A Ll N 5 RES i B
JHREPEARATIAE 228 B BT I R R B B A & AL 2 S Bk

AT A 2 N R A ORI B S [ 2P S T2 T B ) U A [ Rl Al R

BHEGEMEE. A K RER B b, Daty™ . SMRIEER. RSk, QIRdEe. SRR EmRS . B, RiR™
B AN PR ERRSS  (5 BRI 24, 57ah SJRIER . B TRl R4 a0E
BURFE S AU

AT 8 el B B A AR S T S SR BB R 1838 (1) China Practice 1. 3
AT 1) A 1] 0 2511 2 4R R A R BGRE R  i

Copyright © 2021 Holland & Knight LLP All Rights Reserved 3



Holland & Knight

XEE=ERSEINESH

Non-Fungible Tokens and Intellectual Property Law:
Key Considerations

By Daniel J. Barsky

This article discusses some of the novel legal issues that non-fungible tokens (NFTs) raise in the area of
intellectual property law, including key issues in NFT marketplace user agreements, licenses, and copyright
ownership considerations. The article also provides an overview of NFT technology and discusses the major
NFT marketplace types and how they function, as well as the types of works that have been minted into NFTs.

OVERVIEW OF NFT TECHNOLOGY

NFTs have existed since at least 2017 but exploded in popularity in 2021. An NFT is a unique, one-of-a-kind
crypto token that is managed on a blockchain (a type of decentralized ledger that, like a bank ledger, records
transactions between the various users of the blockchain). In the NFT context, the blockchain tracks and
reports the ownership and transfer history of NFTs.

There is a critical difference between NFTs and the other types of tokens, such as cryptocurrency, that exist
on blockchains. While traditional cryptocurrency is fungible (e.g., one bitcoin is fundamentally the same as any
other bitcoin), NFTs are non-fungible. This means that each and every NFT is, in some way, different from
each and every other NFT.

NFTs can exist on any blockchain that has a defined NFT standard, such as:

B Ethereum
B Flowchain
B Wax

Ethereum and its ERC-721 standard is the most common and popular.

NFTs are created in a process known as "minting" where the unique token is formed in compliance with the
standards set on the blockchain used. There are various publicly available programs (such as MintBot and

Enjin) that allow a user to mint an NFT. Most major NFT marketplaces also support minting, sometimes for
a fee. For more information on these marketplaces, see {NFT Marketplaces} below.

NFTs contain, at a minimum:

B A unique identifier
B Metadata
B Code (also known as a smart contract) that handles properties such as transferability and ownership

Beyond these fundamentals, an NFT can be programmed in an almost limitless variety of ways, so long as
it complies with the standard under which it is created. For instance, an NFT might link to a piece of art and
incorporate contractual rights that provide the original artist a commission on all future sales of that piece of art.

It is equally important for practitioners to also understand what an NFT is not. NFTs are not:
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B The underlying asset itself. Think of an NFT like a record of a deed for real property, not the real property
itself. The recorded deed shows the world who owns the real property (ownership), the chain of title for the
real property (transfer history), and can include additional language such as restrictions, easements, and
future conveyances (akin to smart contract language). But the recorded deed is not the real property itself,
just like an NFT is not the underlying asset itself.

B Limited in number. While NFTs are non-fungible, they are not limited in number like some
cryptocurrencies, such as bitcoin. The only limits on NFT creation are the creativity of individuals and the
computational limitations of a chosen blockchain.

B Representative of a unique asset. Each NFT itself may be unique but the underlying asset an NFT
represents may not be unique. For instance, outside the technical limitations of a chosen blockchain, there
is nothing to prevent an artist from creating one million NFTs representing one million copies of the same
piece of art.

NFT MARKETPLACES AND HOW THEY FUNCTION

Because it would be extremely inefficient for users to find buyers and sellers of NFTs on an ad hoc basis,
NFT marketplaces have become the overwhelming choice for transacting NFTs. Marketplaces are almost as
diverse as NFTs themselves. They:

Exist on different blockchains

Can specialize in specific types of assets or be generalized
Charge different types and amounts of fees

Can restrict access or be open

Have different use agreements, licenses, and rules

Marketplaces may or may not require users to create accounts to utilize the marketplace. They will, however,
require a user to link his or her "blockchain wallet," which has the effect of linking the user's "blockchain
account" to the marketplace. These terms are briefly discussed below, along with some examples of common
NFT marketplaces.

BLOCKCHAIN ACCOUNTS

A blockchain account is essentially an address on the blockchain. It allows the blockchain ledger to associate
a specific token—such as cryptocurrency, an NFT, or another type of crypto token—with a specific user.

Blockchain accounts are anonymous. For instance, an Ethereum account number starts with the prefix "0x,"
which is followed by a 40-digit alphanumeric code; there is no personally identifying information. Users can,
however, choose to publicly associate themselves with their blockchain accounts, thereby removing anonymity.

BLOCKCHAIN WALLETS

Because the blockchain is a ledger containing millions of entries (Ethereum currently processes over one
million transactions daily) between 40-digit account numbers, it is practically impossible for a user to read the
blockchain. Blockchain wallets are computer code and programs that read the blockchain and display for the
user the assets listed as owned by the user's blockchain account. The wallet also allows the user to conduct
transactions.

Copyright © 2021 Holland & Knight LLP All Rights Reserved 5
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Blockchain wallets do not hold any crypto tokens. Rather, if a blockchain account is like a bank account (a
number on a ledger), a blockchain wallet is like a bank's application on a smartphone (giving the user access
to see what is in the account).

COMMON NFT MARKETPLACES

Some common NFT marketplaces are:

B OpenSea. The largest NFT marketplace. It is considered a "catch all" marketplace, as it does not focus on
any specific class of underlying asset.

B Rarible. Issues the RARI token—conveying a form of "ownership" in the platform—to active users of the
platform, allowing those users to vote on certain issues. Rarible does not require a user account to utilize
the marketplace. It also connects to OpenSea to broaden its reach.

B NiftyGateway. Markets itself as a platform for artists to sell digital works via timed "drops" that allow the
creator to collect a royalty on subsequent resales of the original work.

B NBA TopShot. Offers officially licensed collectibles in the form of video clips, or "moments," of NBA
players.

B Digital Trading Cards. Curates listings from OpenSea for NFTs in the collectibles and trading card
spaces.

TYPES OF WORKS BEING MINTED INTO NFTS

When creating ERC-721 in 2018, the standard's creators stated that NFTs are "also known as deeds," that
their rationale for creating the standard was "tracking distinguishable assets," and that future uses "include
tracking real-world assets, like real-estate." While real estate transactions have not yet been turned into NFTs,
a wide variety of items have been minted into NFTs, such as:

Music

Sneakers and shoes

Digital art

Physical art

Videogame assets (such as unique swords and player skins)
Virtual real estate

There is almost no limit as to what can be minted into an NFT. If the minimum technical requirements of the
NFT standard being used are satisfied, an NFT can be minted.

KEY ISSUES IN NFT MARKETPLACE LICENSES AND USER AGREEMENTS

When counseling clients who wish to create or use an NFT marketplace, key issues to consider include:

B The relevant blockchain and associated NFT standard
B Gas fees for minting NFTs

B Transaction fees

B Setup fees

Copyright © 2021 Holland & Knight LLP All Rights Reserved 6
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B Withdrawal fees and limitations

B Relevant rules and regulations

B Continuing royalties for creators

B Infringement and counterfeiting issues

Each is discussed below.

RELEVANT BLOCKCHAIN AND NFT STANDARD

NFT marketplaces exist on different blockchains which, in turn, have different NFT standards, which are not
interchangeable. While it is possible to move an NFT from one blockchain to another, it may not necessarily
be easy. Thus, when counseling clients who wish to create or use an NFT marketplace, be sure to:

B |dentify the blockchain and associated NFT standard (while the Ethereum blockchain and its ERC-721
standard is the most common and popular, there are other blockchains, standards, and sub-standards,
each with its own advantages and disadvantages)

B Analyze their various capabilities, restrictions, and costs, such as:
= Transaction costs (e.g., the Bitcoin (BTC) blockchain can technically mint NFTs but transaction costs
on the BTC chain create a strong financial disincentive to do so)
= The overall number of users buying and selling NFTs on a particular blockchain (the more users, the
more liquidity in a marketplace)

You should work with the client's technical team when undertaking this review, as it implicates technical
requirements along with financial and legal considerations.

GAS FEES FOR MINTING NFTs

Due to the nature of current blockchains, there will always be fees (known as "gas" fees) for minting an NFT,
which requires computing power and other resources such as energy. When advising clients, you must
determine how much those fees are and who—the marketplace or the user—will be responsible for paying
them.

Gas fees can be extremely expensive and vary widely. For instance, the gas cost to mint an NFT on Ethereum
started at only a dollar or two but has since increased and can exceed hundreds of dollars per NFT. This is
because pricing for gas is dynamic—the busier a blockchain is (such as Ethereum), the higher the gas fees

(in other words, you need to pay more to ensure your transaction gets processed). Additionally, gas is paid

in the subject blockchain's cryptocurrency, which is subject to exchange rate fluctuations against traditional
currencies (such as the dollar).

Many marketplaces require the user to pay for the gas, but others (such as OpenSea) do not. This is usually
done in one of two ways:

B By using a sidechain
B Lazy minting

Copyright © 2021 Holland & Knight LLP All Rights Reserved 7


https://eips.ethereum.org/EIPS/eip-721
https://eips.ethereum.org/EIPS/eip-721

Holland & Knight

XEE=ERSEINESH

A sidechain is a different but compatible blockchain that operates alongside of, but distinct from, the main
blockchain. NFTs can be transferred from the sidechain to the main chain such that a marketplace is not forced
to operate on a single chain.

There are various benefits and potential drawbacks of using a sidechain for an NFT marketplace:

B Benefits. Benefits of sidechains include:
= Less traffic than the main blockchain
= Potentially lower creation and transfer costs
= Faster transaction processing

B Drawbacks. Potential drawbacks of sidechains include:
= Additional steps that can result in friction and added complexity
= Users utilizing multiple marketplaces may not have a seamless experience across marketplaces
= Possible messaging and public relations issues

Lazy minting refers to the practice of not minting an NFT until there is a recorded sale, at which point the NFT
is both minted and transferred. While the minting may appear to be "free," note that the cost of minting may
actually be included in the transaction fee charged by the marketplace.

Also bear in mind that larger NFTs, such as those that incorporate digital artwork with large file sizes, will cost
more in gas fees to mint than smaller NFTs. To reduce NFT size (and minting costs), many users mint NFTs
that do not themselves contain the asset being transferred but instead contain only a link or other access right
to the asset, which is stored elsewhere. However, if storing the asset outside of the NFT, you must address

a host of other issues, such as:

=  Where the asset is stored
= How it is stored

= How access is granted

= How security is maintained

TRANSACTION FEES

Marketplaces can elect to charge fees for transactions. Fees can be charged to the seller, the buyer, or both.
Fees can be charged upfront (such as a listing fee) or taken from the proceeds of the transaction.

SETUP FEES
Some marketplaces charge a setup fee or otherwise restrict who can join the marketplace to applicants only
(such as NiftyGateway and SuperRare, which require creators to apply to create NFTs on their marketplaces).

These marketplaces are often trying to curate the NFTs offered for sale to increase quality and reduce
potential scams.

WITHDRAWAL FEES AND LIMITATIONS

Some marketplaces (such as NBA TopShot) place restrictions on the ability of users to withdraw the proceeds
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of sales of NFTs. For instance, they might charge withdrawal fees and/or restrict the timing and amounts of
withdrawals.

RELEVANT RULES AND REGULATIONS

Somewhat related to withdrawal fees and withdrawal limitations are the financial regulatory and tax
considerations. Many states regulate the use of cryptocurrencies. Thus, you will need to ensure you are in full
compliance with the laws of every state that may affect your client. For guidance on such laws, see {Virtual
Currency State Law Survey}.

For clients that are considering operating a marketplace, you will also need to review federal rules and
regulations regarding transfers of money. Restrictions related to compliance need to be included in user
agreements.

CONTINUING ROYALTIES FOR CREATORS

Proponents of NFTs regularly argue that continuing royalties for creators of works is a substantial benefit of
NFTs. Note, however, that such royalties may not always be part of an agreement. You will need to determine
whether continuing royalty payments exist and, if so:

B Who pays the royalties
B Whether a given marketplace will also take a commission on royalty payments

INFRINGEMENT AND COUNTERFEITING ISSUES

Marketplaces may be liable for indirect infringement of copyrights and trademarks. If your client is considering
operating a marketplace, you will need to put in place policies and procedures for handling Digital Millennium
Copyright Act (DMCA) takedown notices and other infringement allegations. These should address, among
other things, whether and how user accounts and/or allegedly infringing NFTs will be restricted (such as
prohibitions on displaying an infringing NFT).

For a sample policy, see {Website Copyright Policy}. For more information on the DMCA, see {DMCA
Compliance and Enforcement} and {DMCA Safe Harbor for User-Generated Content}.

COPYRIGHT OWNERSHIP CONSIDERATIONS

Another key consideration is who owns the intellectual property rights for assets that are minted into NFTs. For
copyrightable works, except in the case of a work made for hire, the author of a work owns the copyright. See
{Copyright Fundamentals} and {Works Made for Hire}. However, because a copyright is distinct and separate
from the underlying work, a sale of the work does not necessarily transfer ownership from the owner to a
subsequent purchaser, absent an assignment or exclusive license. See {Transfers of Copyright Ownership}
and {Assignments of Copyrights}. For instance, a person who purchases a painting would generally own the
painting itself (and would be able to sell or dispose of the painting under copyright's first sale doctrine) but
would not own the copyright in the painting. In this circumstance, if the purchaser minted an NFT of the
painting, such act would likely constitute infringement.

Given the above, you should review an NFT to determine:

Copyright © 2021 Holland & Knight LLP All Rights Reserved 9
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B Which copyright(s), if any, are implicated by the NFT
B Whether the party transferring the NFT owns the copyright(s)
B Whether the transferor (if the lawful owner) wishes to transfer copyright ownership with the NFT

If there are no ownership or infringement issues and the transferor wishes to transfer copyright ownership
along with the NFT, they might wish to divide the various rights associated with a copyright (known as
exclusive rights) and parcel them out to different holders. These rights include the rights of:

Reproduction
Distribution
Adaptation
Performance
Display

See {Exclusive Rights of Copyright Owners}.

For example, with respect to music minted into an NFT, you could draft the associated smart contract with
provisions that provide performance rights only to the purchaser of the NFT while retaining all other rights for
the artist, who could then sell one of those other rights (such as the synch rights) to a different purchaser of
a separate NFT. The open nature of the blockchain means it is relatively easy to track these various rights as
they pass from party to party and makes tracking any associated royalty streams relatively easy compared to
current standards. For more on music contracts, see {Music Contracts}.

Lastly, note that NFTs themselves are likely not copyrightable, given that U.S. law requires works of authorship
to be "fixed in any tangible medium of expression" to be eligible for copyright protection. See 17 U.S.C. §
102(a). NFTs themselves are intangible and are therefore likely outside the scope of U.S. copyright law.

This excerpt from Practical Guidance®, a comprehensive practical guidance resource providing insight from
leading practitioners, is reproduced with the permission of LexisNexis. Reproduction of this material, in any
form, is specifically prohibited without written consent from LexisNexis.
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SEC Issues First-Ever Penalties for Deficient Cybersecurity
Risk Controls

By Ira N. Rosner and Shardul Desai

HIGHLIGHTS

B The U.S. Securities and Exchange Commission (SEC) has launched a stunning salvo across the bows of
public companies with its announcement of civil monetary penalties and a cease-and-desist order against
First American Financial Corporation (FAFC) for deficient disclosure controls and procedures related to
cybersecurity risks. Combined with the New York State Department of Financial Services' (NYSDFS) first-
ever charges for violating the NYSDFS' Cybersecurity Regulations, FAFC has been battling regulators on
multiple fronts for the same cybersecurity risk management failure.

B The warning bells and the grace periods appear to be over as the SEC and NYSDFS are now using their
enforcement powers to ensure that companies implement robust cybersecurity risk management systems.

B With cyberattacks ever present and constantly evolving, it is only a matter of time that a company's
cybersecurity risk management efforts and related controls, as well as corporate governance, will be
exposed to regulatory scrutiny.

The U.S. Securities and Exchange Commission (SEC) has launched a stunning salvo across the bows of
public companies with its announcement of civil monetary penalties and a cease-and-desist order against

First American Financial Corporation (FAFC) for deficient disclosure controls and procedures related to
cybersecurity risks.” Combined with the New York State Department of Financial Services' (NYSDFS) first-ever
charges for violating the NYSDFS' Cybersecurity Regulations,? FAFC has been battling regulators on multiple
fronts for the same cybersecurity risk management failure. In addition to the regulatory front, the NYSDFS
action formed the basis of a shareholders' derivative suit against FAFC and its board of directors,® as well as

a number of purported consumer class-action lawsuits.

The warning bells and the grace periods appear to be over as the SEC and NYSDFS are now using their
enforcement powers to ensure that companies implement robust cybersecurity risk management systems.*
With cyberattacks ever present and constantly evolving, it is only a matter of time that a company's
cybersecurity risk management efforts and related controls, as well as corporate governance, will be exposed
to regulatory scrutiny. To avoid substantial monetary penalties and other sanctions, companies need to
develop comprehensive cybersecurity risk management standards and to test and upgrade their effectiveness
regularly.

THE FAFC CASE

FAFC provides title insurance policies on residential and commercial real estate properties as well as

closing and escrow services. On May 24, 2019, a cybersecurity journalist notified FAFC's investor relations
personnel that its web application for sharing document images related to title and escrow transactions had a
cybersecurity vulnerability that exposed sensitive personal information from more than 800 million documents
from real estate transactions, including bank account numbers, mortgage and tax records, Social Security
numbers, wire transactions receipts and drivers' licenses images. After FAFC shut down external access to
this web application, the journalist published an article regarding the vulnerability.®
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On May 28, 2019, the first trading day following the publication of the article, FAFC filed a Form 8-K and press
release with the SEC regarding the vulnerability. Unbeknownst to the senior executives responsible for the
Form 8-K disclosure, FAFC information security personnel had learned about this vulnerability months earlier,
failed to remedy the problem and, most importantly in the context of the SEC enforcement action, failed to
communicate the issue to senior information security management prior to the journalist's warning. Moreover,
between the journalist's warning and the Form 8-K disclosure, FAFC's chief information security officer and
chief information officer learned of the information security personnel's prior knowledge of the vulnerability but
failed to communicate this fact to FAFC senior executives responsible for the Form 8-K disclosure (including
the CEO and CFO).

SEC ENFORCEMENT ACTION: UNKNOWN CYBERSECURITY RISK IS BASIS FOR ENFORCEMENT

On June 15, 2021, the SEC announced that it had settled its enforcement action against FAFC with an agreed
to cease-and-desist order and a civil monetary penalty of $487,616. The SEC found that FAFC's deficient
disclosure controls and procedures related to cybersecurity risks violated Rule 13a-15(a) under the Securities
Exchange Act of 1934, as amended (Exchange Act), which requires issuers registered under Section 12 of the
Exchange Act to maintain disclosure controls and procedures to ensure the timely and accurate reporting of
information as required by the SEC's rules and forms.

The SEC concluded that FAFC senior executives lacked information necessary to evaluate FAFC's
cybersecurity responsiveness and the magnitude of the risk from the web application's vulnerability at the
time they approved the Form 8-K. Despite being in the business of providing services related to real estate
transactions, the SEC determined that FAFC ". . . did not have any disclosure controls and procedures related
to cybersecurity, including incidents involving potential breaches of that data."® In announcing this settlement,
the chief of the SEC Enforcement Division's Cyber Unit warned that "[i]ssuers must ensure that information
important to investors is reported up the corporate ladder to those responsible for disclosures."’

The SEC action against FAFC is notable on a number of levels. For one, this enforcement action is the first-
ever finding of a violation under Rule 13a-15(a) with respect to disclosure controls and procedures related to
cybersecurity risks after nearly a decade of such warnings. In its initial 2011 guidance concerning cybersecurity
risks and disclosure obligations regarding cyber incidents, the SEC warned companies to evaluate potential
deficiencies in their disclosure controls and procedures with respect to cybersecurity matters.® In 2018, the
SEC updated this guidance, in part, specifically to stress "the importance of maintaining comprehensive
policies and procedures related to cybersecurity risks and incidents" in order to ensure that relevant
information about cybersecurity risks and incidents is processed and reported up the corporate ladder to
enable senior management to make accurate disclosures and related certifications.® Since the 2018 guidance,
the SEC has published additional advisories concerning the development of cybersecurity risk governance
standards.’ With the FAFC action, the SEC has moved from guidance to enforcement, raising the stakes
where public companies fail to implement robust cybersecurity risk management systems and related
disclosure procedures.

On another level, this action continues the SEC's recent trend to deal with disclosure-related matters through
rules related to internal control over financial reporting and disclosure controls and procedures.’' By eschewing
claims under securities disclosure laws, such as Sections 10 and 18 of the Exchange Act and rules thereunder,
the SEC avoids the need to establish whether a disclosure was materially misleading or whether the disclosure
failure involved scienter or other culpable behavior or knowledge of the persons making the disclosure. Rather,
the SEC simplifies its inquiry to determine whether corporate controls and procedures alerted senior
executives of particular facts and information.

Clearly, the SEC is using controls and procedures enforcement to drive cyber disclosure and to compel
corporate governance standards similar to the way that executive compensation practices were influenced
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by the disclosure mandates of the Compensation Disclosure and Analysis section required in proxy
statements. Nevertheless, with the pervasiveness and severity of cyberattacks, it may be only a matter

of time before a company's cybersecurity risk management systems fall within the regulatory (and plaintiffs'
bar) crosshairs.

NYSDFS ACTIONS

The SEC is not the only agency using its regulatory powers to compel companies to develop comprehensive
cybersecurity risk management systems. NYSDFS is the state government agency responsible for regulating
New York financial services industries, including banks, insurance companies and mortgage loan servicers.
NYSDFS issued detailed Cybersecurity Regulations, fully effective in March 2019, that set forth minimum, yet
comprehensive, cybersecurity risk management systems.'” Under the Cybersecurity Regulations, New York
financial services industries must have written policies concerning 14 cybersecurity risk factors,'® and a written
incident response plan,’ conduct annual penetration testing,'® file annual certifications'® and more.

On July 22, 2020, the NYSDFS announced cybersecurity charges against FAFC. These charges, which are
set for a hearing later this year, carry penalties of up to $1,000 per violation, with each instance of nonpublic
information in the 800 million documents exposed constituting a separate violation."” The charges against
FAFC were the NYSDFS first-ever cybersecurity enforcement action; however, within a year, NYSDFS
announced three settlements for violations of the Cybersecurity Regulations with penalties ranging from
$1.5 million to $3 million."®

KEY TAKEAWAYS

To avoid substantial regulatory and civil claims, fines and penalties, public companies should carefully review
their cybersecurity risk management systems, as well as their internal controls over financial reporting and
disclosure controls and procedures related to cybersecurity risk. These controls, procedures and cyber-risk
management policies should be reviewed by multifunctional teams, including personnel from information
technology, internal audit, risk management and, particularly for companies operating in highly regulated
industries such as financial services or that are otherwise consumer-facing, legal counsel with cyber
expertise. Companies should consider enhancing written policies and procedures with respect to the

various cybersecurity risk factors, establishing effective reporting structures for communicating cybersecurity
vulnerabilities and cyber incidents to senior executives, developing protocols for monitoring and testing,
preparing written incident response plans, and assessing various technical vulnerabilities. Moreover, because
of the constantly evolving nature of cyberattacks and cybersecurity risks, regular review and testing of
cybersecurity governance standards should be considered. Additionally, upon learning of cybersecurity
vulnerabilities and/or cyber incidents, public companies need to quickly assess their reporting obligations

to investors, the SEC and other regulatory agencies.

For more information or guidance on how to avoid an SEC enforcement action regarding cybersecurity risks,
contact the authors or another member of Holland & Knight's Public Companies and Securities Team or Data
Strategy, Security & Privacy Team.

Notes

1 See SEC press release dated June 15, 2021: SEC Charges Issuer With Cybersecurity Disclosure Controls Failures and
the related SEC Order.
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2 See NYSDFS press release dated July 22, 2020: Department of Financial Services Announces Cybersecurity Charge
Against a Lending Title Insurance Provider for Exposing Millions of Documents With Consumer' Personal Information and
the related charges.

8 Hollett v. Gilmore, Case No. 1:20-cv-01620 (D. Del. Nov. 25, 2020); see also "First American hit with Dervatives Suit
Over Data Breach," Rachel O'Brien, Law 360, Nov. 30, 2020.

4 Indeed, as this Holland & Knight alert is being published, numerous public companies are receiving inquiries from the
SEC investigating the impact of the SolarWinds cyberattack and indicating the SEC's intention to enforce failures to
appropriately disclose effects of the attack.

5 See "First American Financial Corp. Leaked Hundreds of Millions of Title Insurance Records," Brian Krebs, Krebs On
Security, May 24, 2019.

6 SEC Order.

7 SEC press release dated June 15, 2021: SEC Charges Issuer With Cybersecurity Disclosure Controls Failures.

8 See SEC Division of Corporate Finance, CF Disclosure Guidance: Topic No. 2, Oct. 13, 2011.

9 See SEC, Commission Statement and Guidance on Public Company Cybersecurity Disclosures, Feb. 21, 2018.

0 See, e.g., SEC Office of Compliance and Inspection and Examination, Cybersecurity and Resiliency Observations.

1 See, e.g., the SEC's cease-and-desist order and $20 million civil money penalty against Andeavor LLC for a failure to
maintain adequate internal controls in connection with entry into a 10b5-1 plan for share repurchases.

2 See Part 500 of Title 23 of the New York Codes, Rules and Regulations (CRR-NY).
1323 CRR-NY § 500.3.

423 CRR-NY § 500.16.

523 CRR-NY § 500.5

623 CRR-NY § 500.17

7 See NYSDFS press release dated July 22, 2020: Department of Financial Services Announces Cybersecurity Charge
Against a Lending Title Insurance Provider for Exposing Millions of Documents With Consumer' Personal Information.

8 See NYSDFS press release dated March 3, 2021, Department of Financial Services Announce Cybersecurity
Settlement with Mortgage Lender; NYSDFS press release dated April 14, 2021, DFS Superintendent Lacewell Announces
Cybersecurity Settlement with Licensed Insurance Company; NYSDFS press release dated May 13, 2021, DFS
Superintendent Lacewell Announce Cybersecurity Settlement with . . . Life Insurance Companies.

Copyright © 2021 Holland & Knight LLP All Rights Reserved 21


https://www.hklaw.com/en/insights/publications/2021/06/sec-issues-first-ever-penalties-for-deficient-cybersecurity-risk#_ednref2
https://www.dfs.ny.gov/reports_and_publications/press_releases/pr202007221
https://www.dfs.ny.gov/reports_and_publications/press_releases/pr202007221
https://www.hklaw.com/en/insights/publications/2021/06/sec-issues-first-ever-penalties-for-deficient-cybersecurity-risk#_ednref3
https://www.hklaw.com/-/media/files/insights/publications/2021/06/hollettvgilmore.pdf?la=en
https://www.law360.com/articles/1332863/first-american-hit-with-derivative-suit-over-data-breach
https://www.law360.com/articles/1332863/first-american-hit-with-derivative-suit-over-data-breach
https://www.hklaw.com/en/insights/publications/2021/06/sec-issues-first-ever-penalties-for-deficient-cybersecurity-risk#_ednref4
https://www.hklaw.com/en/insights/publications/2021/06/sec-issues-first-ever-penalties-for-deficient-cybersecurity-risk#_ednref5
https://krebsonsecurity.com/2019/05/first-american-financial-corp-leaked-hundreds-of-millions-of-title-insurance-records/
https://www.hklaw.com/en/insights/publications/2021/06/sec-issues-first-ever-penalties-for-deficient-cybersecurity-risk#_ednref6
https://www.sec.gov/litigation/admin/2021/34-92176.pdf
https://www.hklaw.com/en/insights/publications/2021/06/sec-issues-first-ever-penalties-for-deficient-cybersecurity-risk#_ednref7
https://www.sec.gov/news/press-release/2021-102?utm_medium=email&utm_source=govdelivery
https://www.hklaw.com/en/insights/publications/2021/06/sec-issues-first-ever-penalties-for-deficient-cybersecurity-risk#_ednref8
https://www.sec.gov/divisions/corpfin/guidance/cfguidance-topic2.htm
https://www.hklaw.com/en/insights/publications/2021/06/sec-issues-first-ever-penalties-for-deficient-cybersecurity-risk#_ednref9
https://www.sec.gov/rules/interp/2018/33-10459.pdf
https://www.hklaw.com/en/insights/publications/2021/06/sec-issues-first-ever-penalties-for-deficient-cybersecurity-risk#_ednref10
https://www.sec.gov/files/OCIE%20Cybersecurity%20and%20Resiliency%20Observations.pdf
https://www.hklaw.com/en/insights/publications/2021/06/sec-issues-first-ever-penalties-for-deficient-cybersecurity-risk#_ednref11
https://www.sec.gov/litigation/admin/2020/34-90208.pdf
https://www.hklaw.com/en/insights/publications/2021/06/sec-issues-first-ever-penalties-for-deficient-cybersecurity-risk#_ednref12
https://www.hklaw.com/en/insights/publications/2021/06/sec-issues-first-ever-penalties-for-deficient-cybersecurity-risk#_ednref13
https://www.hklaw.com/en/insights/publications/2021/06/sec-issues-first-ever-penalties-for-deficient-cybersecurity-risk#_ednref14
https://www.hklaw.com/en/insights/publications/2021/06/sec-issues-first-ever-penalties-for-deficient-cybersecurity-risk#_ednref15
https://www.hklaw.com/en/insights/publications/2021/06/sec-issues-first-ever-penalties-for-deficient-cybersecurity-risk#_ednref16
https://www.hklaw.com/en/insights/publications/2021/06/sec-issues-first-ever-penalties-for-deficient-cybersecurity-risk#_ednref17
https://www.dfs.ny.gov/reports_and_publications/press_releases/pr202007221
https://www.dfs.ny.gov/reports_and_publications/press_releases/pr202007221
https://www.hklaw.com/en/insights/publications/2021/06/sec-issues-first-ever-penalties-for-deficient-cybersecurity-risk#_ednref18
https://www.dfs.ny.gov/reports_and_publications/press_releases/pr202103031
https://www.dfs.ny.gov/reports_and_publications/press_releases/pr202103031
https://www.dfs.ny.gov/reports_and_publications/press_releases/pr202104141
https://www.dfs.ny.gov/reports_and_publications/press_releases/pr202104141
https://www.dfs.ny.gov/reports_and_publications/press_releases/pr202105131
https://www.dfs.ny.gov/reports_and_publications/press_releases/pr202105131

Holland & Knight

XEE=ERSEINESH

X B 5T RS H YO 2% 224 R ESHZ HITE TR 2 BT BT AR5

EC{E#: Ira N. Rosner % Shardul Desai

B REIEFRZHEAS (SEC) X EWAFINE 7 NREIAT S, B x5 —SEemM AR (FAFC) i
H RFF TR S 1R 4, R AR X 2% 22 4 RS DR R 7 U T A AT BB o N B 1209 H < Rl 558 (NYSDFS
) B PR HiFE Y Hd ) NYSDFS 1M 4% 22 4k, FAFC — BLES W B HUA At [R] — D0 2% 22 4 XU 5 2 2R
0 T R AT 22 05 T 4=

BT REIEF SR e (SEC) MAIZY e ss# (NYSDF)  H Hi IEAEA FH HPIEAT 1R PR 2528 7] 5K
TR fE R X 2% 2 e KU B B AR g, B T RO FROPMBLF- C 22 453K 1

W [EE RIS IR AR AT, o W) A RN 4% 2 4 XS B B AR AT S 2] DA K 22w BEURE 52 21 8 o &
HEIR [ ] L,

EEEHZ ST 2 (SEC) X EMAFEIFE T4 NEHENITE, B4 7HE-ELEEHAR (FAFC) fitt K
HI RN IEA S TR R & FLAE Y 285 22 4 A AR ¢ 143 28 42 RO PP A A SR e . i B4l 20 S mi R 25358 (
NYSDFS) HifTAA Mt Hid & NYSDFS (M4 % 4xiE M, 2 FAFC —BL/ES M WLk ] — P48 22 4 UG
PRI () 1) BT 2 T 4. BRIAAS T AF, NYSDFS (4TI MR T I 4% FAFC Jt K H ot A= iF
VA 5 DL S H — A 18] B 5t ()7 B SRR R VA IR SRt

BRI C 285K, BIONRENERAL & R e (SEC) MALIM GRS (NYSDF) H A 1IEEfEH
FLPRIFBU A R 75 2 ) St A e P X 2 22 4 XU 8 PR AR G BB I 2% AL AN H BT 883, 2 ) ) R 4%
24 WSS B AR RIAR S LR A w] IR B 52 2 8 o A RURIR L e Oy 1 G T A AR AL 31, &
) e A A ) R 4 2 A ARG B AR A, O JI AN B AT T

FAFC &

FAFC 3R UL AR b ™ 7 BUORBG LA R AZ RIMIFEE IR ST . 2019 4E 5 H 24 H, — M4 22 4nid & @R
FAFC Bt #H X R A, &1 FAFC Fl T 365 5P BUNIFEE 52 2 FH 50 (1 SO BB I I 2% I IR PP A7 AE R 45 22
SR, %IRRT 8L i AL G SO R U A R, BEIRATIKS . IR SO, s R
SHY. HICAR SR SRS . {E FAFC SEHIHZ M 48 N FE P AN Vi G, 88 RE T — RS Ti%IRIER
WE. °

20194E 5 F 28 H, B C&ERAGGEHE N5 H, FAFC [ SEC #2387 —1r 8-K FA% A &I (10357 [R5 -
177 8-K KA R M BB H N RAHE] FAFC E R 2N RN H TS TR 71X — IR, (ARG A 8

, B[R SEC Sk Tsh—53, fEidE R IHES 2 iR R Z N EE ME R G R w4 EHE. Ak, fEid
HEER 8-K B FE2 0], FAFC ¥ ELEEMERERE TS B2 N AF L miEZw, B
REBr X —F s a6 o7 8-K BTN FAFC B EH AL (BHEFHITEAEFEUSE) .

Copyright © 2021 Holland & Knight LLP All Rights Reserved 22



https://www.hklaw.com/en/professionals/r/rosner-ira-n
https://www.hklaw.com/en/professionals/d/desai-shardul

Holland & Knight

XEE=ERSEINESH

SEC PWETH): AREIHIMLE 224 KGR PIE I ZEAl

202196 H 15 H, EKEIFHFZLHZERe (SEC) EAiE C&iliid FAFC Rl 1har 4 LA 487,616 oI R
FIR S FAFC B HAGEATAERL T FIfiE. SEC KM, FAFC 552224 KUK AR O R4 &5 428 AR P A7 LE BRI
, B TEBITN 1934 F GIEFRACHE) 5 13a-15 (a) &HUE, MHZSFRERIRYE GIEFRAS 5D 55 12 %
TEM T AAT MR S I AIRE R, DA R AZ [ SEC KN AN RS R K I e AR 7515 8

SEC 3 15181008, FAFC mZUE BN RAEHEHE 8-K RGN, S b B (5 EORVFAL FAFC (111 2% 22 22l b g
JIFN R 2% N F R P IR R ) AR R o RV R R AL 5 P b 758 ARG I IR S5, SEC i FAFC™. I8 AR 51
2 oS CHRI T REith B Bl O AF) BB ERAR AR 7o " SAE B AT LAY, SEC SIEHRTT A R 45
AL ST NEH U "RAT N R B BN AR B R e R AR .

SEC %t FAFC MATaifE 2 MR I EAMEER . H, B IETERARIT HER M 2 e K E S 25

» HIRUIHIR 13a-15 () FU A SR 1 HI AR P AT N B ER 1R AEL 2011 SR 96T W 45 22 4 XU AT kA
LREEAF R SR ARTR R T, SEC i 254 W N VAl 9 2% 22 e S TR e 47 Al AURE P o (TR FE R - © 2018
., SEC X IZARRIREAT 1 #B7> HH, IR 55 R " DR A 5 W0 2 2 e XS AT ZEE P A O F) 2 T BOR AN AR e 1Y) B 2
CUR DRAE 23 =) J= 10 _E A EEARIR 55 5 R 4 2 4 KU AN SRR ROAROGAE 2., (e 20 B RS AR H VR A (O30 s A AH 5%
WiE. © B 2018 5 R AT LK, SEC KAl 1 o0 Tl g M 2% 2 4 A if AR HE A A b2 I . "0 BB FAFC 1T3)

,» SEC CAFRRIFE FIHAAT, M I 1 T 23 W) 7R AR e St i 4 0 o0 245 22 4 XU B R G A SR B AR PP O A 0L B
RIS o

£ —NEME L, ZATHIES: | SEC FuL iy, RIVIEI 50 5535w A BT il LA KA 42 i AR P A 5 LU
RACHEE A RF S BT RIRIE T IR M BRI, W (EHE) 585 10 S0 AIEHE 18 25 LT iR,
SEC A ZEff € e 2 15 AT KR TUE,  BE R BEREER AL 0 LM 45 R 1O N 53 AR AT B LA B 32 3 5
MAT BN . A, SEC MRk T Al A wl il FIFR P & 75 P i 208 BN DT R A SRS R i

LA, SEC IEAEE 1% B ARE 7 PIEAT B RAES 5455, FFI0 08 22 F)A B AR UE 5 AT U W1 3 I o AT
3 b 7 v 52 B 9 45 i EORBL HON = B SO AR L. SRTAT,  H T R I A A E A, A R AR 2%
AN ARGVEANRE O S HITD 17 I 2 0 0 i) AL

NYSDFS 4T3l

SEC FFAEME—— A H B E B8 ME AR RS G M N AR G . NYSDFS 52 7 5t i 4l
2R sk CRARIRAT . ORES A R MRS DEIR ST BRI . NYSDFS KAl 1 FEAHIK R 45 2 4k
M, T 2019 4 3 JamAR, FHrPHUE 1 SRR BE(H 4 A 45 22 4 XU B AR GE R . 12 AR I 2% 22 4ik
» AL ERARSTAT WAL T E A K 14 DS e SRR S IBeR © Bl RN R Y BT E R E
A 5L SRAAEEUEF 10 R A BE 2 it

2020 47 1 22 H, 41%01 NYSDFS B A%t FAFC (8% 54, BEbili T4 I L (R 1T ITIE 2,
UG IR B AL LA 1000 FTB00 13K, 8 126301 o 10—Vl AT (2 L M85 MU S 3 s AT g, 7
%t FAFC [tk NYSDFS ¥ K 1% 2 & kA7 80; AT, £E—EP, NYSDFS BAi 7 =M1 b 4 %
SABIGRIRE, TIE 150 J13 76 300 /%A, ©°

Copyright © 2021 Holland & Knight LLP All Rights Reserved 23



Holland & Knight

XEE=ERSEINESH

VG R EA R R G  TRAL T, Bl AR NATA S B M e A E ARG, A KRS w4
JRISE (R0 55 41 357 4B e 128 ) AR PP ) PA B b o TR l] L R 3 AR X 2% IRy 6 BRI SR v 22 T R [T BAEAT o
BREREEEER. WERH TR X E BN 51, JOHNS eI 55 4 van B AT VA2 1Y 2 =) B e ¥ 9%
I, N A 2% b RTR R ] B Ao A W 2% B8 T S X 8 A X 2% 22 4 XS P 3R 1) A5 TR BRI »
FENT A RN AR, K W 2% 2 iR A 2% S AR TR gy U BN B, 1 M AN P, 9 S A5 T A ]
A 2] R A = i 52 N U I o P 2 < 32 s S og N o 8 N T ) i rs 9t s R S
LAREAE. BRAL, AE TR 2% 2 iR TR A/ B 2% S, BT A R R B PG DA O BB . SEC AL
(ERARER IR ANRE S E

A R AT G SEC B0t P 256 22 4 KU R I RIEAT 20 (1038 215 2 8lidE 7, 151 A Holland & Knight [ 1= 117 23 7] A1l
U7 AT A B A S | 22 4 RIS AT BN R 1 25 Bl Rt 1l 57

B

'S N EEIEFFAL SR A2 2021 4 6 15 HAGHERR: 58 FEUETF A0 5 Ze 03 2o 42 S AT N 2% 22 4 il 7 1) R ORI 5 1) 5%

22 )L NYSDFS F 2020 £ 7 H 22 H ARBTG5 S s Aot S0 A BUOR B S (L i A 295 22 4= B - [A]
NZARBER R T ROA T S B A NS B S LR AR B A

® Hollet v. Gilmore, ZE{#4i % 1:20-cv-01620 (D. Del. 2020 4 11 H 25 H) 5 53 W5 [ (o DA 5k i e e iy 2B )
UAf1\", Rachel O'Brian, % 360, 2020 4 11 / 30 H.

49z b, 7£ Holland & Knight &7 SC 3 R AR, ¥F2 LA A IEEFZ SEC 55T SolarWinds [ £ 25 o F) 5 i) 1) 1 75
» FFRIR SEC 1 50 R BEIE 24 4 B i FE i H AT A AT 30

S ER S E b oy v R T AUy ARG LS, Brian Krebs, Krebs On Security, 20194E5 H 24 H.
6 SEC 4

7 SEC T 202146 A 15 HRAMKIF A : SEC 45 S A7 N 2% 22 A Pl a1 1 e

8 0.3 SEC AR &fbi, CFyszifrg: 12, 2011410 A 13 H.

99 W, SEC (KT Lii AF WM& A4k s il o A fide ) , 201842 A 21 H.

OZ W, i, W2 A eS¢, SEC AR E I A E .

W, i, EE SEC 195 1EAR4EEN Andeavor LLC [ 2000 /36t RFH Tk, BIHORAELER 51T 37 10b5-1 4 [B1 6
THRIFH < i 78 20 9 34

20, (LR, FMAIEE]Y (CRR-NY) % 23 &% 500 #5).

3 23 CRR-NY§500.3.

Copyright © 2021 Holland & Knight LLP All Rights Reserved 24


https://translate.google.com/translate?hl=en&sl=en&tl=zh-CN&u=https%3A%2F%2Fwww.hklaw.com%2Fen%2Fservices%2Fpractices%2Fcorporate-mergers-and-acquisitons%2Fpublic-companies-and-securities&sandbox=1
https://translate.google.com/translate?hl=en&sl=en&tl=zh-CN&u=https%3A%2F%2Fwww.hklaw.com%2Fen%2Fservices%2Fpractices%2Fcorporate-mergers-and-acquisitons%2Fpublic-companies-and-securities&sandbox=1
https://translate.google.com/translate?hl=en&sl=en&tl=zh-CN&u=https%3A%2F%2Fwww.hklaw.com%2Fen%2Fservices%2Fpractices%2Ftechnology-and-cybersecurity%2Fdata-strategy-security-and-privacy
https://translate.google.com/translate?hl=en&sl=en&tl=zh-CN&u=https%3A%2F%2Fwww.sec.gov%2Fnews%2Fpress-release%2F2021-102%3Futm_medium%3Demail%26utm_source%3Dgovdelivery
https://translate.google.com/translate?hl=en&sl=en&tl=zh-CN&u=https%3A%2F%2Fwww.sec.gov%2Flitigation%2Fadmin%2F2021%2F34-92176.pdf
https://translate.google.com/translate?hl=en&sl=en&tl=zh-CN&u=https%3A%2F%2Fwww.sec.gov%2Flitigation%2Fadmin%2F2021%2F34-92176.pdf
https://translate.google.com/translate?hl=en&sl=en&tl=zh-CN&u=https%3A%2F%2Fwww.dfs.ny.gov%2Freports_and_publications%2Fpress_releases%2Fpr202007221
https://translate.google.com/translate?hl=en&sl=en&tl=zh-CN&u=https%3A%2F%2Fwww.dfs.ny.gov%2Freports_and_publications%2Fpress_releases%2Fpr202007221
https://translate.google.com/translate?hl=en&sl=en&tl=zh-CN&u=https%3A%2F%2Fwww.hklaw.com%2F-%2Fmedia%2Ffiles%2Finsights%2Fpublications%2F2021%2F06%2Fhollettvgilmore.pdf%3Fla%3Den
https://translate.google.com/translate?hl=en&sl=en&tl=zh-CN&u=https%3A%2F%2Fwww.law360.com%2Farticles%2F1332863%2Ffirst-american-hit-with-derivative-suit-over-data-breach
https://translate.google.com/translate?hl=en&sl=en&tl=zh-CN&u=https%3A%2F%2Fwww.law360.com%2Farticles%2F1332863%2Ffirst-american-hit-with-derivative-suit-over-data-breach
https://translate.google.com/translate?hl=en&sl=en&tl=zh-CN&u=https%3A%2F%2Fkrebsonsecurity.com%2F2019%2F05%2Ffirst-american-financial-corp-leaked-hundreds-of-millions-of-title-insurance-records%2F
https://translate.google.com/translate?hl=en&sl=en&tl=zh-CN&u=https%3A%2F%2Fwww.sec.gov%2Flitigation%2Fadmin%2F2021%2F34-92176.pdf
https://translate.google.com/translate?hl=en&sl=en&tl=zh-CN&u=https%3A%2F%2Fwww.sec.gov%2Fnews%2Fpress-release%2F2021-102%3Futm_medium%3Demail%26utm_source%3Dgovdelivery
https://translate.google.com/translate?hl=en&sl=en&tl=zh-CN&u=https%3A%2F%2Fwww.sec.gov%2Fdivisions%2Fcorpfin%2Fguidance%2Fcfguidance-topic2.htm
https://translate.google.com/translate?hl=en&sl=en&tl=zh-CN&u=https%3A%2F%2Fwww.sec.gov%2Frules%2Finterp%2F2018%2F33-10459.pdf
https://translate.google.com/translate?hl=en&sl=en&tl=zh-CN&u=https%3A%2F%2Fwww.sec.gov%2Ffiles%2FOCIE%2520Cybersecurity%2520and%2520Resiliency%2520Observations.pdf
https://translate.google.com/translate?hl=en&sl=en&tl=zh-CN&u=https%3A%2F%2Fwww.sec.gov%2Flitigation%2Fadmin%2F2020%2F34-90208.pdf

Holland & Knight

XEE=ERSEINESH

4 23 CRR-NY§500.16.
5 23 CRR-NY§500.5
623 CRR-NY§500.17

"2 )L NYSDFS T 2020 4 7 H 22 HEAGRB M Gilik 55 il s A0 S CURITAT RO 0 i 5 i 2% 22 427 T 4
7, BovizdR it r it 78 A 2 E NS BT 73 4 3.

82 W, NYSDFS 2021 4 3 H 3 H AR A, NYSDFS S i D Dr o AT i 2% 22 4= A1 i s NYSDFS ¥ Il fisr,

H#A N 2021 £ 4 H 14 H, DFS 2 Lacewell 57 A7 5% VF 0] (R GG 2 i) ik il o] 2% 22 4= AT, NYSDFS #riE & H 1512 2021
£ 5H 13 H, DFS &5 Lacewell EA4i ... NFFLREG 2 5] 1K W 45 2 4= F iR o

Copyright © 2021 Holland & Knight LLP All Rights Reserved 25


https://translate.google.com/translate?hl=en&sl=en&tl=zh-CN&u=https%3A%2F%2Fwww.dfs.ny.gov%2Freports_and_publications%2Fpress_releases%2Fpr202007221
https://translate.google.com/translate?hl=en&sl=en&tl=zh-CN&u=https%3A%2F%2Fwww.dfs.ny.gov%2Freports_and_publications%2Fpress_releases%2Fpr202007221
https://translate.google.com/translate?hl=en&sl=en&tl=zh-CN&u=https%3A%2F%2Fwww.dfs.ny.gov%2Freports_and_publications%2Fpress_releases%2Fpr202007221
https://translate.google.com/translate?hl=en&sl=en&tl=zh-CN&u=https%3A%2F%2Fwww.dfs.ny.gov%2Freports_and_publications%2Fpress_releases%2Fpr202104141
https://translate.google.com/translate?hl=en&sl=en&tl=zh-CN&u=https%3A%2F%2Fwww.dfs.ny.gov%2Freports_and_publications%2Fpress_releases%2Fpr202105131

Holland & Knight

XEE=ERSEINESH

Tax and Non-Tax Considerations when Drafting Irrevocable Trusts

By Kenny N. Jefferson

An irrevocable trust is an incredibly flexible planning tool. But with great flexibility comes the need to make
many decisions. This article provides a guide for helping clients identify and work through some fundamental
decisions so the final product will reflect their non-tax and tax objectives. The advice is limited to standard
irrevocable trusts. Other considerations are raised by charitable trusts, grantor retained annuity trusts,
irrevocable life insurance trusts, and other special purpose trusts.

NON-TAX OBJECTIVES

A candid conversation with a client at the outset of the representation about the specifics of the beneficiaries'
life circumstances is a necessary first step in structuring a trust agreement that furthers the client's objectives.

Financial security. A common non-tax objective is providing security to the client's family and other loved
ones. But many also wish to limit the extent to which young adults have direct access to the resources set
aside for them until it is clear that they have the maturity and good judgment to use the resources responsibly.

Spendthrift planning. Often another non-tax objective is protecting beneficiaries, especially those with
substance abuse or other mental health challenges, from the poor decisions they likely would make if given
control over the assets.

Creditor protection. Most clients are interested in protecting trust assets from the claims of the beneficiaries'
creditors, including divorcing spouses.

Trust structure. Once a client's non-tax objectives are clear, the estate planning attorney has many tools that
may prove useful. In a conventional trust, the trustee holds legal title to the trust assets in a fiduciary capacity
and is charged with properly making distributions, investing the trust's assets, transacting on behalf of the
trust, filing tax returns, and generally acting as a custodian to maintain the books and records of the trust.
Now, however, jurisdictions are increasingly permitting the responsibilities of a trustee to be split to allow
certain decision-making authority to be delegated among advisors separate from the trustee. Before taking
certain actions the trustee must solicit or obtain the advisor's direction or consent.

For example, a separate advisor or group of advisors may be delegated the power to make distribution
decisions concerning the trust, often called a distribution advisor, whereas another advisor may control the
investment decisions (i.e., an investment advisor), sometimes in a manner unrestricted by the prudent investor
rules. This structure is generally referred to as a directed trust. The division of trustee decision-making powers
among advisors can help guard against a corporate trustee, in the business of mechanically administering
thousands of trusts and sometimes apt to lose sight of a grantor's original intent, from exerting too much
control and impeding the intended function and administration of the trust for a grantor's beneficiaries.

An additional consideration is that each state jurisdiction has its own specific laws regarding the taxation of
trusts. Each jurisdiction also has differing criteria for establishing minimum contacts to serve as the basis for
trust income taxation. For example, some states look to the grantor, whether living or dead, and the facts and
circumstances surrounding the creation of the trust. But other jurisdictions emphasize the predominant place
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of administration of the trust and focus on the trustee. Still other jurisdictions focus on the locations of primary
beneficiaries receiving current distributions to establish minimum contacts for taxation of trust income. This
can lead to a situation where a trust is subject to income tax in several states. Moreover, each jurisdiction
also has its own laws governing trusts covering everything from permissible trustee duties and powers, to
nuts-and-bolts trust administration and how, if at all, a trust may be manipulated or modified, either with or
without court participation.

Distribution provisions. Distributions from the trust fund may be structured to be either mandatory or
discretionary, of income only or of principal and income, under any number of broad or limited conditions,
to a single beneficiary or a class of beneficiaries, and with or without restrictions to conserve the trust fund
for remainder beneficiaries. A distribution structure may provide for the accumulation of the trust fund
while children are still maturing and still allow discretionary distributions under limited circumstances for
emergencies. Then upon the occurrence of a certain event or the attainment of a certain age by one or

all of the children, the pot may split into separate trusts for the benefit of each child and commence either
compulsory or discretionary distributions of income or principal.

TAX OBJECTIVES

Regardless of whether a client seeks assistance with tax objectives in mind, the estate planning attorney
assisting him must identify the alternatives and decisions that go along with them.

Grantor vs. non-grantor. One fundamental tax-focused decision when structuring a trust is whether the trust
should be a grantor trust or a non-grantor trust. If the former, the grantor will be responsible for paying the
income tax on income (including capital gains) produced by the trust assets. If the latter, the trust will pay

its own taxes. A grantor trust effectively allows the grantor to make additional gifts to the trust beneficiaries
without using additional gift tax exemption or paying gift tax.

Generation-skipping transfer tax. Another tax-focused decision is whether to structure the trust to be fully
exempt from the generation-skipping transfer (GST) tax. This is an important consideration for clients that are
intending to benefit "skip-persons," or someone 3772 years younger than the donor, generally grandchildren
and more remote descendants. So, a grantor wanting to create a trust to benefit her grandchildren and more
remote descendants would want to consider all of the following: (i) whether during the grantor's life to make the
trust a grantor or non-grantor trust, (ii) application of unused GST exemption to the transfer of assets to fund
the trust, and (iii) depending on the ages of the grandchildren, whether an accumulation period would be
useful before the beneficiaries become eligible for, or entitled to, distributions.

CONCLUSION

Although not exhaustive, the above considerations will assist you when undertaking irrevocable trust planning
with clients.

Reprinted with permission from the American Bar Association's Probate & Property Magazine

Copyright © 2021 Holland & Knight LLP All Rights Reserved 27



Holland & Knight

XEE=ERSEINESH

BRI AT S FLR BB ST AR B SS5 B

JEX/E# : Kenny N. Jefferson

ANATRAH S TR AR RS B R TR (BB B RIS TR OR 2 f B VF 2 g . ASCERRAL 7 —
ANMER, WINE RIS S E R RE, DU R e S S ARBL S5 AL 55 H (1. AR T —
ARG BEEIL. R ARBEESETT. AR A R E TR R B ETA RSB 'R .

JEBLSS H B
FEFFIRACIRAT, 570 P SR A\ AL O AT LA 3, AR P F IO FE P B — A
2.

Wz, —MEW NI B RRAR T R AN ARt e frfe, HIF2 N0 A EIRG SR NE#%
RIS A DR URAORE L, BB E AT T 1 OF BAT R (1 Wy 7oK A7 S AR A P B

FARMTRI. 75— NEE AR H R IR 32 a8 N, JCHIE ORI IS AT 251030 P B AR o £ B 17 i ) 52 2
N AEARATT G B G SR AL A AT T4 8] B IR BE AR S FRORERE TR e RO 1 O

BIRRARY . RZHE A RRPEIER T 2 AN (BREEETEE) KR,

BIEs. — R ARBLS B RWa, W BRIt i A v 2 W RaE A A TR fEfEgEiEd, 24t
NULSZFEN S R EFEHR 7 AR A AL I RTrzBole. SREIT5™ . AAREIIT S . 2B
HlR . DUAGEE A IRE NE S EIKEATC R . 2RI, BUME, BORKEZE RlVAE R OBOR I SOVRR 2 FEA
MITTERI 7>, PARSVRREE L B SR A28 5 A AR AR o AR LEAT I Z AT, 2B N ISR 8RS
JOSR i P 5 75 B R R o

B, — 2 SRR i) B AL )R] B B AT RS TR BC R 5, 3B HFRON /X ECBR] 1 25— 44 B i) w]
REFEM BT R CEIERBRIBA] ), A3 Ik DAAS 52 B R0 5T 3 A B 1) 1) 5 AT 430 o I 8 g 3 PR 5 [/
E3E. Wi 2Z (A 52 FE NSRBI 0 A B 1 B7 1L R 2 W) S PR AU B TS T A I 8 2 B A
MR AT B, AT S 35 1 N 32 2 N At 22 2 R itS S B s se A g 2.

AANEBRREE, BMNREERXEAG B R TERIEBUN RS A FREE R X AT A F bR e
kT RARIR IR, DMEAMEGFE AR R . GlnANER TR TN, Mo eSO i, D
L GROLE O F AR Ol EHAR R E R DR G ILE B E S, PR EEITAS £ ©F
— B EAE R DORE R USSR 3 AT FO ) 22 s NP, DL SIS FEIR AR R K iR IR R o IX AT RE
BURBTCLAHE LN BRI DL Best, SR RIRERE DA B R ERE I, Ma ARV
FENR ST SRR G ILE BT DLRAEA B AR S S OU T il 3R A s 2 & .

DERE . EFEREE IR LR R, T DO E iR, TR BN, AT L IRA AN
o T RASZA T AEAR AT RO A2 B IR T A s B — 32 an NS a2 s N, JF Bl DARAT BR
ABA AR Z N R EFEEE IR B 2> Boai 4 aT E 78 JLE MR BRI AR R 5, IR RVFEA IR

Copyright © 2021 Holland & Knight LLP All Rights Reserved 28


https://www.hklaw.com/en/professionals/j/jefferson-kenneth-neill

Holland & Knight

XEE=ERSEINESH

KSMEOL TG, W, BRSPS EET TR BEE R, B RN R T LB R R
SRS FE, IO ha s B 3 BN BA <
B H K

TR R T RBLSS H TR B, DB AT A I 7 B R e 25U 5 5 2 A SR I #  TT RANER B

RYANGERT AN AMRIGETE, —ADEKHDBOYE R R Z G2 R T AR T AMETT
o MARRE, BT NEATTAHMEIET AR (BRI BFrEPi. tREEE, EEEar
L. T METEARBB ARV T N REFEZm AR UEESNIE 5, 1 I 75 (8 A0S A T8 -5 A5 3 S A5 B S A
ST

REEBB. 57— D UBPOVE SRR, R ETAHIREN 2R REAFLL (GST) Bl. X TiTH
PR AN L Bt B AR 37 N CEFEZMNEMEIZH)JEAO A ZH s, K2 PDEERNFE
. Bk, —AHEEL—AMETE, IR E T A A 5 AR 2 s M AR Z B B LU T S (D 2
TAES T N, R EFRAE O T AEFEEEARBNETE:  GD X R RG] M AR ) GST #
GOV EFTAE N B Gl IRIEAEMGERS, 25 NG T B BERS D BC 2 AT, Bl —RRE
mAaH.

25

SEFFEER T, (H Bk BRI ZOM A B T8 5% 7 AT A v U RS FERI TR

PR HITEFFFE RN 287 I GE LI e

Copyright © 2021 Holland & Knight LLP All Rights Reserved 29



Holland & Knight

XEE=ERSEINESH

GSA Mandates Disclosure of Foreign Ownership/Financing
of High-Security Leased Spaces
New Rule Applies to Buildings Leased to the U.S. Government

By Ronald A. Oleynik, Libby Bloxom and Robert C. MacKichan Jr.

HIGHLIGHTS

B The new General Services Administration (GSA) Rule imposes disclosure requirements regarding the
foreign ownership of prospective lessors of "high-security leased space" (property leased to the federal
government having a security level of lll or higher) and mandates access limitations on such foreign-
owned lessors.

B As of June 2021, GSA estimates about 16 percent of the existing leases in its portfolio (or 1,263 out
of 7,860 leases) constitute "high-security leased spaces."

B Although the Rule is effective immediately, GSA is seeking public comments and will consider such
comments when forming the final rule. The deadline for submitting a comment was Aug. 30, 2021.

The General Services Administration (GSA) amended the General Services Administration Acquisition
Regulations (GSAR) via an interim rule (Rule) — effective June 30, 2021 — to incorporate disclosure obligations
of foreign ownership of high-security spaces leased to the federal government. Specifically, the Rule adds two
new requirements to the GSAR: 1) lessors must make a representation regarding foreign ownership or foreign
financing of "high-security leased spaces" — spaces with Facility Security Levels I, IV or V — and 2) foreign-
owned or foreign-financed leases must limit access to foreign lessors.

BACKGROUND

The Rule stems from the Secure Federal Leases from Espionage and Suspicious Entanglement Act (Act),
which became law on Dec. 31, 2020, and imposed requirements on federal agencies to obtain ownership
information of foreign-owned buildings for high-security leases.

The Act was passed in response to a 2017 Government Accountability Office (GAO) report, which revealed
certain federal agencies were not aware that their high-security spaces were located in foreign-owned
buildings. It also revealed that GAO was unable to identify the ownership information of approximately
one-third of the government's high-security leases. GAO concluded that the use of such spaces for classified
operations and storage of sensitive data created security risks and national security concerns of espionage
and unauthorized cyber and physical access.

APPLICABILITY OF THE RULE

The Rule is applicable to new leases by GSA and the head of any federal agency that has independent
statutory leasing authority; but will not apply to leases with the U.S. Department of Defense and the
Intelligence Community agencies, as such agencies are already subject to similar ownership disclosure
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requirements pursuant to the 2018 National Defense Authorization Act. New leases include not only lease
awards but also options for current leases (e.g., renewal, succeeding and replacing leases and other
novations), lease extensions and ownership changes for high-security leased spaces entered into on or after
June 30, 2021. Thus, while the Rule is effective immediately, there are no retroactive disclosure obligations.

INFORMATION REQUIRED TO BE DISCLOSED

The Rule mandates that lessors disclose, through a newly imposed representation at 48 C.F.R. § 552.270-33,
whether the immediate owner or the highest-level owner of the building, as well as any entity involved in the
financing, is a foreign person or entity and the associated country of citizenship or organization. "Immediate
owner" is defined as "an entity that has direct control of the . . . lessor," and "highest-level owner" is defined
as "the entity that owns or controls [the] immediate owner . . ." The following factors may indicate control:
"ownership or interlocking management, identity of interests among family members, shared facilities and
equipment, and the common use of employees."

The representation also requires the lessor to state whether the lease is financed by a foreign entity, and

if so, lessors must disclose the legal name, unique entity identifier, physical address and country of foreign
financing. "Financing" captures debt and equity fundraising for the lease, including acquisition, maintenance
and construction of and improvements to the property.

In addition to foreign ownership disclosure requirements, applicable leases will be required to include a new
GSAR clause at 48 C.F.R. § 552.270-34, which provides access restrictions for the foreign owner and property
manager. Specifically, lessors and property managers will be required to obtain approval from the government
before accessing the leased space.

IMPACT OF THE RULE AND OTHER CONSIDERATIONS

In the event of foreign ownership or foreign financing, prior to awarding the lease, GSA or the contracting
officer will coordinate and consult with the federal tenant on any security concerns and necessary mitigation
measures. Once a lease is executed, the lessor will be required to verify its ownership and financing
information on an annual basis.

While the Rule does not disqualify foreign-owned or foreign-financed buildings from leasing to federal
agencies, it will result in enhanced scrutiny by GSA of new leases or lease novations. Importantly, these new
requirements are separate from the jurisdiction of the Committee on Foreign Investment in the United States
(CFIUS) in connection with reviews of covered real estate transactions (see a 2019 Holland & Knight-authored
article related to CFIUS's jurisdiction of "covered real estate transactions"). Given the interagency dialogue
among federal government agencies, the Rule also may increase CFIUS's reviews of covered real estate
transactions.

Although the Rule is effective immediately, GSA is seeking public comments and will consider such comments
when forming the final rule. The deadline for submitting a comment was Aug. 30, 2021.

For more information on the implications of these newly imposed requirements or for assistance on complying

with such requirements, please contact the authors or another member of Holland & Knight's International
Trade Group or GSA Leasing & Federal Real Estate Team.
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About This Newsletter
BRAHAT

Information contained in this newsletter is for the general education and knowledge of our readers. It is not
designed to be, and should not be used as, the sole source of information when analyzing and resolving a
legal problem. Moreover, the laws of each jurisdiction are different and are constantly changing. If you have
specific questions regarding a particular fact situation, we urge you to consult competent legal counsel. Holland
& Knight lawyers are available to make presentations on a wide variety of China-related issues.
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Libby Bloxom focuses her practice on a broad range of international trade regulatory and transactional
matters, including foreign direct investment, industrial security, export control, sanctions and customs matters.
Her practice also involves assisting clients in corporate jet transactions and structuring of corporate aircraft
operations to comply with Federal Aviation Administration (FAA) regulations. She also has experience handling
commercial transactions in areas such as procurement and disposition, distribution, technology and intellectual
property transfer, licensing and outsourcing of business processes and professional services primarily in the
aviation, supply chain management and transportation industries.

Daniel J. Barsky regularly represents clients in intellectual property (IP), information technology (IT) and
data-related licensing and transactional matters, including mergers and acquisitions (M&A), private equity
transactions, joint ventures, and multilateral and multinational licensing agreements. His clients call upon

him to navigate complex transactions involving IP, IT and data assets. He assists and advises clients with
navigating the complexities of transactions involving intangible assets such as patents, trademarks, copyrights,
trade secrets and data, brand licensing and distribution agreements, blockchain technology such as
cryptocurrency and non-fungible tokens (NFTs), software and technology licensing agreements, and transition
services agreements.

Shardul Desai is a cybersecurity, data privacy, and white collar defense and government investigations
attorney. He has extensive experience in handling cyber intrusions and data breaches, trade secret thefts,
emerging technology matters and complex white collar investigations. With a computer science and physics
background, he is highly skilled and knowledgeable to advise companies on novel issues at the intersection

of law, technology and data privacy. He is also a Certified Information Privacy Professional in the United States
(CIPP/US) with the International Association of Privacy Professionals (IAPP). He previously was a federal
prosecutor in the Cyber and National Security Section and the Economic Crimes Section at the U.S. Attorney's
Office for the Western District of Pennsylvania.
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Kenny N. Jefferson is a private wealth services attorney who focuses his practice on advising high-net-worth
individuals and families on complex estate, gift and generation-skipping transfer (GST) tax planning issues,
managing tax compliance challenges and achieving non-tax goals. He has experience drafting core estate
planning documents, including wills, all manner of trusts, financial powers of attorney (POA) and healthcare
directives. He advises and helps implement trust modification techniques, probate matters and high-net-worth
estate administration, business planning and entity formation.

Robert C. MacKichan Jr. has a multifaceted practice that involves decades of experience in litigation,
government contracts, real estate and public policy issues associated with federal government real estate.
Clients call on him for his substantive knowledge and extensive relationships in Washington, D.C., and
throughout the nation to handle myriad government real estate-related matters. Those include: all aspects

of the competitive federal government lease procurement process; lease administration issues arising under
the terms of federal leases; filing or defending formal challenges (bid protests) to the competitive lease
procurement process; representation of owner/lessors to pursue claims against the federal government, or
defending owner/lessors in claims filed by the government, pursuant to the Contract Disputes Act; government
holdovers in leased space after expiration of federal leases and federal condemnation of a leasehold interest;
disposal of government real estate; federal statutory and regulatory issues associated with the assignment

of a lease pursuant to a sale or purchase of a property with federal tenants; and the statutory and regulatory
requirements for assignment of rents in the financing of a federal lease

Ronald A. Oleynik is head of the International Trade Practice, and focuses his practice in the area of
international trade regulation. His experience includes a broad range of industrial security, customs, export
control, trade policy, and public and private and international trade matters. He has substantial experience in
assisting clients in complying with U.S. trade embargoes and economic sanctions programs involving countries
such as Cuba, Iran, North Korea, Russia and Syria. He works frequently with the Treasury Department's Office
of Foreign Assets Control, which is responsible for implementing, administering and enforcing sanctions
regulations that restrict business transactions involving designated countries and their nationals.

Ira N. Rosner has more than three decades of experience helping entrepreneurs and corporate management
teams create, fund, manage, grow and capitalize on their businesses. He has worked with a wide variety of
companies, ranging from startup ventures to Fortune 100 enterprises, in a wide array of industries, including
construction, healthcare, real estate (including REITs), pharmaceuticals, aerospace and aviation, agriculture,
energy, manufacturing, high tech, life sciences, retail, business outsourcing, telecommunications and
insurance. In addition, he is highly experienced in both public and private equity and debt securities offerings,
as well as the sale and acquisition of public and privately held companies.
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