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CYBERSECURITY

Joint Advisory Warns of Snatch Ransomware

The FBI and CISA issued a Joint Cybersecurity Advisory “#StopRansomware:
Snatch Ransomware” on September 20, 2023. The Advisory outlines the
indicators of compromise and observed tactics, techniques, and procedures of
Snatch so organizations can identify, mitigate, and respond to an attack using the
Snatch ransomware variant. Read more

DATA PRIVACY

Delaware Consumer Privacy Law Effective in 2025

Last week, Delaware Governor John Carney signed the Delaware Personal Data
Privacy Act into law. The bill goes into effect on January 1, 2025, and a public
outreach effort will begin by July 1, 2024. The outreach effort will inform Delaware
consumers of their rights under the new law and describe businesses’ obligations.
Delaware is yet another state to follow the trend of consumer privacy bills after the
passing of the California Consumer Privacy Act in 2018. Read more

Google Workspace's Privacy Policy Is Changing. Are You Ready?

Google's Workspace for Education will require school admins to independently
approve all integrated third-party applications students use. Users under 18
cannot use their Google accounts to access third-party applications without
consent configured in user settings. Access will terminate automatically on
October 1, 2023. Google Workspace for Education's Terms of Service does not
cover third-party applications and may collect user information according to their
privacy policies. Enabling third-party applications is as easy as having the
account admin click "Confirm." However, the legal requirements may not be as
simple. Schools with students K-12 and any extracurricular, daycare, and other
childcare organizations may need parental consent before allowing their children
to access these services. Read more

ARTIFICIAL INTELLIGENCE

Governance of Al: Keeping You Informed

We have been keeping a keen eye on the explosion of the use of artificial
intelligence (Al) tools and generative Al. We are assisting clients with Governance
Programs to formulate a process to evaluate the use of Al in their organizations,
encourage safe and reliable use of Al tools by employees, evaluate appropriate
uses of Al tools, and develop a process to mitigate legal issues that arise from the
use of Al tools, including educating employees on the risks posed by the use of Al

tools and how the organization is mitigating the risk. We find that many employees

have no idea that their use of generative Al or other Al tools may have legal
risks. Read more
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DRONES

FAA Extends the Compliance Deadline for Remote ID Rule to March

Two more companies will conduct drone operations beyond visual line of sight
(BVLOS). Recently, the Federal Aviation Administration (FAA) approved UPS
Flight Forward and uAvionix for this type of operation in national airspace. UPS
Flight Forward plans to conduct BVLOS drone operations for small-package
delivery using a ground-based surveillance system. UPS Flight Forward will
conduct these flights in North Carolina, Florida and Ohio. However, it may operate
in other states from its Remote Operations Center (ROC) in Kentucky.

Read more

PRIVACY TIP #372

Personal Preparedness for Massive Cyber-Attack

It is scary to think of cyber warfare and how it may affect us. Most of us know how
to prepare for natural disasters, but the story may be different when it comes to
preparations for a massive cyber-attack. Are you prepared? Learn more in today’s
Privacy Tip. Read more
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