
 
 

  

CYBERSECURITY 

 
Health Care and Manufacturing Industries Still Threatened by WannaCry 
 
Although many thought that WannaCry was in the rear view mirror, a 
recent report by Artemis, based on client experience, found that health 
care organizations and manufacturing companies are still being hit with 
the ransomware that affected hundreds of thousands of machines in 
2017. Read more  

 

 

 

ENFORCEMENT+ LITIGATION 

 
GozNym Malware Attack Hits Two Law Firms for Over $117K in Losses 
 
Two law firms were among the latest victims of the GozNym malware 
attack that caused a combined loss of more than $117,000. Law 
enforcement authorities recently announced the dismantling of a 
cybercrime network that used this GozNym malware to attempt to steal 
an estimated $100 million from victims in the United States and around 
the world. GozNym malware was designed to steal personal and 
financial information from victims, sometimes starting with phishing 
emails to the affected companies. Read more  

 

 

 

HIPAA 

 
OCR Issues Fact Sheet Listing Circumstances in which Business Associates 

May Face Direct Liability for HIPAA Violations 
 
In a development that may – understandably – have been overlooked by 
many heading into Memorial Day weekend, on May 24, 2019, the U.S. 
Department of Health and Human Services (HHS) Office for Civil Rights 
(OCR) issued a Fact Sheet on Direct Liability of Business Associates 
under the Health Insurance Portability and Accountability Act (HIPAA). 
Read more  

 

 

 

NEW + NOW 

 
Questions to Consider Asking Your Broker About Cyberliability Coverage 
 
One of the first questions we ask our clients when they call about a 
security incident is whether they have insurance that may cover the 
costs associated with investigating the incident, potential forensic 
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analysis, and coverage for a data breach. Sometimes the client will say 
“Yes, we have cyber coverage.” However, when reviewing the coverage 
or making a claim, we find that the client does not have the coverage for 
the incident. Read more  

 

 

 

PRIVACY TIP #192 

 
Combating Robocallers: California AG Hits Scam Telemarketers with 

$1.5M in Judgments 
 
Spam phone calls or robocalls are such a problem and a nuisance, the 
FTC has a section of its website devoted to robocalls and what to do 
about them. This week's privacy tip reviews a recent judgment which 
protects consumers from robocalls and fraudulent telemarketers. Read 

more  
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