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You Can’t Make a Square Peg Fitin a
Round Hole: California Supreme Court
Holds Online Purchases of Electronically
Downloadable Products Outside Scope of
Song-Beverly Act

By David F. McDowell, Purvi G. Patel, and Megan T. Low

Handing a victory to online retailers, on February 4, 2013, the California Supreme
Court held in a split decision that online transactions involving electronically
downloadable products fall outside the scope of the Song-Beverly Credit Card
Act. Despite acknowledging the unique fraud issues present in online
transactions, the Court refused to decide the broader issue of whether the Act
applies to online transactions that do not involve electronically downloadable
products or to any other “card not present” transactions that do not involve in-
person, face-to-face interaction between the purchasing customer and the
retailer. That said, given the Court’s analysis, it is hard to imagine a different
outcome for online transactions as a whole.

This opinion comes nearly two years after the California Supreme Court’s
February 2011 decision in Pineda v. Williams-Sonoma Stores, Inc., which held
that for purposes of the Song-Beverly Act, ZIP codes constitute “personal
identification information” (PIl).> The Pineda decision opened a floodgate for
lawsuits based on retailers’ collection of ZIP codes, resulting in hundreds of
cases against brick-and-mortar retailers. Some online retailers were swept up in
the post-Pineda litigation frenzy as well and, since then, online retailers and
others involved in e-commerce have been waiting to see if the Act, which
prohibits businesses from requesting and recording customers’ Pll during credit
card transactions, applies to online transactions. Although the majority explicitly
limited its holding to online purchases of electronically downloadable products,3
the Court’s 4-3 decision is consistent with the trend in California trial courts (state
and federal), which have concluded that online transactions are exempt from the
Act.*

' Apple Inc. v. Superior Court (Krescent), S199384.
2 Please see here for additional background about the Song-Beverly Act and Pineda decision.

3 Slip Opn. at 2-3, 16.

Beijing
Jngxiao Fang
Paul D. McKenzie

Brussels
Joanna topatowska
Karin Retzer

Hong Kong
Eric Dickinson
Gordon A. Milner

London

Ann Bevitt
Deirdre Moynihan
Anthony Nagle

Los Angeles
Michael C. Cohen
David F. McDowell
Purvi G. Patel
Russell G. Weiss

New York

Madhavi T. Batliboi
John F. Delaney
Matthew R. Galeotti
Sherman W. Kahn
Mark P. Ladner
Michael B. Miller
Suhna N. Pierce
Marian A. Waldmann
Miriam H. Wugmeister

Northern Virginia
Daniel P. Westman

Palo Alto
Christine E. Lyon
Bryan Wilson

San Francisco
Roland E. Brandel
Anna Ferrari

Jim McCabe
James R. McGuire
William L. Stern

Tokyo

Daniel P. Levison
Gabriel E. Meister
Jay Ponazecki
Toshihiro So
Yukihiro Terazawa

Washington, D.C.
Nicholas A. Datlowe
Richard Fischer

D. Reed Freeman, Jr.
Julie O'Neill

Obrea O. Poindexter
Cynthia J. Rich
Robert A. Salerno
Andrew M. Smith
Nathan David Taylor

86 10 5909 3382
86 10 5909 3366

322340 7365
322340 7364

852 2585 0812
852 2585 0808

44 20 7920 4041
44 20 7920 4164
44 20 7920 4029

@13
@13
@213
@13

892-5404
892-5383
892-5296
892-5640

R NN

(212) 336-5181
(212) 468-8040
(212) 3364044
(212) 468-8023
(212) 468-8035
(212) 468-8009
(212) 3364150
(212) 3364230
(212) 506-7213

(703) 760-7795

(650) 813-5770
(650) 813-5603

(415) 268-7093
(415) 2686728
(415) 268-7011
(415) 268-7013
(415) 268-7637

81332146717
8133214 6748
8133214 6562
8133214 6568
8133214 6585

(202) 887-1590
(202) 887-1566
(202) 8876948
(202) 887-8764
(202) 887-8741
(202) 778-1652
(202) 887-6930
(202) 887-1558
(202) 778-1644

“ Id. at 16; please see here and here for additional information regarding trial court orders concluding that the Act does not apply to online transactions.
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The “electronically downloadable” transactions at issue in this case involved digital media, i.e., audio and video files
customers can purchase and download from the Internet onto their personal computers.® The Court held that that “this
type of transaction does not fit within the statutory scheme,” reasoning that the Legislature did not “intend]] to bring the
enormous Yyet unforeseen advent of online commerce involving electronically downloadable products — and the novel
challenges for privacy protection and fraud prevention that such commerce presents — within the coverage of the [Act].
The Court supported this reasoning through an extensive examination of the Act's text, purpose, and history.

»6

Initially, the Court found that the text was not decisive of the issue. 4 Turning to the history and purpose of the Act, the
Court explained that “while the Legislature indeed sought to protect consumer privacy, it did not intend to do so at the cost
of creating an undue risk of credit card fraud.” ® For example, the Court focused on the safeguards against fraud provided
by Section 1747.08(d) of the Act, which allows retailers to require customers to provide positive identification as a
condition of accepting a credit card as payment.9 Section 1747.08(d) also permits retailers to record certain Pll (the
customer’s driver’s license number) in “card not present” transactions, which are transactions in which the customer does
not make the credit card available for verification. These safeguards evidence the “Legislature’s concern that there be
some mechanism by which retailers can verify that a person using a credit card is authorized to do s0.”"® Because
application of the Act to electronically downloadable products would provide no mechanism for online retailers to protect
against fraud, the Court concluded that the Legislature could not have intended the Act to apply to such products.11

The Court also rejected arguments that the 2011 amendment to the Act, which created an exception allowing gasoline
retailers to collect ZIP codes in “pay-at-the-pump” transactions, 2 somehow shows that the Act applies to online
transactions. In particular, the Court rejected the notion that the narrow exception would be unnecessary surplusage if the
Act was not intended to apply to remote (or “card not present”) transactions in the first place.”™ Here, the Court focused
on the specific problem the Legislature intended to address by amending the Act: to provide relief to gasoline retailers
who had been collecting ZIP codes pre-Pineda for fraud prevention purposes.14 Finding the plaintiff's view — that the
Legislature would have created a fraud prevention exception for gasoline retailers while leaving online retailers
unprotected — counterintuitive, the Court observed that online retailers “have at least as much if not more need for an
exemption to protect themselves and consumers from fraud.”"®

5 Slip Opn. at 3.

€ /d. at 3, 25.

"Id. at6, 9.

81d. at 12.

°Id. at 11-12.

0 d. at 15.

" Id. at 15-16.

2 |d. at 16-17. Please see here for additional information regarding the 2011 amendment to “pay-at-the-pump” transactions.
'3 Slip Opn. at 17.
"“Id. at 21.

¥ Id. at 17.
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Although online purchases of electronically delivered goods are unquestionably outside the scope of Song-Beverly, the
Court declined to close the door — at least in this decision — to online transactions in general. The Court’s concerns
about credit card fraud, however, are hardly unique to electronically downloadable products; the same analysis applies
with equal force to online transactions generally (as well as other “card not present” transactions). While the logic of the
decision suggests that these transactions should also be outside the scope of the Act, we expect that some enterprising
plaintiff's lawyer may take up the issue left undecided and pursue claims either against catalog merchants, telephone
order companies, or even online retailers selling tangible goods. We think retailers have the stronger argument.
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and international legal landscape related to workplace privacy and data security, “Global Employee Privacy and Data
Security Law,” or our free online Privacy Library, please visit: http://www.mofo.com/privacy--data-security-services/ and
“like” us on Facebook at http://www.facebook.com/MoFoPrivacy.

Because of the generality of this update, the information provided herein may not be applicable in all situations and should
not be acted upon without specific legal advice based on particular situations. Prior results do not guarantee a similar
outcome.
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