
 

  

CYBERSECURITY 
 
Medical Center Rebuilding EMR Following Ransomware Attack 
 
Queen Creek Medical Center (QCMC), also known as Desert Wells 
Family Medicine, located in Arizona, has notified up to 35,000 patients of 
a data breach following a ransomware attack that corrupted its medical 
records system, leading to a loss of a significant number of records. 
Read more 

 

 

 

ENFORCEMENT + LITIGATION 
 
FabFitFun Settles Class Action for $625,000 for Alleged Data 
Security Failures  
 
FabFitFun, a fashion and beauty subscription service, settled claims that 
it failed to adequately protect and secure consumer data, resulting in a 
data breach, for a sum of $625,000 in the U.S. District Court for the 
Central District of California. In addition to: agreeing to the monetary 
settlement, FabFitFun agreed to implement security measures, including 
engaging a third-party cybersecurity forensic vendor to conduct a risk 
assessment offer multi-factor authentication for customers to access 
their accounts and hire additional security and technical personnel to 
assist in building a more robust data privacy and security program for the 
company. Read more 

 

 

 

HIPAA 
 
OCR Announces 20th Settlement Under Right of Access Initiative 
 
The Office for Civil Rights (OCR) recently announced that it has entered 
into the 20th settlement under its Right of Access Initiative. The 
settlement with Children’s Hospital and Medical Center in Nebraska 
includes an $80,000 payment by the hospital for failing to provide a 
mother with timely access to her daughter’s medical records. Read more 

 

 

 

NEW + NOW 
 
Few Organizations Are Actually Preparing for a Ransomware Attack 
 
Although executives of organizations report that ransomware is their 
number one security concern, and 87 percent of them expect an 
increase in cyber-attacks against their organizations over the next year, 
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only one-third of them said they had conducted a tabletop exercise to 
prepare for a ransomware attack. Read more 

 

 

 

DRONES 
 
Ohio City Considering Anti-Drone Voyeurism Law 
 
Recently, the Hamilton City Council in Ohio proposed a new local 
ordinance that would specifically prohibit the use of drones to commit 
voyeurism in response to complaints from a resident that someone in his 
neighborhood was harassing individuals with a drone by recording 
images. The complainant explained to the Council that a man was 
operating a drone and peering into windows in his neighborhood, flying 
over children playing in their yards and even chasing a woman down a 
street. The resident took video footage of the drone operations and 
reported the operator’s actions to the police, but no specific law or 
regulation applied to this operator’s activity. Read more 

 

 

 

PRIVACY TIP #300 
 
Apple iPhone Users: Update Your iPhone iOS ASAP 
 
This week, Apple issued an update to the iOS that is considered urgent. 
Apple released two patches to address two security vulnerabilities in 
iPhones. This week’s Privacy Tip discusses why users may want to 
update their software. Read more 
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