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As COVID-19 cases continue to surge, many employers have implemented a variety of safeguards to limit 
the spread of COVID-19 in their workplaces. One safeguard being utilized is a COVID-19 testing program. 
As a preliminary matter, the Equal Employment Opportunity Commission has advised that “an employer 
may choose to administer COVID-19 testing to employees before initially permitting them to enter the 
workplace and/or periodically to determine if their presence in the workplace poses a direct threat to 
others,” provided such testing is accurate and reliable. When administering a COVID-19 testing program, 
employers may wish to use licensed professionals. Consequently, many employers have chosen to engage 
third-party vendors to conduct COVID-19 testing for employees. Utilization of a third-party vendor not only 
eases the administrative burdens associated with running a COVID-19 testing program, but also reduces 
potential employer liability. However, utilization of a third-party entity poses a variety of legal and practical 
implications and, as a result, employers would be well advised to act cautiously when entering into these 
arrangements. 
 
To ensure an employer is afforded adequate legal protection when entering into such an arrangement with 
a third-party vendor, it would be prudent for an employer to set forth the terms of the arrangement in a 
written agreement. There are several key provisions that employers may wish to include in their COVID-19 
testing services agreements: 
 
Testing Services: It would be judicious for an employer to define the testing services the third-party vendor 
will provide. For example, an employer may wish to specify the kind of testing that will be provided, and 
whether testing samples will be collected by the vendor at the workplace, at the third-party vendor’s testing 
site, or by employees using an “at-home” method. Employers would be well advised to require that the 
third-party vendor’s employees who are engaged in testing are licensed and authorized under applicable 
laws and regulations to provide the testing services, and that the testing will be administered in accordance 
with federal guidelines. Employers also may wish to define the time frame within which employees will 
receive their test results. 
 
Public Health Reporting: Employers may wish to include a provision that defines which party will be 
responsible for reporting test results to the relevant public health authorities; it would be in an employers' 
best interest to be aware that licensed entities or individuals conducting the testing may have an 
independent legal obligation to report suspected COVID-19 cases to public health authorities. 
 
Privacy and Confidentiality: Utilization of a third-party vendor to handle employees’ confidential medical 
information may present privacy concerns for employers. Therefore, employers would be well advised to 
include provisions on privacy and confidentiality of employee health information, such as test results, in 
their service agreements with third-party vendors. Specifically, employers may choose to include provisions 
that protect the confidentiality of any COVID-19 test results and maintain the privacy of employees’ testing 
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data and results in accordance with the Health Insurance Portability and Accountability Act (HIPAA) and 
the Americans with Disabilities Act (ADA), including any state equivalent law, if applicable. Moreover, under 
HIPAA, employers generally cannot receive employee protected health information unless authorized by 
the employee or otherwise authorized under applicable federal and state privacy laws. If an employer 
would like to access an employee’s COVID-19 test results, the employer can ask that employees sign 
consent forms authorizing the release of such records as a condition of testing, provided that an employee 
nonetheless may revoke such authorization under HIPAA prior to disclosure of the results. Under the ADA, 
once an employer receives an employee’s test results, the employer would be well advised to maintain the 
result as a confidential medical record that is kept separate from the personnel file. 
 
Eligibility for Testing: When developing eligibility criteria for COVID-19 testing, employers must do so in a 
consistent and non-discriminatory manner. As a general matter, it would be in an employers' best interest 
to implement a COVID-19 testing program that supports the employer’s health screening and return-to-
work policies and procedures. For example, if an employer requires one or more negative test result before 
permitting an employee to return to work after exposure to COVID-19, the employer may want to extend 
testing capabilities to employees to facilitate that purpose. 
 
Employers may wish to determine which circumstances will trigger the availability of testing. For example, 
some employers may wish to extend testing to employees who work in the physical workplace but not to 
employees who are working remotely; to employees who have been exposed in the workplace but not to 
those employees exposed outside of work or off-duty; or employees who have symptoms or tested positive 
for COVID-19 but not those that require a test due to travel. 
 
Some employers have chosen to test employees on a regular basis, regardless of whether an employee 
has been exposed to COVID-19 or displayed symptoms of COVID-19. This is permissible provided such 
testing is necessary to prevent a direct threat to the employer’s workplace, among other considerations. 
 
Reasonable Accommodations: If an employee requests a reasonable accommodation with respect to the 
employer’s COVID-19 testing program, the employer would be well advised to follow an ADA-compliant 
reasonable accommodation process. Thus, an employer may wish to include a provision regarding 
reasonable accommodations for employees who are unable to submit to COVID-19 testing due to a 
disability or a sincerely held religious belief. 
 
Termination: When entering into an agreement with a testing service vendor, employers may also wish to 
consider options for exiting the arrangement. Employers may wish to include language in the agreement 
regarding their right to terminate the agreement without cause (or penalty) within a reasonable notice 
period to allow for completion of scheduled testing and find another vendor, if needed. The agreement can 
also allow for immediate termination by the employer upon a reasonable determination that the vendor 
poses a threat to the health or safety of employees, or the vendor loses its license or authorization to 
perform the testing. 
 
Indemnification and Insurance: Employers may wish to include indemnification language in the third-
party vendor agreement as protection should the third-party vendor fail to comply with applicable laws, 
regulations, or guidance (e.g., misuse of employee health information) or engage in gross negligence or 
willful misconduct. Employers also can seek to require testing vendors to carry insurance and minimum 
coverage amounts, including professional and cyber liability, covering the testing services furnished and 
any liability arising therefrom. 
 
If employers are implementing COVID-19 testing programs in the workplace, they would be well advised to 
consider the various legal and practical implications associated with such programs, including the use of 
third-party vendors for COVID-19 testing services. Prior to entering into such arrangements, employers 
may wish to consult legal counsel. 

 

 

  

Read more legal updates, blog posts, and speaking engagements related to this area 

on Robinson+Cole's Coronavirus Response Team page and feel free 

to contact any member of our team with questions.  
 

Bruce B. Barth (Chair) | Kenneth C. Baldwin | Michael H. Bernstein | J. Tyler Butts | Dennis C. Cavanaugh 
 

Britt-Marie K. Cole-Johnson | Candace M. Cunningham | Andrew A. DePeau | Kathleen E. Dion 

http://www.rc.com/coronavirus
http://www.rc.com/people/BruceBBarth.cfm
http://www.rc.com/people/KennethCBaldwin.cfm
http://www.rc.com/people/MichaelHBernstein.cfm
http://www.rc.com/people/JTylerButts.cfm
http://www.rc.com/people/DennisCCavanaugh.cfm
http://www.rc.com/people/Britt-MarieKCole-Johnson.cfm
http://www.rc.com/people/CandaceMCunningham.cfm
http://www.rc.com/people/AndrewADePeau.cfm
http://www.rc.com/people/KathleenEDion.cfm


 
Conor O. Duffy | William J. Egan | Steven L. Elbaum | Gilbert L. Lee | Virginia E. McGarrity 

 
Endicott Peabody | Kathleen M. Porter | Taylor A. Shea | Lauren M. Sigg 

 
Brian R. Smith | Alisha N. Sullivan | Anna Jinhua Wang | Abby M. Warren | Jeffrey J. White 

 
For insights on legal issues affecting various industries, 

please visit our Thought Leadership page and subscribe to any of our newsletters or blogs. 
 

 

  

 

 

  

 

  

      
 

© 2021 Robinson & Cole LLP. All rights reserved. No part of this document may be reproduced, stored in a retrieval system, or 
transmitted in any form or by any means, electronic, mechanical, photocopying, recording, or otherwise, without prior written permission. 
This document should not be considered legal advice and does not create an attorney-client relationship between Robinson+Cole and 
you. Consult your attorney before acting on anything contained herein. The views expressed herein are those of the authors and not 
necessarily those of Robinson+Cole or any other individual attorney of Robinson+Cole. The contents of this communication may contain 
ATTORNEY ADVERTISING under the laws of various states. Prior results do not guarantee a similar outcome. 

 

 

     

  

Robinson & Cole LLP | 280 Trumbull Street, Hartford, CT 06103 | www.rc.com 
 

 

 

http://www.rc.com/people/ConorODuffy.cfm
http://www.rc.com/people/WilliamJEgan.cfm
http://www.rc.com/people/StevenLElbaum.cfm
http://www.rc.com/people/GilbertLLee.cfm
http://www.rc.com/people/VirginiaEMcGarrity.cfm
http://www.rc.com/people/EndicottPeabody.cfm
http://www.rc.com/people/KathleenMPorter.cfm
http://www.rc.com/people/TaylorAShea.cfm
http://www.rc.com/people/LaurenMSigg.cfm
http://www.rc.com/people/BrianRSmith.cfm
http://www.rc.com/people/AlishaNSullivan.cfm
http://www.rc.com/people/annawang.cfm
http://www.rc.com/people/AbbyMWarren.cfm
http://www.rc.com/people/JeffreyJWhite.cfm
https://protect-us.mimecast.com/s/pDGVCkRgxPtkmy53hNi6eG?domain=r20.rs6.net
https://www.linkedin.com/company/robinson-&-cole-llp/
https://twitter.com/RobinsonCole
https://www.facebook.com/RobinsonCole-144331422248207
http://www.rc.com/coronavirus
http://www.rc.com/
https://www.linkedin.com/company/robinson-&-cole-llp/
https://twitter.com/RobinsonCole
https://www.facebook.com/RobinsonCole-144331422248207

