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Be Prepared for When Disaster Strikes

By Kathleen Strickland
and David Bienvenu

As chair of the ABA/TIPS Disaster Task Force and
chair of the ABA Committee on Disaster Response and
Preparedness, we would like to talk briefly about the
practical aspects of disaster preparedness for law firms.

TIPS this year is featuring a yearlong initiative on
Disaster Preparedness and Response, which started
with 10 teleconferences in September to commemo-
rate the 10th anniversary of 9/11, continued through
the fall leadership meeting in Seattle on cyber-terror-
ism, and includes three more upcoming national meet-
ings: the ABA mid-year meeting in New Orleans on dis-
asters caused by negligence; the spring meeting in
Charleston on disasters caused by acts of nature; and
the ABA annual meeting in Chicago on disasters caused
by terrorism. [Please see related articles on pages
4,9,12 and 13.]

Today, disasters monopolize our news. Whether it
is hurricanes along the Gulf Coast or Atlantic Coast,
tornadoes and floods in the Midwest, earthquakes on
the West Coast or anywhere terrorists may strike, we
live today in a world of increasing natural and human-
made actions that require preparedness. A disaster can
happen anywhere at anytime and we all need to have
a plan to survive one.

After a disaster strikes, it’s too late to prepare;
there is nothing one can do at that point to change or
augment the preparations already made. You are stuck
with what you had — your prior decisions.

Your decisions on insurance, backing up servers,
storing paper files, and safeguarding exhibits and valu-
ables are irrevocable once a disaster hits. Preparation
requires planning. Being prepared can mean the differ-
ence between business continuity and failure of your
law practice. Now is the time to make those decisions
moving forward.

Insurance

It is wise to secure insurance to cover potential
disasters, but you need to make sure insurance
includes business interruption coverage, even though
it will not readily cover the loss of your client base. Get
the most insurance you can for all perils and watch out
for gaps in coverage between policies.

All business interruption policies are not the same.
For example, there are gaps between flood policy cov-
erage and business interruption/wind/fire policies.
Make sure you get the coverage you need and review
your policy annually for any changes. Keep all insur-
ance papers in a separate, distinct location. Put insur-
ance papers in a safe place at a distant location.

Have a financial reserve set aside to remain in busi-
ness until the insurance premiums are paid out. In a
major disaster, it takes time to settle all of the claims.
One must be able to sustain cash flow for several
months out of savings whether or not one settles or
files suit. Be prepared for payment delays. You must be
ready to survive for six months or longer on savings for
both practical and claims-related reasons.

Backup Servers

Keep your hard drives, office data and client files
electronically backed-up on servers located in another
state, out of the way of the path of a natural disaster.
There are businesses now that specialize in selling you

use of space for your remote office on backup servers.
There are also companies providing backup servers on
cloud computing websites.

You want to ask whichever vendor and server
backup system you select to provide data backup and
protection, including storage management and sup-
port, disaster recovery services including data replica-
tion and recovery, as well as hosted document, email
and records management services. Stay in regular con-
tact with your vendor representative so you feel confi-
dent about your preparations.

Other Office Locations or
Satellite/Affiliate Office

Some practitioners will develop business out of
town and either establish a satellite office or affiliate
with another law firm in a different city to use its offices
as a backup in case of a disaster. Plan now to have a
backup office with another firm or rent space to house
your law office or staff. A satellite office where you have
some business will help justify the expense of one.

Establish a referral contact with another firm so
that you can ask it to handle such key practice matters
as requesting a continuance or rescheduling a deposi-
tion. Either way, the satellite office in another city
should be a place where bare essentials are located,
such as phone lines, fax, copy machine, scanner, desks,
office supplies and forms (this is somewhat outdated
now with the Internet-capable phones and data pads).

It takes time to get a new post office box, sta-
tionery, business cards, computers, fax machines,
phones, phone lines and DSL lines installed and func-
tioning. Think of a satellite office as insurance to save
the law practice you worked to build.

If you work with a larger law firm, that firm should
make arrangements to transfer operations to other
nearby offices in the event of a disaster striking the
local office. Develop a communications tree and make
sure all firm offices know the processes that will be
employed in a disaster — designate a backup office for
each firm location in the event of a disaster. During
Katrina, for example, firms moved operations to Baton
Rouge or Houston, and had their attorneys, where
needed, work out of those offices.

Website and Communication

Have a good firm website and use it to communi-
cate with your clients and to keep your business up
and functioning when a disaster strikes. Make sure
your clients have your web address. Be sure that the
site can be updated to facilitate communication and
give new information to clients, especially when your
location, phone numbers and mailing address change.

A disaster will not damage the Internet. Provide
contact numbers and email addresses for the attorneys
on your website so clients can reach them. Set up a
toll-free hotline number that plays a recorded status
message and directs callers to your firm’s website to
retrieve information.

Ensure that the firm’s internal website has elec-
tronic copies of internal phone lists, and that key per-
sonnel also have paper and electronic copies. Develop
an emergency “phone tree” in which firm members
have pre-assigned responsibilities to contact each
other and report their condition and whereabouts.
Remember, text messaging will still be operational, if
cell phones are not.

Laptops, Cell Phones and External Drives

Keep important deadlines and client information
stored on individual laptops, on an external drive and
stored on a remote server offsite. Copy your essential
information to your laptop in pdf format and always
take it with you, including your insurance information.
Consider purchasing laptops, Netbooks or iPads for
attorneys in your offices.

Keep valuable information on your portable com-
puter, including 800 numbers and insurance policy
numbers. Keep your insurance information safe and
accessible. Consider changing to laptop computers for
all staff and for yourself. You can operate your office
from your cell phone and your laptop. You should
backup your office data on offsite servers to give you
and your staff instant portability to get up and running
quickly on remote devices.

Important, open paper files and documents should
be downloaded/ stored on external drives or on CDs
that you can take with you. All paper files and closed
files should be stored electronically and kept offsite.

Inventory

Inventory and take pictures of your offices’ con-
tents. Keep an inventory of the office on your laptop
and pdfs of the insurance policies so you can file your
notarized sworn proof of loss as soon as possible to get
your claim paid. Most policies require that a notarized
proof of loss be filed within 60 days of the casualty
loss.

You will need to digitally photograph and video-
tape the damage of the entire loss for insurance pur-
poses. Most claims in large disasters are handled elec-
tronically. Having digital photos in a small format that
an adjuster can easily download will facilitate reim-
bursement.

All inventory records, photographs, etc., should
be copied, with one copy at home, one offsite and one
copy in a safe-deposit box. Prepare a complete inven-
tory of all personal property that includes date of pur-
chase, place of purchase, purchase price and condi-
tion. Take photographs and a video inventory of your
building and its contents.

Staff

Put a retention policy in place to retain staff in the
event of a disaster and communicate this policy to
your staff. One should do everything possible to retain
your employees and delay layoffs until the situation
can be better evaluated; otherwise, you may not be
able to replace qualified staff when the business
returns, and it will.
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These are just some ideas. The ABA has prepared a
booklet — available at bitp.//www.americanbar.org/
groups/committees/disaster.btml — detailing the
steps law firms should take to prepare for a disaster.
We encourage you to download the booklet and start
your firm’s own disaster preparedness today.

The mission of the ABA Committee on Disaster
Response and Preparedness is to assist lawyers, law
firms, bar associations and the justice system to pre-
pare for and respond to disasters; to assist lawyers as
needed to recover from a disaster; and to ensure that
the rule of law is respected and protected in times of
major disasters. ®




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile (None)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [1270 1270]
  /PageSize [612.000 792.000]
>> setpagedevice


