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What Are the Drastic  
Ramifications of the New York State 
Anti-Money Laundering Actions  
and Penalty Enforcement? 



We will be starting momentarily… 
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Listen to the audio portion of today’s webinar by dialing: 

 

North America: +1.866.322.1348  

International: +1.706.679.5933 

Audio Conference ID: #19620842  
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Technical Support Numbers 

If you experience technical difficulties, hit *0 on your 
telephone keypad and an operator will assist you. 

Or you can dial: 

For Web Support:  

+1.877.812.4520 or  

+1.706.645.8758 

For Audio Support:  

+1.800.374.2440 or 

+1.706.645.6500 
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Connect with Us 

Interested in learning more about the latest developments in 
financial services reform?  

− Visit our Dodd-Frank Act and Financial Services Reform 
Resource Center at www.pepperlaw.com 

− Visit the Financial Services Group’s “Publications” page at 
www.pepperlaw.com 

− Like us on Facebook 

− View us on YouTube: 
http://www.youtube.com/user/PepperHamiltonLaw  

− Listen to us at www.pepperpodcasts.com  

− Follow us on twitter @Pepper_Law 
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Hit the ‘Escape’ 

key to return to 

the normal view. 

Click this icon to 

view the slide in full 

screen mode. 

 



Feel free to submit text questions  

throughout the webinar 



Click the printer icon 

to download/print 

the slides. 

 



Speaker: Timothy R. McTaggart  

• Partner in the Washington office of Pepper  

Hamilton LLP 

• Focuses his practice on bank and financial services 

regulatory matters. He also assists financial services 

clients on transactional and enforcement issues. 

• Has represented clients before the Consumer Financial 

Protection Bureau and the federal bank regulatory 

agencies, including the Office of the Comptroller of the 

Currency, Federal Deposit Insurance Corporation and 

the Board of Governors of the Federal Reserve System, 

as well as various state banking departments across the 

country 

• Served as the Delaware State Bank Commissioner 

(1994-1999), in this role had responsibility for regulating 

and supervising non-depository institutions, including 

mortgage companies. 

202.220.1210 

mctaggartt@pepperlaw.com    
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Speaker: Jonathan Winer 

Jonathan Winer 

• Jonathan Winer, senior director in APCO Worldwide’s Washington, D.C., office, is the former 
U.S. deputy assistant secretary of state for international law enforcement. Mr. Winer provides 
strategic advice to clients on a range of issues from financial services regulation to foreign 
investment and trade, consumer regulations, congressional investigations, data protection, 
foreign corrupt practices, energy policy, information security, money laundering, national 
security and sanctions. 

• At the State Department, Mr. Winer was one of the architects of U.S. international policies 
and strategies on promoting and harmonizing financial transparency, as well as on cross-
border law enforcement issues, including the protection of intellectual property. He led 
negotiations on these and related issues with the European Union and the Organization of 
American States, as well as bilaterally with China, Cyprus, Hungary, Israel, Lebanon, 
Nigeria, Poland, Russia, Thailand and numerous other countries in Europe, Latin America, 
Southeast Asia and Africa. 

• Mr. Winer previously served for 10 years as chief counsel and principal legislative assistant 
to U.S. Senator John F. Kerry, handling and drafting legislation pertaining to financial 
regulation and working with the Senate committees on foreign relations and banking. He 
conducted a series of congressional investigations, including the investigation of the Bank of 
Credit and Commerce International from 1989-1992.  

• Mr. Winer serves on the Steering Committee of the Transnational Threats Initiative of the 
Center for Strategic and International Studies and as a contributing expert on the 
counterterrorism blog. He previously served on the Council on Foreign Relations Terrorist 
Finance Task Force and the Council on Foreign Relations Andean Commission. 

• In November 1999, Mr. Winer received a distinguished honor award from Secretary of State 
Madeleine Albright for his service at the State Department. The award stated that "he created 
the capacity of the Department and the U.S. government to deal with international crime and 
criminal justice as important foreign policy functions," and that "the scope and significance of 
his achievements are virtually unprecedented for any single official." 
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Agenda 

1. Introduction 

2. Discussion / Recap of NYDFS actions 

3. Discussion of risks that financial institutions face that 
focus solely on the federal AML issues 

4. What can financial institutions do to proactively avoid 
these circumstances 

5. How to mitigate some of the potential penalties levied 
by state and federal agencies 
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Introduction  

1. Jonathan Winer is a world-class expert on AML, drafting AML legislation as a U.S. 
Senate staff lawyer for then Senator John Kerry where he conducted the BCCI 
investigation, serving as the lead AML policymaker at the U.S. Department of State 
during the Clinton Administration, and counseling clients in the private sector. 

2. Tim McTaggart has experience from his service as counsel to the U.S. Senate 
Banking Committee on matters pertaining to AML issues, OFAC issues, and related 
compliance issues.  Additionally, Mr. McTaggart is a former state bank supervisor 
for the state of Delaware and has insights on the instances of potential conflict and 
tension between state objectives and federal law requirements. 

3. We will focus on: 

• Impact of separate federal and state investigations and enforcement actions. 

− How do state fines/penalties relate to federal fines/penalties? 

− What do you do if federal and state regulators are competing with each other to see who is 
the “toughest” regulator? 

• How to enhance bank staff awareness of AML compliance issues as they relate 
to national security and foreign policy, as well as law enforcement concerns? 

− OFAC 

− Politically Exposed Persons 

− High Risk Transactions 
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Discussion/Recap of NYDFS Actions 

Standard Chartered Banking, New York Branch (“SCB”): Consent Order 
with New York Department of Financial Services (“ DFS”) dated  
September 21, 2012 

• Findings 

 DFS found that from at least January 2001 to 2007, while Iran was subject to 
U.S. economic sanctions, SCB provided U.S. dollar clearing services to 
Iranian state and privately owned banks, corporations and individuals.   

 In processing these transactions, SCB removed or omitted Iranian 
information from U.S. dollar wire payment messages through a practice 
known internally at SCB as “repair,” which was designed to help SCB 
compete for Iranian business and to avoid potential processing delays. 

 The removal or omission of Iranian information occurred with respect to 
approximately 59,000 transactions totaling approximately $250 billion.   

 DFS took the position that SCB’s policies and procedures during the 
relevant period prevented New York State regulators from performing 
complete safety and soundness examinations, and from identifying 
suspicious patterns of activity. 
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Discussion/Recap of NYDFS Actions 

 In 2011, DFS conducted an examination of SCB, which identified 
BSA/AML findings including: 

Weaknesses in the customer risk rating methodology and 
documentation of certain customer due diligence information;  

 Insufficient documentation of decisions to waive potential 
OFAC matches to customers and associated parties; and  

Offshoring portions of SCB’s transaction monitoring process to 
SCB’s Global Shared Services with insufficient evidence of 
oversight or communication between them. 
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Discussion/Recap of NYDFS Actions 

 Settlement Provisions 

 Monetary Payment: SCB was required to pay a civil monetary payment to 
DFS in the amount of $340 million within 10 days of executing the Consent 
Order.  

 BSA/AML and OFAC Compliance Review: within 30 days of executing the 
Consent Order, SCB required to identify independent on-site monitor 
acceptable to DFS to report directly to DFS and conduct a comprehensive 
review of the BSA/AML and OFAC compliance programs, policies, and 
procedures now in place at SCB and submit a compliance review report. 

 BSA/AML and OFAC Compliance Programs: within 60 days of the receipt 
of the compliance review report, SCB required to submit to DFS a written 
plan designed to improve and enhance its current BSA/AML and OFAC 
compliance programs, policies, and procedures, incorporating the 
compliance review report. 

 Management Oversight: within 60 days following the receipt of the 
compliance review report, SCB was required to submit to DFS for approval 
a written plan to improve and enhance management oversight of its 
BSA/AML and OFAC compliance programs, policies, and procedures.  
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Discussion/Recap of NYDFS Actions 

Deloitte Financial Advisory Services LLP (“Deloitte”): 
Agreement with DFS dated June 18, 2013  

• Findings 

 Deloitte violated Banking Law § 36.10 and its own policies 
by knowingly disclosing other client banks’ confidential 
supervisory information to SCB. 

SCB engaged Deloitte as its qualified independent 
consulting firm to determine whether it properly identified 
and reported suspicious activity involving accounts or 
transactions at, by, or through its New York branch. 

On August 30, 2005, a member of the Deloitte 
engagement team sent two emails to an SCB employee 
attaching copies of two transaction review reports 
Deloitte had previously performed for other client banks.  
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Discussion/Recap of NYDFS Actions 

 The emails suggested that the two other bank reports be used as 
templates for drafting the SCB final report and to compare the 
draft SCB report against confidential supervisory information 
contained in one of the improperly disclosed reports.  

 Specifically, the Deloitte and SCB managers were directed to 
cross-check the “bad guy/bad bank” lists contained in each report 
in order to match up individuals and institutions “as to whom 
suspicious activity reports may have been previously filed” and, 
thus, “put on the bank's enhanced due diligence or watch list.” 

 By removing from its final report, based primarily on SCB’s 
objection, a recommendation regarding the elimination or restriction 
of certain wire messages or “cover payments” that could be 
manipulated by banks to evade money laundering controls, Deloitte 
did not demonstrate the necessary autonomy and objectivity that is 
now required of consultants performing regulatory compliance work 
for entities supervised by DFS. 
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Discussion/Recap of NYDFS Actions 

 Settlement 

 Monetary Payment: Deloitte was required to pay DFS  
$10 million within 5 business days of executing the 
Agreement. 

 Practice Reforms: Deloitte was required to establish and 
implement, as promptly as possible but in any event within 
12 months from the date of the Agreement, the 
procedures and safeguards for engagements set forth in 
Exhibit A to the Agreement, which are intended to raise 
the standards now generally viewed as applicable to 
independent financial services consultants. 
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Discussion/Recap of NYDFS Actions 

 Voluntary Abstention from DFS Engagements:  

For one year from the date of the Agreement, while it 
develops and implements the best practices 
requirements, Deloitte is prohibited from accepting new 
engagements that would require DFS to approve Deloitte 
as an independent consultant or to authorize the 
disclosure of confidential information under New York 
Banking Law § 36.10 to Deloitte,  

Provided, however, that after at least 6 months from the 
date of the Agreement, DFS (in its sole and unreviewable 
discretion) and Deloitte may agree to an early termination 
of Deloitte’s voluntary practice abstention if Deloitte has 
established and implemented the required procedures 
and safeguards. 
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Discussion/Recap of NYDFS Actions 

The Bank of Tokyo Mitsubishi-UFJ, Ltd., New York Branch 
(“BTMU”): Consent Order with DFS dated  
June 19, 2013 

• Findings 

 From 2002 through 2007, while Iran, Sudan and Myanmar 
were subject to U.S. economic sanctions, BTMU 
estimated that it cleared approximately 28,000 U.S. dollar 
payments through New York worth close to $100 billion 
involving Iran, and additional payments involving Sudan 
and Myanmar, and certain entities on the Specially 
Designated Nationals list. 
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Discussion/Recap of NYDFS Actions 

BTMU's employees in Tokyo routed U.S. dollar payments 
through New York after first removing information from wire 
transfer messages that could be used to identify the 
involvement of sanctioned parties. 

BTMU established written operational instructions for its 
employees in Tokyo, which, translated from Japanese into 
English read, " ... in case of a P/O addressed to the U.S., 
attention should be paid in order to avoid freezing of funds, 
e.g., the 'ORDERING BANK' field should be filled in with the 
name of [BTMU], while the entry of the name of the final 
receiving bank (in an enemy country) and the particulars of 
remittance should be omitted. 

After learning of these practices in 2007 and conducting an 
internal review of these practices, BTMU reported its 
findings to the U.S. authorities, and represented that it had 
ceased such practices and undertaken remediation. 
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Discussion/Recap of NYDFS Actions 

 Settlement 

 Monetary Payment: BTMU was required to pay a civil 
monetary payment to DFS in the amount of $250 million 
within 10 days of executing the Consent Order. 

 Compliance Review: Within 30 days of executing the 
Consent Order, BTMU was required to identify an 
independent consultant acceptable to DFS to report 
directly to DFS to conduct a comprehensive review of the 
BSA/AML related sanctions compliance programs, 
policies, and procedures now in place at BTMU and 
submit a compliance review report. 
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Discussion/Recap of NYDFS Actions 

 Compliance Programs:   Within sixty 60 days of the receipt 
of the compliance review report, BTMU was required to 
submit to DFS a written plan designed to improve and 
enhance the BSA/AML related sanctions compliance 
programs, policies, and procedures in place at BTMU. 

 Management Oversight: Within 60 days following the 
receipt of the compliance review report, BTMU was 
required to submit to DFS a written plan to improve and 
enhance management oversight of the BSA/AML related 
sanctions compliance programs, policies, and procedures 
now in place at BTMU. 
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Discussion of Risks 

 Addressing federal/state risks 

− Federal bank examiners may miss issues that states still 
care about 

• For both, financial institution must have undertaken a 
meaningful, comprehensive risk-based assessment of its 
business lines, geographic locations, and their intersection 
with “hot” areas for both federal regulators and state 
regulators 

• New York officials care about combating Iran; California 
could have same instincts on officials in Burma. 

− No assumptions should be made that being “OK” at the 
federal level means being “OK” at the state level. 

− Compliance programs and clean-ups should think about 
all supervisors simultaneously. 
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What Financial Institutions Can Do To 
Proactively Avoid Circumstances 

• What can financial institutions do to proactively avoid these 
circumstances? 

− Beyond OFAC screening, financial institution should have 
polices, procedures, training to address OFAC’s policy goals 
regarding “difficult” or sanctioned nations (Iran, Sudan, 
Mynamar officials etc) that take political factors into 
consideration 

− How good, and frequent, are training programs for bank 
employees, especially with regard to international transactions 
involving banks? 

− Do bank customer acceptance policies factor in 
political/reputational risk as well as rote checks of OFAC lists? 

• Due diligence needs to address reputation of the customer, 
the customer’s customer, and of the financial institution if it 
has the wrong customers from a reputational perspective. 

− Yes, bank officials need to know something about foreign policy.  
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How to Mitigate Potential Penalties 

• How to mitigate some of the potential penalties levied 
by state and federal agencies 

− Comprehensive risk analysis of all units of bank, 
especially those dealing with cross-border transactions or 
with higher-risk structures 

• Trusts, LLCs currently under intense focus by G-8 (US, 
Canada, Japan, Germany, France, Italy, Russia, UK) 
following June summit, and by EU governments, regulators. 

− Undertake systematic implementation of FFIEC 
guidelines. 

− Develop broader approach to thinking about OFAC rather 
than just reviewing OFAC lists. 
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How to Mitigate Potential Penalties  

• When dealing with enforcement action by Feds or by state, 
consider pro-active engagement with all supervisors 

− Financial institution likely to wind up dealing with all in any case, 
better to bring everyone aboard early 

− Consider comprehensive internal investigation as early in the 
process as possible, once it is clear that “Houston, we have a 
problem.” 

• Investigation/review should include all relevant affiliates in other 
countries. 

• Investigation/review less expensive than not doing one likely to 
be. 

− Constantly cross-check attitudes, expectations, approach of 
federal and state supervisors, enforcement agencies, to align 
investigation so that they each are concluded as rapidly as 
possible, freeing financial institution for the future. 
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APPENDICES 
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Questions & Answers 
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Connect with Us 

Interested in learning more about the latest developments in 
financial services reform?  

− Visit our Dodd-Frank Act and Financial Services Reform 
Resource Center at www.pepperlaw.com 

− Visit the Financial Services Group’s “Publications” page at 
www.pepperlaw.com 

− Like us on Facebook 

− View us on YouTube: 
http://www.youtube.com/user/PepperHamiltonLaw  

− Listen to us at www.pepperpodcasts.com  

− Follow us on twitter @Pepper_Law 
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