
 

  

CYBERSECURITY 
 
Q3 Coveware Report: Unsettling Update on Ransomware 
 
We spend a lot of time reporting on ransomware because we are seeing 
more incidents than ever before, and our readers comment that keeping 
them up to date on ransomware tactics is helpful. The ransomware 
gangs, strains and vectors are constantly changing, so it is very 
challenging for companies to keep up with their latest tactics. Read more 

 

 

 

Compari Hit with Ransomware Attack 
 
Compari, the Italian drinks company, recently announced that it was hit 
with a cyber attack that encrypted its data and potentially exfiltrated 
some data. Read more 

 

 

 

HIPAA 
 
OCR’s Tenth Right to Access Settlement Is Small but Meaningful 
 
The Office for Civil Rights (OCR) recently settled a tenth case under its 
right-to-access initiative with California-based Riverside Psychiatric 
Medical Group (RPMG), for $25,000. Read more 

 

 

 

DATA PRIVACY 
 
The Effect of a Biden-Harris Presidency on Privacy in the U.S.  
 
How will a Biden-Harris presidency affect the U.S. privacy landscape? 
Let’s take a look. Read more 

 

 

 

Sensitive Personal Information – What Is It and What Does It Mean 
for California Privacy Rights Act Compliance? 
 
The California Privacy Rights Act (CPRA) expands the definition of 
personal information as it currently exists in the California Consumer 
Privacy Act (CCPA). The CPRA adds “sensitive personal information” as 
a defined term, which means: Read more 
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NEW + NOW 
 
C-Suites: Cybercrime Damages Expected to Reach $6 Trillion by 
2021 
 
According to Cybersecurity Ventures, cybercrime is the fastest growing 
crime in the U.S., with damages expected to reach $6 trillion globally by 
2021. Therefore, it is axiomatic that C-Suites continue to address the risk 
associated with cybercrime and how cybercrime will affect the 
business. Read more 

 

 

 

AUTONOMOUS VEHICLES 
 
Walmart and Self-Driving Delivery Cars  
 
Walmart announced that it will begin experimenting with self-driving cars 
in a pilot program with General Motors-backed Cruise (a tech start-up 
with electric, self-driving cars) to deliver groceries and other products to 
neighborhoods in Phoenix, Arizona. The program will launch in 2021. 
The fleet of cars will use electricity from renewable resources to curb 
carbon emissions from the operation. Read more 

 

 

 

PRIVACY TIP #259 
 
On Veterans Day: Tips for Veterans to Avoid Scams 
 
On Veterans Day, we thank all veterans for their service and dedication 
to our democracy. This week's privacy tip covers cybersecurity scams 
that target veterans and how to help them avoid falling victim. Read 
more 

 

 

  

  

  

 

  

      
 

© 2020 Robinson & Cole LLP. All rights reserved. No part of this document may be reproduced, stored in a retrieval system, or 
transmitted in any form or by any means, electronic, mechanical, photocopying, recording, or otherwise, without prior written permission. 
This document should not be considered legal advice and does not create an attorney-client relationship between Robinson+Cole and 
you. Consult your attorney before acting on anything contained herein. The views expressed herein are those of the authors and not 
necessarily those of Robinson+Cole or any other individual attorney of Robinson+Cole. The contents of this communication may contain 
ATTORNEY ADVERTISING under the laws of various states. Prior results do not guarantee a similar outcome. 

    

 

https://www.dataprivacyandsecurityinsider.com/2020/11/c-suites-cybercrime-damages-expected-to-reach-6-trillion-by-2021/
https://www.dataprivacyandsecurityinsider.com/2020/11/c-suites-cybercrime-damages-expected-to-reach-6-trillion-by-2021/
https://www.dataprivacyandsecurityinsider.com/2020/11/c-suites-cybercrime-damages-expected-to-reach-6-trillion-by-2021/
https://www.dataprivacyandsecurityinsider.com/2020/11/walmart-and-self-driving-delivery-cars/
https://www.dataprivacyandsecurityinsider.com/2020/11/walmart-and-self-driving-delivery-cars/
https://www.dataprivacyandsecurityinsider.com/2020/11/privacy-tip-259-on-veterans-day-tips-for-veterans-to-avoid-scams/
https://www.dataprivacyandsecurityinsider.com/2020/11/privacy-tip-259-on-veterans-day-tips-for-veterans-to-avoid-scams/
https://www.dataprivacyandsecurityinsider.com/2020/11/privacy-tip-259-on-veterans-day-tips-for-veterans-to-avoid-scams/
https://www.linkedin.com/company/robinson-&-cole-llp/
https://twitter.com/RobinsonCole
https://www.facebook.com/RobinsonCole-144331422248207
http://www.rc.com/history
http://www.rc.com/
https://www.linkedin.com/company/robinson-&-cole-llp/
https://twitter.com/RobinsonCole
https://www.facebook.com/RobinsonCole-144331422248207

