Client Alert
November 21, 2017

CFPB Encourages Financial Institutions to Provide
Consumers with Greater Control over Payment
Methods
By Obrea O. Poindexter and Jeremy R. Mandell
Following the Equifax security breach, it was reported that the Consumer Financial Protection Bureau (CFPB)
started to focus on cardholder transaction controls, such as how they are being offered in the marketplace to aid
in fraud prevention and how they are being received by consumers.
On November 20, 2017, the CFPB released a November 17, 2017 letter that Director Richard Cordray sent to “the
CEO’s of several banks, credit unions, and financial companies” asking that they consider “enabl[ing] consumers
to exert greater control over their credit cards, debit cards, and other payment methods.”
In his letter, Director Cordray emphasized the value of new technology in this regard. In particular, he referenced
digital servicing platforms which he said “offer the potential for enhanced security . . . by establishing controls that
will make it more difficult for unauthorized transactions to occur.” Director Cordray added that “such platforms can
allow consumers to exert greater control on their own spending and those they authorize to use their accounts by
establishing settings that limit how, where, when, and to what extent their accounts are accessed – and to do so
much more easily and conveniently.”
Director Cordray told the CEOs that “it is worth considering how you can prioritize the steps necessary to speed”
the availability of this capability to their customers. He went on to provide examples of improvements that digital
servicing may allow financial institutions to offer:
•

The ability for customers to set spending limits on a card-by-card basis for particular merchants, channels of
transactions (e.g., online, telephone, in-person, recurring transactions), or categories of spending;

•

The ability for customers to receive an alert or warning if a transaction is attempted that falls outside the
customer’s preset parameters (or parameters for an authorized user, e.g., those set by parents for their
children); and

•

Other money management tools within the institutions’ online and mobile platforms.

Director Cordray concluded his letter by saying, “[O]n the eve of my leaving the Bureau, I urge you to think
creatively about how you can put more control directly in the hands of your customers. This will help them as they
worry about data breaches, and could help you minimize the incidents of fraudulent use of credit cards and debit
cards and other payment methods. This will help people also to assert greater control of their financial lives.”
The financial services industry considers transaction alerts to be a more helpful approach than transaction
controls, as it is generally believed that controls could limit the functionality of the payment method.
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About Morrison & Foerster:
We are Morrison & Foerster—a global firm of exceptional credentials. Our clients include some of the largest
financial institutions, investment banks, Fortune 100, technology and life science companies. We’ve been
included on The American Lawyer’s A-List for 13 straight years, and Fortune named us one of the “100 Best
Companies to Work For.” Our lawyers are committed to achieving innovative and business-minded results for our
clients, while preserving the differences that make us stronger. This is MoFo. Visit us at www.mofo.com.
Because of the generality of this update, the information provided herein may not be applicable in all situations
and should not be acted upon without specific legal advice based on particular situations. Prior results do not
guarantee a similar outcome.
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