
Brussels | Century City | Chicago | Dallas | London | Los Angeles | New York | Orange County | Palo Alto 

San Diego (Downtown) | San Diego (Del Mar) | San Francisco | Seoul | Shanghai | Washington, D.C.

www.sheppardmullin.com 

Esports and Games 
LEGAL CONSIDERATIONS 
FOR LOOT BOXES



Sheppard Mullin has a longstanding history representing clients in the games, entertainment and music industries and 
our team has extensive experience addressing the many nuanced business and legal issues faced by participants in these 
sectors. This experience has uniquely positioned us to represent clients in the emerging esports and gaming industries 
as the ecosystem expands and multimedia entertainment and technology continue to drive an engaged audience. 
Underpinned by our internationally-renowned, entertainment, technology and advertising lawyers, our multidisciplinary 
team includes advisors with deep experience on state-of-the-art and high-profile matters, including those involving: 
content development, production and distribution; advertising and sponsorships, live event production and broadcasting; 
mergers and acquisitions and finance, counseling on and protection of our clients’ novel inventions, brand identity and 
other intellectual property; labor and employment advice and counseling; and dispute resolution and litigation.

Esports and Games

What is a Loot Box?
Loot boxes are virtual items that may be redeemed to receive a randomized selection of 
additional virtual items. In some instances, they are free. In others, loot boxes can be a lucrative 
monetization mechanic. These random sets of virtual items can range from aesthetic items, 
which make something in the game look good (e.g., a visual customization for a player’s avatar 
or weapons), to functional items that improve in-game performance (e.g., weapons, power-ups, 
powers, etc.). Loot boxes can be “accessed” in a variety of ways, such as by earning access via 
game play or purchasing a “key” using virtual currency or real money to unlock the loot box. 

Legal Considerations with Loot Boxes
With the proliferation of loot boxes over the past 15 years, the use of them in games has received increased attention 
from legislators, regulators and the plaintiffs’ bar. The primary legal issue is whether a loot box mechanic constitutes 
gambling. Other issues include whether the age rating of games with loot box mechanics should be impacted based on 
the inclusion of the game mechanic, and whether consumer protection laws require disclosure of the odds of obtaining 
certain virtual items through loot boxes. Some of these key issues are discussed below. 

Gambling. There is a great debate about whether loot boxes constitute gambling. The gambling laws vary by country, and 
in the United States, by state as well. In the US, few if any laws specifically address gambling based on virtual items. At a 
high-level, an overly simplified definition of gambling involves: staking something of value (consideration) for a chance to 
win something of value (a prize). If all three elements are present in an activity (prize, chance, and consideration), it may 
be gambling.

Impact on Children. Content ratings typically indicate the appropriate age group for and type of content included in a 
video game. Some advocate that even if loot box mechanics are not gambling, they have an addictive effect and therefore 
this should be reflected in the games rating. Some commenters have suggested modifying the ESRB rating for games with 
loot boxes, for example by rating all such games as Mature or Adult Only, or by creating a new rating. 

Disclosure Considerations
•  Disclosure of Loot Box Odds. Currently, Apple and Google require all mobile apps that have loot boxes to disclose 

odds. By the end of 2020, Nintendo and similar companies manufacturing consoles are supposed to require disclosure 
of loot box odds for new games and existing games that add new loot box features. Many major game publishers have 
also committed to disclosing loot box odds by the end of 2020. Disclosure of loot box odds must be accurate and 
non-misleading to avoid a FTC Act Section 5 violation.

•  In-Game Purchase Disclosures. In April 2020, the ESRB announced a new “Interactive Element”—used to describe 
disclosures for video games that highlight a game’s interactive or online features that may be of interest but do not 
influence a game’s rating. The “In-Game Purchases (Includes Random Items)” disclosure sits just below a game’s 
content rating assigned to any game that contains in-game offers to purchase digital goods or premiums with real 
world currency (or with virtual coins or other forms of in-game currency that can be purchased with real world 
currency) for which the player doesn’t know prior to purchase the specific digital goods or premiums they will be 
receiving (e.g., loot boxes, item packs, mystery awards). 

•  Content Creator Disclosures. With the rise of avid video game players livestreaming gameplay to followers, these players 
are reminded of the need to follow FTC Endorsement Guidelines. These guidelines require, among other things, disclosure 
of any material connections between the players and the products they are touting, such as compensation agreements.

https://www.theesa.com/perspectives/video-game-industry-commitments-to-further-inform-consumer-purchases/
https://www.ftc.gov/sites/default/files/attachments/press-releases/ftc-publishes-final-guides-governing-endorsements-testimonials/091005revisedendorsementguides.pdf


Increasing Litigation from Consumers
The legality of loot boxes may be challenged through a variety of paths. For example, state attorneys 
general may bring criminal or civil actions, or aggrieved consumers may bring challenges directly under 
most states’ anti-gambling laws. Even if loot boxes are presumptively legal and do not constitute gambling 
under applicable law, consumers may bring lawsuits based on consumer protection or false advertising laws 
if they believe that the loot boxes are promoted in an arguably misleading way. 

Several class action lawsuits have been brought recently in California against game developers, game 
publishers, and distributors of games. While some of the lawsuits have alleged violations of unfair 
competition laws by engaging in an “unlawful” business under the states’ gambling law, other cases claimed 
that the defendant misrepresented its marketing and selling of the loot box. We discussed one of those 
lawsuits in this post. 

Regulatory Attention
Various federal, state, and foreign officials, have proposed regulating loot boxes. In 2018, state legislatures 
in at least four states (California, Hawaii, Minnesota, and Washington) introduced bills aimed at regulating 
loot box sales. All failed to pass. At the federal level, the most notable effort to restrict loot boxes was 
“The Protecting Children from Abusive Games Act,” a 2019 bill introduced by Sen. Josh Hawley aimed at 
prohibiting loot boxes in any game played by minors (which we covered here). In August 2020, the FTC 
released a staff perspective paper in response to the workshop held a year prior in 2019 about loot boxes 
and microtransactions. The FTC paper summarizes key concerns from panelists and commenters about 
how loot boxes function, as well as recommendations to address the concerns. 

There is no consistent approach internationally either, although many EU member states have released 
position papers within the last few years. 

Considerations to Help Mitigate Risk
• Take steps to avoid creating a wager, chance or win/loss structure required for a finding of gambling
• Accurately and transparently disclose probably for winning
• Consider substantial parental controls on loot box purchases made by minors
•  Ensure that there are minimal “fine print” terms or fees that consumers plausibly could contend are 

hidden or obscured
•  Develop and implement strategies for enforcement against unauthorized secondary markets that 

improperly sell your virtual items

Belgium
Classified some forms of loot boxes as gambling

UK
While no outright ban under current law, the House 
of Lords recently called for loot boxes to be regulated 
under the nation’s gambling law

Netherlands
Classified some forms of loot boxes as gambling

New Zealand
Does not interpret loot boxes within the scope of 
gambling laws

France
Generally finds loot boxes outside the scope of gambling 
unless the player has the possibility to resell in real 
currency prizes won in the form of virtual objects or game 
levels, either in the game itself, or on a dedicated site

Sample of Various Positions by Jurisdiction

https://www.mygamecounsel.com/2020/06/articles/gambling/apple-loot-boxes-thing-of-value/
https://www.mygamecounsel.com/2019/05/articles/loot-boxes/ban-loot-boxes-targeting-kids-microtransactions/
https://www.ftc.gov/system/files/documents/reports/staff-perspective-paper-loot-box-workshop/loot_box_workshop_staff_perspective.pdf
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