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2.
Massive LEGAL Exposure 
If a cybersecurity incident affects individuals or 

entities in the EU or the UK, you should avoid 

exposure under the EU General Data 

Protection Regulation (GDPR) or similar UK 

legislation. These risks include fines, damage 

claims, reputational harm, and other threats to 

your organization. Breaches or other 

cybersecurity incidents that are caused or 

facilitated by process or systems failings might 

lead to broader investigations by data 

protection authorities or other regulators into 

the organization’s overall compliance. 

Companies doing business in Europe now face 

a new litigation landscape under the EU 

Directive on Representative Actions. It came 

into force in June 2023 and will also cover 

GDPR damages claims. The Directive brings

increased opportunities for consumers to

enforce their rights. Cross-border collective

actions within the EU will be easier to bring and 

more complex to defend.

1.
YOU Need to Act
Cybersecurity incident response involves 

multifaceted technical and legal issues. You 

and your legal team should identify potential 

pitfalls, plan ahead, and practice your 

response.

3.
72-Hour Reporting 

Deadline 
Act quickly. When a company learns of an 

actual or possible cybersecurity incident with 

EU relevance, it must notify its competent data 

protection authority, unless the incident is 

unlikely to result in risks to the affected data 

subjects. Even when not in a crisis and under 

time pressure, that risk assessment can be 

challenging. Non-compliance with the 

reporting obligation can result in high GDPR 

fines, but notifying unnecessarily can result in 

unwelcome regulatory intervention at a time 

when you ought to be focused on responding 

to the legal aspects of the incident. Even a 

loss of availability of personal data (e.g. in the 

course of a ransomware attack) can trigger 

GDPR reporting obligations, too. To make 

matters more complex, national laws may 

provide for additional and more specific 

reporting obligations and deadlines that apply 

simultaneously to GDPR notification 

requirements.

4.
Data Subject and other 

Comms 
If a cybersecurity incident or other personal 

data breach will likely put natural persons' 

rights and freedoms at high risk, the affected 

company must inform the concerned data 

subjects without undue delay. Even if there is 

no obligation to report, an affected organisation 

can expect questions from customers and 

other business partners impacted by the 

outage, curious employees, and even the 

media. Thus, a coordinated and effective 

communication strategy is crucial to avoid 

negative press and related business risks.

5.
High GDPR Fines 
GDPR violations, including of any of the 

obligations described in this overview, can result 

in multimillion-euro fines. The maximum penalty 

per infringement is €20 million or 4 percent of 

the affected company's revenue, whichever is 

greater. The highest fine that EU data protection 

authorities have imposed to date exceeded 

€700 million. The EU authorities recently 

adopted a GDPR fine calculation model that 

increases risks for large companies or groups.

In many cases, this calculation model will 

exhaust the fine range quite extensively. 
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8.

Preparation Is Key 
The GDPR requires entities to implement 

comprehensive security measures, including 

anonymization, pseudonymization, and 

encryption. Equally important, you should 

review your company’s cybersecurity incident 

response plan (CIRP).You can ensure that the 

legal considerations described here are 

integrated into the CIRP and allow you to react 

quickly and methodically in an emergency. 

Failure to implement adequate technical and 

organizational measures poses significant risk 

to data and systems and exposes 

organizations to the risk of steep fines and 

mass damage claims.

9.
Awareness and Training 
To comply with GDPR obligations, implement 

mandatory privacy and cybersecurity trainings 

with regular ‘refreshers’ to ensure that your 

company's employees know how to detect and 

avoid potential cyber incidents and resulting 

risks. Such trainings and other security and 

privacy measures need to be documented in 

accordance with GDPR requirements.

10.
When in Doubt Call us. 
Call us for immediate GDPR and global 

cybersecurity incident advice. We can also 

help you devise a plan for potential future 

threats, including a CIRP, running crisis 

simulations (tabletop exercises) and 

establishing contacts with local counsel and 

other experts. See our contacts below.

7.
Think Globally 
Cybersecurity incidents rarely respect 

jurisdictional borders. Notification obligations, 

liability, and other consequences often expand 

beyond EU/UK or US laws, for instance. 

Dealing with such scenarios often requires a 

global response and involving local counsel. 

Identifying experts in key geographies in 

advance can save crucial time in a crisis.
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6.
GDPR Damage Claims 
The GDPR allows data subjects to claim 

immaterial damages for the disclosure or loss of 

their personal data. Because cybersecurity 

incidents usually affect many data subjects, your 

company can easily face multimillion-euro 

follow-on damages claims from a class of 

affected individuals. In such (mass) 

proceedings, plaintiffs often argue that the 

defendant violated the GDPR and/or other legal 

requirements by providing insufficient 

cybersecurity and, hence, data security. 

Consequently, they claim immaterial damages 

compensation for the disclosure of their data in 

the course of the cybersecurity incident.
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