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INTRODUCTION

1. On February 16, 2010, the Electronic Privacy Information Center (“EPIC”) filed a Complaint
with the Federal Trade Commission (“FTC” or “Commission”) requesting an injunction and
investigation.' The Complaint concerned the practices of Google, Inc., specifically the recent
launch of the company’s Buzz social networking service. As Petitioners stated in the original
complaint:

This complaint concerns an attempt by Google, Inc., the provider of a widely used
email service to convert the private, personal information of Gmail subscribers
into public information for the company’s social network service Google Buzz.”

2. The Petitioners described the importance of email privacy, the release of Google Buzz,
Google’s disclosure of users’ email contacts, user opposition to the recent transformation of
Google’s Gmail service into a social networking service, and violations of Section 5 of the
FTC Act, including Google’s deceptive and unfair trade practices. The Petitioners
concluded:

This change in business practices and service terms violated user privacy
expectations, diminished user privacy, contradicted Google’s own privacy policy,
and may have also violated federal wiretap laws. In some instances, there were
clear harms to service subscribers.’

" EPIC FTC Complaint, In re Google Buzz (Feb. 16, 2009), available at
http://epic.org/privacy/ftc/googlebuzz/GoogleBuzz Complaint.pdf.
Id. at 1.
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3. The Petitioners respectfully requested the Commission to provide relief and specifically to:

Compel Google to make Google Buzz a fully opt-in service for Gmail users;

Compel Google to cease using Gmail users’ private address book contacts to
compile social networking lists;

Compel Google to give Google Buzz users more control over their information,
by allowing users to accept or reject followers from the outset.

4. In the original complaint, Petitioners reserved the right to “supplement this petition as other

information relevant to this proceeding becomes available.”

5. This Supplemental Complaint addresses the ongoing privacy threats posed by Google, as
well as the company’s unfair and deceptive trade practices relating to the recent introduction

of Google Buzz.

ADDITIONAL FACTS

Google Buzz Violates Google’s Gmail Privacy Policy.

6. In whole and in part, the Gmail Privacy Notice describes the collection and use of personal
data for the purpose of providing the Gmail email service.’

7. The Gmail Privacy Notice describes the information use policies relating to Gmail,
“Google’s approach to email.”’ (emphasis added).

8. At the time that Google introduced Google Buzz, the Personal Information section of the
Gmail Privacy Notice promised to its users that the company would only use their contact
lists and other related data “in order to provide the service to you.” (emphasis added). The
statement is reproduced in full below:

* Gmail stores, processes and maintains your messages, contact lists and other data related to your account in order to provide the service to you.

9. In this provision, Google is clearly describing the use of contact lists and other user-related
data for the provision of Gmail, the Google email service.

“1d. at 15.

°Id. at 16.

6 See Appendix A.

'1d.

¥ Google, Gmail Privacy Notice, http://mail.google.com/mail/help/privacy.html (last visited February 22, 2010).
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10.

In the section on Uses, the Google Gmail Privacy Policy states:’

* Google maintains and processes your Gmail account and its contents to provide the Gmail service to you and to improve our services.

11.

12.

13.

14.

15.

16.

17.

18.

19.

In this provision, Google is clearly describing the processing of mail account information and
its contents for the provision of Gmail, the Google email service.

In the section on Uses, the Google Gmail Privacy Policy further states:

Google's computers process the information in your messages for various purposes, including formatting and displaying
the information to you, delivering advertisements and related links, preventing unsolicited bulk email (spam), backing up
your messages, and other purposes relating to offering you Gmail.

In this provision, Google is again describing the processing of mail account information and
its contents for the provision of Gmail, the Google email service.

Google Buzz uses Gmail users’ contact lists and related data for a separate and unrelated
service, in violation of the Gmail Privacy Notice.

Google Buzz processes Gmail account information in violation of the Gmail Privacy Notice.

Google Buzz compiles a Gmail user’s social networking list based on frequent personal
email and chat contacts.

Google Buzz processes Gmail message information in violation of the Gmail Privacy
Notice.

Google never did and still does not obtain “explicit consent” from Gmail users regarding
Google Buzz and Google’s use of address book contacts in violation of Google’s own
privacy policy.

Each instance above where there is a clear contradiction between the Gmail policy in place at
the time Buzz was released and the use of Gmail account information by Google for the Buzz
service constitutes an unfair and deceptive trade practice.

Id.



CONCLUSION

20. Petitioners incorporate by reference the Requests for Relief set forth in the initial
Complaint. '’

21. Petitioners reserve the right to supplement this complaint as new facts become available.

Respectfully submitted,

Marc Rotenberg, EPIC Executive Director
Kimberly Nguyen, EPIC Consumer Privacy Counsel
Jared Kaprove, EPIC Domestic Surveillance Counsel

ELECTRONIC PRIVACY INFORMATION CENTER
1718 Connecticut Ave., NW Suite 200

Washington, DC 20009

202-483-1140 (tel)

202-483-1248 (fax)

' EPIC FTC Complaint, supra note 1.
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APPENDIX A

Gmall: Google's approach to email

Gmail Privacy Notice

February 9, 2010
The Google Privicy Poicy descrides how we Meat when you use Google's products and pces, inchuding d whan you use Gmail
In addtion, he folowng owr privacy p ot are specifc to Gmal

Personal information

* You need a Googe Accoust 10 sccess Gmail Googhe sk for some personal nformation whan you create & Google Accournt, ndluding your siemale contact
Information and a passwond, which Is used 10 protect your account from unauthorized access. A Google Account allows you 10 acoess many of our services that
requite registraton.

* Gma stores, and your contact ists and other data refated 10 your account in order 10 provide the service to you.

* When you use Gmal, Google's servers record cortain info about your use of Gmaidl. Simiar 10 other web services, Google reconds information
such aa acoount actvity (nduding siorge usage, number of log-im), duts daplayed or chcked on (Inchuding Ul slements, ads, inka ) and other jog inkermation
(inciuding browsar type, IP-address, date and time of acoess, cooide 1D, and redermer URL).

Uses

* Google maintains and processes your Gmadl account and its corterts 10 provide Te Gmal servics 10 you and 10 improve o services. The Gmad service includes

relevant advertising and related knks based on the IP address, content of and other related 10 your use of Gmadl.

« Google's Aors peocess the on in your for vanious inchuding W and ing he on 10 you, delvering

Ddvertisemonts and related Inks, preventing unsoiictod bulk emal (spam). Backing up YOur MESSa0es, and Other PUrDCees relating 1o cflering you Gmail
* Google may send you information related 10 your Gmal account o other Google services.

Lok, " haring and o "

* When you send emal, Google incudes nformation such as your emal address and e email 2sell as part of that email
* We provide nly S9Gregated Non-p ol ink such as the number of times cne of their ads wins Sicknd. We @0 not sell, rent of ctherwise share

You* parsonal formaton with sy thind sarties axcegt in the lmited Greumstances descrbed in B Goodie Privacy Policy. such &8 when we belave we 4 requined
10 do 50 by law

Your choices
* You may change your Gmal acoount settings through the Gmail "settings” section.
« You may o o Golete your theough your Gmail account or tenminate your account through the Google Account secson of Gmail setings. Such

o will take effoct in your account view. Residual copies of deleled Mmessages and accounts may take up 10 60 days 10 be deleted
from our active sarvers and may remain in our ofine backup systems.

* You may chooss 10 use addtonal Gmadl features, such as chat, which cornects % the Google Talk network, or Google Buzz. The Google Tak service has &5 own
privacy rotcs svalable here. and Google Buzz harg.

More Information
Google adheres 10 the US Safle Hartor prvacy principles. For mare information about the Sate Marbor framework or our registration, see the Depariment of Commerce's
el .

Fuher informaion about Gmal is avalable hare.

For more information about our privacy practices, 90 %0 the 4 privacy policy. For Questions conceming the product of your acoount, please chedck out he Google Help
page



