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Who? What? Where? 

 Craig Pitts 

 Career IT, IT Business & Technology, IT Risk, IT Security & 

Architecture through all sectors 

 Becoming more and more CxO critical advisor, IT Law, Privacy, 

Legislation, Governance, Board member 

 State, National, Regional and Global Management for 15+yrs 

 Working for Mondelez, CSC, GE, Novell, HP 

 and with global audit firms (PWC, EY, Deloitte) 
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Introduction 



 Can’t be that hard?  It’s just chocolate and snacks right? 

 

 Well, secrets are secrets and abiding by standards is a 

mandatory requirement subject to local government laws. 

 

 No-one is above the law and our most stringent critics are our 

customers.  The direct impact is on the bottom line! 

 

 If external IT factors stop, damage or influence our ability to 

meet all required production and legal requirements, the costs 

can be huge! 
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Chocolate, Cookies, Coffee and Biscuits 



 Australian Privacy? 

 Internet filter? 

 Telecommunications (Interception and Access) Amendment (Data 

Retention) Bill 2015 

 Implements recommendations of the Parliamentary Joint Committee on 

Intelligence and Security’s (PJCIS) 

 India’s Privacy and Data Legislation? 

 Malaysia’s Privacy and Data Legislation? 

 Cross border, Export and Jurisdiction consideration 

 Financial obligations (Sarbanes Oxley) 
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Privacy, Legislation, Underworld behaviour 
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Privacy, Legislation, Underworld behaviour 



 Secret herbs and spices, Freddo, Cola drinks, Oreo cream 

 How about: 

 Production equipment recipes, product usage and wastage rates? 

 Critical consumption details 

 Remote modification of actual production runs? 

 State sponsored attacks on core and essential services is 

happening from both East and Western sources (Iranian 

nuclear centrifuges, American power grids, Indonesia and 

India) 

 Highest bidder wins and takes the data! 

 Russian Mafia make more money through cyber crime and cyber 

warfare than they do using traditional methods 
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Even manufacturers have secrets to protect! 
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Even manufacturers have secrets to protect! 



 So we now have easy methods of access (the lesser watched 

business back doors) 

 We have motivated actors (well, we’ve always had those!) 

 We now have a new method!  An invisible, well hidden one. 

 The techniques are the same though 

 Source your crowds to distract (through distributed attacks 

from drone computers) 

 Enable the noise through social mediums such as YouTube 

announcements (a-la Anonymous) 

 Execute while people are distracted with other activity 

 

 It’s crime, just not as we know it. 
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Invention, 1%’ers and Disruptive Hacking 
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Invention, 1%’ers and Disruptive Hacking 
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Invention, 1%’ers and Disruptive Hacking 



 So we’ll move it to the cloud!  That’s SAFE………. Right? 

 It’s all in the legal T&C’s.  This stuff is pure contractual 

agreements and you will find that the hosted service provider 

offers very little protection in the event of a breach or loss of 

your data 

 Always look for: 

 Encryption of your data 

 Encryption of your identity and passwords 

 Encryption of your connection to their web services (i.e.: HTTPS) 

 Escrow of your data in the event they fold 

 Country of containment (if you have legislative rqts. More 

common) 

 It’s just computer system hosting with fancy name 
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The Fluffiness of Clouds 
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The Fluffiness of Clouds 
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The Fluffiness of Clouds 



 Well this all sounds a bit much then.  

 Not really, just ensure the basics are under control 

 Get the ownership well understood and then manage it! 

 Keep your contracts up to date with local and federal legislation 

 Keep your audit controls aligned to legislative risk areas 

 Understand what jurisdiction your data resides in and consider the 

local legal requirements in THAT country! 

Get it in writing!! 

 It really is as simple as: 

 Reviewing access regularly (and removing people who don’t need 

it!) 

 Keeping up with Security patches, Anti-Virus and User access 

controls 
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Managing your Data’s Risk in a crazy, 

crazy world 



 IT Privacy and Legislative requirements must be incorporated 

into standard Procurement/Legal contracts 

 

 The vast majority of attacks can be avoided by ensuring 

companies keep their computing environments patched and 

protected with current Anti-virus software (Actionable and 

measurable through Contract requirement and Audit controls) 

 

 Ensure Access to data is managed, ensuring terminated or 

changed role users have access revoked in a timely manner.  

Manage that identity!! (Actionable and measurable through 

Contract requirement and Audit controls) 
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Maybe it’s not as bad as we all think 


