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Will France adopt a law requiring the notification of security breaches?

Posted by "Security Breaches" Administrator on August 6, 2010 · 3 Comments (Edit)

A bill “to better guarantee the right to privacy in the digital age”, was presented on November 6,
2009 to the French Senate by two senators, Yves Détraigne and Anne-Marie Escoffier. It was adopted
by the Senate, then sent to the National Assembly, France’s lower Chamber, on March 24, 2010.
(History of the bill) Debates should resume in the Fall.
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A bill that implements Directive 2009/136/EC

This bill anticipated the publication on November 25, 2009 of Directive 2009/136/EC amending
Directive 2002/58/EC concerning the processing of personal data and the protection of privacy in the
electronic communications sector which added a duty (article 2 (4)(c)) to declare a personal data
breach to “the competent national authority” and to the persons likely to be adversely affected by this
breach, at least if this breach is “likely to adversely affect the[ir] personal data or privacy.”

“In the case of a personal data breach, the provider of publicly available electronic
communications services shall, without undue delay, notify the personal data breach to
the competent national authority.

When the personal data breach is likely to adversely affect the personal data or privacy
of a subscriber or individual, the provider shall also notify the subscriber or individual of
the breach without undue delay.” (Article 2 (4)(c))

This Directive must be implemented by EU Member States by May 25, 2010. (Article 4 of the
Directive.)

The current version of article 7 of the French bill amends article 34 of Act n° 78-17 of January 6,
1978 on Data Processing, Data Files and Individual Liberties, which is France’s data protection act
(“French Data Protection Act”) and makes it mandatory for the data controller to inform the “Data
Protection Correspondent” (a person within an organization who could be the controller or assisting
the controller), or in the absence thereof, the French Data Protection Authority, the Commission
Nationale de l’Informatique et des Libertés (“C.N.I.L.”), of the breach of integrity or confidentiality
of such treatment. However, it would not be mandatory to notify individuals affected by the breach, if
the data treatment has been authorized by article 26 of the French Data Protection Act, regulating law-
enforcement databases.

“The data controller implements every appropriate measures, given the nature of data
and risks of treatment, to ensure data security and particularly to protect processed
personal data against any violation leading to an accidental or unlawful destruction,
loss, alteration, disclosure, dissemination, storage, treatment or unauthorized or illegal
access.

In case of a breach in processed personal data, the controller promptly notifies the
“Data Protection Correspondent” or, in the absence thereof, the Commission Nationale
de l’Informatique et des Libertés. The controller, in conjunction with the “Data
Protection Correspondent” immediately takes all necessary measures to restore the
protection of data integrity and confidentiality. The “Data Protection Correspondent”
informs the Commission Nationale de l’Informatique et des Libertés about the breach. If
the violation has affected the personal data of one or more persons, the controller also
notifies those persons, unless this treatment has been authorized under Article 26. The
content, form and how the information is disclosed is determined by an Order of the
Conseil d’Etat (France’s higher administrative Court) after advice taken from the
Commission Nationale de l’Informatique et des Libertés. An inventory of all data security
incidents is maintained by the ‘Data Protection Correspondent‘.“

Article 34 of the French Data Protection Act currently in force merely states that:

“the data controller shall take all useful precautions, with regard to the nature of the
data and the risks of the processing, to preserve the security of the data and, in
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particular, prevent their alteration and damage, or access by non-authorized third
parties.”

The data controller has a safety duty, but not a duty to notify about security breaches.

The bill does not specify how to verify data security

According to the report Christian Cointat wrote on behalf of the Senate Judiciary Committee, the
purpose of the breach notification requirement, which is new under French law, is to encourage the
controllers to implement appropriate safeguards (p. 16). This is no easy task: the information report
written by senators Yves Détraigne and Anne-Marie Escoffier and published in May 2009, noted that
“data security is in practice difficult to verify, unless one controls each security system through
security attack-tests” (p. 99) (emphasis in the original text).

However, while data security is “difficult to verify,” the bill does not specify what measures might be
appropriate to protect it. The deliberation of the CNIL n° 81-94 of July 21, 1981 relating to general
measures for computer system security recommended the establishment of such safety measures:

Risk assessment as well as a systematic and comprehensive study of data safety for all
treatments;

1.

Efforts to inform and raise awareness among relevant professional groups in order to encourage
participation in the implementation of security measures;

2.

Very well defined provisions to ensure the security and confidentiality of treatments and
information must be included in a reference document regularly updated and constantly
monitored for compliance;

3.

A clear definition of responsibilities of personnel involved in compliance with safety measures.4.

The bill does not provide for a legal obligation to guarantee data security by contract

These security measures must also be implemented, according to the CNIL, after

“consultation among governments, professional groups, users, builders, engineering
firms and hardware and software suppliers in order to clarify which safety measures are
being offered, whether they are guaranteed by contract, and to work towards a general
improvement in security, which must be taken into account when designing software or
hardware products.“

We regret that data security measures taken by companies are not always clearly brought to the
attention of users and customers. This is particularly regrettable since the CNIL recommended as
early as 1981 that such measures be contractually guaranteed. Indeed, Recital 25 of Directive
2009/136/EC states that

“without imposing any obligation on the provider to take action over and above what is
required under Community law, the customer contract should also specify the type of
action, if any, the provider might take in case of security or integrity incidents, threats or
vulnerabilities.” (p. 14)
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The bill provides for a compulsory notification of security breaches to individuals

The original bill presented in November 2009 only gave the CNIL the power to require the controller
to give notice to those affected by this attack, “if this attack is likely to affect the personal data of one
or more individuals.”

The bill was amended during the parliamentary proceedings in the Senate, and its article 7 now
imposes on the controller a requirement to notify individuals whose personal data may have been
compromised by a data security breach, unless it is a law-enforcement database, as authorized by
article 26 of the French Data Protection Act.

The first law requiring notification of data breaches, the California Security Breach Notification Act,
which came into force in July 2003, made it compulsory to provide notification of security breaches
to consumers residing in California and affected by them. The law does not require notification to an
administrative authority such as the CNIL, even though California has had a government agency since
2000 dedicated to the protection of consumer privacy, the California Office of Privacy Protection.

“Any agency that owns or licenses computerized data that includes personal information
shall disclose any breach of the security of the system following discovery or notification
of the breach in the security of the data to any resident of California whose unencrypted
personal information was, or is reasonably believed to have been, acquired by an
unauthorized person.” Cal. Civ. Code § 1798.29(a)

The bill also follows the recommendation of Directive 2009/136/EC to notify individuals of security breaches for all
sectors, not only the sector of electronic communications

Section 2 (4)(c) of Directive 2009/136/EC provides an obligation for the controller to inform the
subscriber or individual affected by a breach of personal data if such infringement is “is likely to
adversely affect the personal data or privacy of a subscriber or individual.” The scope of this
Directive, however, only concerns providers of electronic communications services accessible to the
public.

Yet this is a matter of general interest. Recital 59 of Directive 2009/136/EC expresses regret that the
requirements for notification of breaches of personal data contained in the Directive 2002/58/EC

“are limited to security breaches which occur in the electronic communications sector”
since “the notification of security breaches reflects the general interest of citizens in
being informed of security failures which could result in their personal data being lost or
otherwise compromised. (…) The interest of users in being notified is clearly not limited
to the electronic communications sector, and therefore explicit, mandatory notification
requirements applicable to all sectors should be introduced at Community level as a
matter of priority.”

Therefore, pursuant to Recital 59,

“the Commission (…) should take appropriate steps without delay to encourage the
application throughout the Community of the principles embodied in the data breach
notification rules contained in Directive 2002/58/EC, regardless of the sector, or the
type, of data concerned.”

This recommendation appears to have been heard by the French legislature. Senator Christian
Cointat’s report stresses the need to promote the dissemination of an “IT and freedom” culture, one
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element of which would be to make notification of security breaches compulsory, regardless of the
sector or the type of data involved in the breach, with the exception of data contained in law
enforcement databases (p. 16).

Conclusion

An amendment to the bill introduced in February 2010 in the Senate by the Government proposed to
completely delete its article 7. The government argued that article 7 does not fully implement
Directive 2009/136/EC. Indeed, according to the French government, article 7 does not implement the
Directive’s provisions regarding the penalties that might be brought against the controller who did not
inform the persons concerned by the security breach, nor the provisions regarding the requirement for
the controller to keep an inventory of the personal data breaches he has found. This inventory
requirement was passed by the Senate, but the Senate did not, however, vote for the complete deletion
of article 7.

We add that the bill does not implement the provision of Article 2 (4)(c) of Directive 2009/136/EC,
which provides that it is not necessary for the provider to notify the subscriber of a breach of personal
data if the provider

“has demonstrated to the satisfaction of the competent authority that it has implemented
appropriate technological protection measures, and that those measures were applied to
the data concerned by the security breach. Such technological protection measures shall
render the data unintelligible to any person who is not authorized to access it.”

It will be interesting to follow up how this bill is discussed before the National Assembly in the Fall,
provided that the debates make it on to the Assembly’s calendar.

Marie-Andrée Weiss & Cédric Laurant

(The French version of this article is available here.)
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