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n February 7, 2018, the Securities
O and Exchange Commissions (SEC)

Office of Compliance Inspections and
Examinations (OCIE) released its 2018 examination
priorities." This year’s priorities comprise five princi-
pal areas: (1) retail investors, (2) infrastructure risks,
(3) FINRA and Municipal Securities Rulemaking
Board (MSRB), (4) cybersecurity, and (5) anti-
money laundering (AML) programs.

In connection with the release, OCIE announced
that its work stands on four “pillars”: (i) promoting
compliance; (ii) preventing fraud; (iii) identifying
and monitoring risk; and (iv) informing policy.

Relatedly, OCIE announced the five principles
by which it will abide in the execution of its exami-
nation priorities:

n  OCIE Is Risk-Based. In order to effectively oversee
all the market participants under its jurisdiction,
OCIE uses a risk-based strategy to, among other
things, narrow the potential examination candi-
dates and determine the appropriate scope of its
exams and resource allocation more generally.

»  OCIE Is Data-Driven. In concert with its risk-
based strategy, OCIE uses data analytics in areas
such as risk assessment and exam scoping to help
better identify high-risk exam candidates and to

more efficiently analyze information during its
exams.

»  OCIE Is Transparent. OCIE will continue pub-
lication of its activities, the motives behind its
actions and its findings along the way.

»  OCIE Is Efficient. OCIE will continue to ana-
lyze its allocation of resources with the goal of
advancing investor protection and fulfilling the
SEC’s mission.

s OCIE Is Committed to Innovation and New
Technology. OCIE will assess the potential
impact of technological advances on the finan-
cial markets, including ways in which investors
may be harmed.

This article summarizes the main points of
OCIE’s examination priorities. It is important to
note, however, that the below list is not exhaus-
tive. OCIE maintains the flexibility to add priori-
ties throughout the year as it identifies new risks to
investors and the marketplace.

Retail Investors

Unsurprisingly, one of OCIE’s main priorities
continues to be examining firms that sell invest-
ment products and services to retail investors,
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particularly seniors and those saving for retire-
ment. To this end, OCIE emphasized the follow-

ing areas:

»  Disclosure of Investment Costs. OCIE will seek to
examine whether retail investors are receiving
proper disclosure regarding fees and their calcu-
lation, expenses, and other charges to investors,
as well as conflicts of interest that might incen-
tivize firms to recommend to investors certain
products and services that are riskier or gener-
ate higher fees. Particular business practices and
models identified by OCIE as increasing risks to
investors include:

m Advisory personnel who may receive financial
incentives to recommend to investors mutual
fund share classes that charge higher fees and
the conflicts of interest that may not be dis-
closed to investors;

m Accounts where investment advisory repre-
sentatives have departed their firms, and the
accounts have not been assigned a new repre-
sentative to properly oversee them;

m Advisers that switch accounts from being
charged a commission-based fee to a fee calcu-
lated as a percentage of assets under manage-
ment; and

m Private fund advisers that manage funds with
a high percentage of investors investing for the
benefit of retail clients, such as nonprofit orga-
nizations and pension plans.

» Robo-Advisers and Other Automated or Digital
Platforms. OCIE will focus its efforts on how firms
monitor computer algorithms that generate secu-
rities recommendations to investors, oversee the
production of investor marketing materials, pro-
tect investor data and disclose conflicts of interest.

n Wiap Fee Programs. OCIE will evaluate whether
advisers associated with wrap fee programs are
behaving in a manner consistent with fiduciary

duty and fulfilling their contractual obligations
to clients. This review will look at how advisers
seek best execution, whether they are sufficiently
disclosing conflicts of interest, and the costs of
“trading away.”

Never-Before-Examined Investment Advisers. OCIE
will focus on “never-before-examined” advisers,
using risk-based analysis to prioritize examina-
tions of those advisers with “elevated risk profiles.”
Senior Investors and Retirement Accounts and
Products. OCIE will examine broker-dealers’
oversight of the interactions between their rep-
resentatives and senior investors. Particularly,
OCIE secks to evaluate whether broker-deal-
ers’ supervisory procedures and other internal
controls facilitate the ability to identify finan-
cial exploitation of senior investors. OCIE
specifically noted variable insurance products
and target date funds as two areas of potential
focus.

w Mutual Funds and ETFs. OCIE will focus on

funds that have experienced poor performance
relative to their peer groups and/or are managed
by inexperienced investment advisers. OCIE
will also pay particular attention to funds that
hold securities that are difficult to value during
times of market stress. OCIE seeks to examine
ETFs that purport to track custom-built indi-
ces and to evaluate any conflicts the adviser
may have with the index provider and the
adviser’s role in connection with the selection
and weighting of index components. OCIE will
also focus on ETFs that have little secondary
market trading volume and that face the risk of
being delisted from an exchange and having to
liquidate assets.

»  Municipal Advisers and Underwriters. OCIE will

review municipal advisers, particularly municipal
advisers that are not registered as broker-dealers,
for their compliance with registration, recordkeep-
ing and supervision requirements. Such examina-
tions will also review for compliance with MSRB
rules.



n  Fixed Income Order Execution. OCIE will exam-
ine whether broker-dealers have implemented
best execution policies and procedures consistent
with regulatory requirements for municipal bond
and corporate bond transactions.

» Blockchain and ICOs. Recognizing that the
expansion of the market for cryptocurrencies
and initial coin offerings (ICOs) has led to a
corresponding increase in the number of bro-
ker-dealers and investment advisers engaged in
the market, OCIE intends to monitor the sale
of such products, and if it determines that the
products are securities, to examine for regula—
tory compliance. Particular areas of focus in this
regard will include whether financial profession-
als maintain sufficient controls and safeguards
to protect the products from theft or misappro-
priation as well as the adequacy of risk disclo-
sures to the investor regarding investments in
such products.

Compliance and Risks in Critical
Market Infrastructure

»  Clearing Agencies. In conjunction with the SEC's
Division of Trading and Markets and other
regulators, OCIE will continue annual examina-
tions of “systemically important™ clearing agencies
under the SEC’s jurisdiction. OCIE will focus on
whether clearing agencies have taken corrective
action in response to prior examination findings.

» National Securities Exchanges. OCIE will focus
on, among other things, the internal audits con-
ducted by the exchanges, fees paid, and the gover-
nance and operation of certain National Market
System (NMS) plans.

»  Transfer Agents. OCIE’s examinations of transfer
agents will focus on transfers, recordkeeping, and
the safeguarding of client funds and securities,
especially for those transfer agents that serve as
paying agents or that service microcap or crowd-
funding issuers.
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» Regulation Systems Compliance and Integrity
(SCI)? entities. OCIE will continue its exami-
nation of SCI entities to evaluate whether they
have instituted adequate written policies and
procedures that cover, among other things, con-
trols related to how the systems record the time
of transactions or events, their readiness and
business continuity plans, and how they syn-
chronize with other systems.

FINRA and MSRB

s FINRA. OCIE will monitor FINRA’s operations
and regulatory programs as well as the quality
of FINRA’s examinations of broker-dealers and
municipal advisers that are also registered as
broker-dealers.

s MSRB. OCIE will examine the MSRB to evalu-
ate the effectiveness of select operational and
internal policies, procedures and controls.

Cybersecurity

OCIE has yet again announced that cybersecu-
rity remains a prime area of focus in 2018. OCIE’s
focus will prioritize, among other things, governance
and risk assessment, data loss prevention, vendor
management, access rights and controls, training,
and incident response.

AML Programs

In 2018, OCIE will continue to examine
whether regulated entities (including broker-dealers
and investment companies) have established AML
programs as required by the Bank Secrecy Act. For
example, OCIE will consider customer due dili-
gence requirements and whether such entities are
taking reasonable steps to understand the nature and
purpose of customer relationships and to properly
address risks. OCIE will also evaluate whether such
entities are conducting robust and timely indepen-

dent tests of their AML programs.
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Takeaways

This year OCIE maintains its focus on protect-
ing retail investors, particularly seniors and those
investors planning for retirement, as well as potential
and actual conflicts of interest and disclosure issues.
OCIE, however, also continues to adapt its priorities
as the types of technologies and products used in the
marketplace continue to expand.

Conspicuously absent from this year’s priorities
are references to money-market funds and the exami-
nation of private fund advisers for potential conflicts
of interest. The absence of money-market funds from
this year’s priorities signals confidence on the part
of OCIE in fund sponsors’ implementation of the
reforms that became effective in 2016. With respect
to the absence of private fund advisers in this year’s
priorities, it seems reasonable to assume that the focus
on private funds remains implicit, especially given
OCIE’s prioritization of conflicts of interest in several
areas that are applicable to private fund sponsors.

Over the past several years, OCIE has continu-
ally expanded its ability to utilize data of registrants
and other market participants to identify high-risk
business models and products. In 2018, expect
OCIE to continue to enhance its focus on the collec-
tion and analysis of data from registrants’ filings and
other public and private sources as a primary tool.
As such, it is important that advisers be proactive in

examining their own data and practices to identify
potential risks and areas of focus by OCIE. Likewise,
advisers should ensure that all applicable (or poten-
tially applicable) areas of focus highlighted in
OCIE’s 2018 examination priorities are specifically
addressed in writing in their compliance policies and
procedures.

Mr. Silva is a partner, and Mr. Davis is a senior
associate, at Wilmer Cutler Pickering Hale &
Dorr LLP.

NOTES

' The official release, htps:/fwww.sec.govlaboutiofficesiocie/

national-examination-program-priorities-2018.pdf.

As dessignated by the Financial Stability Oversight

Council.

3 Regulation SCI was adopted by the SEC for
the purpose of strengthening the technology
infrastructure of the US securities markets. See
Regulation  Systems Compliance and Integrity,
Release No. 34-37639 (Nov. 19, 2014). Regulation
SCI requires, in part, SCI entities (which include
national securities exchanges, clearing agencies
and certain alternative trading systems) to estab-
lish, maintain and enforce policies and procedures
for their systems’ capacity, integrity, resiliency,

availability and security.
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