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CYBERSECURITY

CISA Recommends Following Microsoft's Mitigation for Zero Day
Exploits

Microsoft recently issued mitigation steps for vulnerabilities that are
being actively exploited by threat actors. Microsoft stated that it is aware
that two vulnerabilities are being actively exploited to access users’
systems. Read more

October 13, 2022

Killnet Takes Credit for Disabling State Websites

Killnet, a Russian-speaking hacking group that emerged shortly after
Russia invaded Ukraine, took responsibility last week for deploying a
denial-of-service attack that temporarily took several U.S. states’
websites offline. Read more

NEW + NOW

State Bar of Georgia Reveals Security Incident to Employees and
Members

The State Bar of Georgia recently disclosed that it was the victim of a
cybersecurity incident in April 2022, when an unauthorized individual
accessed its systems and compromised the data of current and former
employees and "some members of the State Bar." Read more

DRONES

NFL Urges Lawmakers to Address Drone Threats and Nefarious
Actors

Cathy Lanier, the Chief Security Officer for the National Football League
(NFL), is concerned about unauthorized drones flying above stadiums
during games and the potential for accidents or even a mass attack on
the crowd below. Last season, the NFL encountered some 1,400 drones
over stadiums, even though there were no-fly-zone orders in

place. Read more
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AUVSI and DOD’s Defense Innovation Unit Announce Collaboration
for Cyber Standards for Drones

The Association for Uncrewed Vehicle Systems International (AUVSI),
the world’s leading trade association for drones and other autonomous
vehicles, announced a collaboration with the Department of Defense’s
(DOD) Defense Innovation Unit (DIU) to further commercial cyber
methodologies to design a shared standard. AUVSI’s effort is meant to
expand the number of vetted drones that meet congressional and
federal agency drone security requirements. Read more

PRIVACY TIP #346

Forbes’ Tips to Handle Consumer Privacy Concerns

The Forbes article “5 Tips For How To Handle Consumer Privacy
Concerns,” astutely points out that “in the age of digital marketing and
data collection, you also need to think about consumer privacy concerns
and how they can impact your business.” This week’s Privacy Tip
reviews the list. Read more
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