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December 11, 2015
ERISA Trumps State Law Claims in Anthem Data Breach

The U.S. District Court for the Northern District of California ruled that the
Employee Retirement Income Security Act (ERISA) preempts state-law
claims arising out of Anthem’s data breach in Smilow, et al. v. Anthem Life &
Disability Ins. Co., et al., No. 15-MD-02617-LHK (N.D. Cal. Nov. 24, 2015)
(consolidated as In re Anthem, Inc. Data Breach Litigation). In reaching its
conclusion, the District Court found that Defendants—Anthem and two
ERISA plan administrators—did not have an independent legal duty to
protect Plaintiffs’ privacy under state privacy laws.

Anthem is one of the largest health benefits companies in the United States.
Based on Anthem’s public announcements, in or around December 2014,
cyber-attackers breached Anthem’s data systems. The security of personal
health information of Anthem plan participants may have been compromised
over the course of several weeks.

The Anthem data breach spawned numerous class actions in state and federal
courts across the country. Plaintiffs originally filed the class action for New
York citizens with current and former Anthem plans in the Supreme Court of
Kings County, New York alleging that the compromise of Plaintiffs’ personal
health information violated New York law. Anthem removed the case to the
Eastern District of New York and, in June 2015, the Judicial Panel on
Multidistrict Litigation consolidated it with others pending before Judge Koh
in the U.S. District Court for the Northern District of California. Judge Koh
then ordered additional briefing regarding Plaintiffs’ effort to remand the case
back to state court.

ERISA Completely Preempts State Law Claims Against Plan
Administrators Permitting Removal of Data Breach Claims to Federal
Court

Anthem’s original notice of removal argued that Plaintiffs’ class action
presented federal questions under ERISA or HIPAA. In seeking to remand,
Plaintiffs argued the removal to federal court was improper. In the decision,
Judge Koh explained that ERISA preempts any matter where the state law
claims “duplicates, supplements, or supplants the ERISA civil enforcement
remedy” of Section 502(a), citing and relying on the U.S. Supreme Court’s
decision in Aetna Health, Inc. v. Davila, 542 U.S. 200 (2004).
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Based on Davila and intervening Ninth Circuit precedent regarding the scope of ERISA preemption of state law claims,
Judge Koh applied a two-part test that looks to whether Plaintiffs’ class action was completely preempted by Section
502(a) of ERISA such that removal was proper. Under the Ninth Circuit’s test, ERISA preempts a state law claim if

(i) Plaintiffs could have brought the claim under Section 502(a)(civil claims by plan participants and beneficiaries to
recover plan benefits, obtain a declaration of rights under the plan, etc.); and (ii) where there is no other “independent
legal duty to protect Plaintiffs’ privacy” under state law related to Anthem’s actions.

In determining the first part of the test, Judge Koh reasoned that Plaintiffs could have filed an ERISA claim under
Section 502(a) for breach of their insurance contract with Anthem as their employee benefit plan administrator.
However, Plaintiffs’ class action only alleged a breach of an implied contract and unjust enrichment claims.
Nevertheless, even though Plaintiffs did not include a breach of contract claim in their complaint, Judge Koh concluded
that they hypothetically could have, so their claims satisfied the first part of the test.

Turning to whether an “independent legal duty” existed under New York state law to protect Plaintiffs’ privacy, the
Court found that no such independent legal duty existed. In reaching this conclusion, Judge Koh explained that
Anthem’s materials, including a plan participant handbook with references to state privacy statutes, demonstrated that
Anthem had a duty to comply with state privacy laws but that this duty stemmed directly from their obligations under
ERISA. So, Judge Koh found that Anthem’s duty to comply with privacy laws arose under the ERISA plan and the
second part of the test was satisfied. As a result, Judge Koh found that Plaintiffs” breach of implied contract and unjust
enrichment claims were completely preempted by Section 502(a) of ERISA and that remand was inappropriate.”

A Possible Intra-Circuit Split

Judge Koh’s decision stands in contrast to a recent ERISA preemption ruling out of the U.S. District Court for the
Eastern District of California, where a federal court reached the opposite conclusion regarding whether ERISA
completely preempted a state law claim that was based on California’s constitutional right to privacy. In Rose v.
HealthComp, Inc., No. 1:15-cv-00619-SAB (E.D. Cal. Aug. 10, 2015), the court considered a similar request to remand
a state law based privacy claim on ERISA grounds. While Rose was not a data breach case like the Anthem case, the
Rose court found that an employee’s claim could have been brought under Section 502(a) of ERISA, thereby satisfying
the first part of the Ninth Circuit’s test to evaluate ERISA preemption. But, the Rose court reached a different
conclusion on whether an independent legal duty existed to protect privacy under the second prong of this test. The Rose
court held that the plan administrator’s duty to safeguard the plaintiff’s privacy under the California Constitution was
independent from its obligations under ERISA. In reaching this conclusion, the court noted that California has a self-
executing right to privacy under its Constitution that was created specifically to address disclosure of personal
information. Thus, the court held that the administrator would have had a duty to safeguard plaintiff’s private medical
information even if the plan had not existed.

Recommendations

ERISA preemption for state law data breach and privacy claims is an evolving area of the law, which presents
challenges for companies with ERISA plans as they chart their course for navigating these issues. As highlighted by the
decisions in the Anthem and Rose cases, ERISA preemption may turn on the details of the laws of the various states in
question. Indeed, the form and scope of the state’s privacy laws may have an impact on whether Section 502(a) of
ERISA completely preempts a claim premised on the violation of state privacy protections. Thus, companies with
ERISA health plans must continue to follow this evolving area with the assistance of outside counsel to ensure that their
plan documentation appropriately describes the basis of their duty to protect personal health information.
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Furthermore, from a big picture perspective, the Anthem breach is a reminder to companies that third parties present a
significant cyber risk. Outside of the ERISA specific context, companies should ensure that they have a comprehensive
third-party risk management program in place that addresses cyber threats from third parties.

King & Spalding’s Data, Privacy, and Security Practice

With more than 50 Data, Privacy & Security lawyers in offices across the United States, Europe, and the Middle East,
King & Spalding is able to provide substantive expertise and collaborative support to clients across a wide spectrum of
industries and jurisdictions facing privacy and cybersecurity-based legal concerns. We apply a multidisciplinary
approach to such issues, bringing together attorneys with backgrounds in ERISA, corporate governance and
transactions, healthcare, intellectual property rights, complex civil litigation, e-discovery, government investigations,
government advocacy, insurance recovery, and public policy. Our Data, Privacy & Security Practice has unparalleled
experience in areas ranging from providing regulatory compliance advice, to responding to security incidents including
data breaches and cybersecurity incidents, interfacing with stakeholders and the government, engaging in complex civil
litigation (such as class actions), handling state and federal government investigations and enforcement actions, and
advocating on behalf of our clients before the highest levels of state and federal government.

King & Spalding’s ERISA and Employee Benefits Litigation Practice

King & Spalding handles the full range of complex employee benefits litigation issues, including ERISA class actions
involving company stock funds, healthcare benefits, long term disability benefits, ESOP valuations and other breach of
fiduciary duty claims; Department of Labor investigations; internal investigations concerning retirement plans, and
individual claims by senior executives concerning supplemental retirement benefits. Team leaders David Tetrick and
Ken Raskin have been recognized for their work in this area by leading publications such as Chambers

USA and Legal 500 USA. The depth of our resources allows the team to seamlessly staff cases with other experienced
lawyers from our nationally recognized Securities, Healthcare, Tax, Benefits, and Labor & Employment Practices, and
provide clients with complete solutions to their benefits issues. Our team includes a Fellow of the American College of
Trial Lawyers and a Fellow of the American College of Employee Benefits Counsel.

Celebrating more than 130 years of service, King & Spalding is an international law firm that represents a broad array of clients, including half of the Fortune
Global 100, with 900 lawyers in 18 offices in the United States, Europe, the Middle East and Asia. The firm has handled matters in over 160 countries on six
continents and is consistently recognized for the results it obtains, uncompromising commitment to quality and dedication to understanding the business and
culture of its clients. More information is available at www.kslaw.com.

This alert provides a general summary of recent legal developments. It is not intended to be and should not be relied upon as legal advice. In some
jurisdictions, this may be considered ““Attorney Advertising.”

Y In light of Judge Koh’s conclusion regarding ERISA preemption, she did not reach the question of whether HIPAA completely
preempted Plaintiffs’ claims.
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