
CYBERSECURITY

Joint Advisory on MOVEit Transfer Vulnerability Published

CISA and FBI have issued a joint advisory on the MOVEit transfer vulnerability that
should be on the radar of CISOs and IT professionals. The CLOP ransomware
organization has been reportedly exploiting an SQL injection vulnerability in the
MOVEit solution. According to the joint advisory, “Internet-facing MOVEit Transfer
web applications were infected with a web shell named LEMURLOOT, which was
then used to steal data from underlying MOVEit Transfer databases.” Read more

ARTIFICIAL INTELLIGENCE

Update on AI Legal Challenges

It’s hard to keep up with all of the legal challenges related to artificial intelligence tools
(AI), but here are a couple of noteworthy ones that have surfaced in the past few
weeks, in case you haven’t seen them. Read more

AI and Antitrust - When Does an Algorithm Become an Agreement? Part III

This blog post is the third in a three-part series exploring the intersection between AI
and antitrust. 

Despite rapid AI developments and changes in the law, described in Part I and Part II
of this series, there are some measures companies can undertake to protect
themselves from missteps. Read more

PRIVACY TIP #364

Montana Enacts Genetic Information Privacy Law

Genetic testing has only grown more popular as people become more comfortable
with the idea, but genetic information isn't always protected under HIPAA. This
week’s Privacy Tip discusses changes in Montana regarding genetic data privacy
and disclosure. Read more
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Upcoming Events:

June 28-30, 2023: Linn Freedman will be participating in a cybersecurity panel as part of the 2023 FBI
National Citizens Academy Alumni Association (FBINCAA) National Leadership Conference in Boston,
MA. FBINCAA is a nonprofit, volunteer organization that works in partnership with the Federal Bureau of
Investigation on community outreach programs to promote public safety and security through community
engagement, education, and service initiatives.
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