
As more companies adopt cloud 
computing services, corporate and out-
side counsel are being asked to review 
cloud agreements. The unique business, 
legal and regulatory risks associated with 
cloud computing arise from the fact that 
customer data is stored and processed by 
the cloud vendor. This article highlights 
these risks and describes recommended 
methods for risk balancing between the 
parties.

Business Risks
Data Risk: Data security is a primary 

concern for parties to cloud computing 
agreements. Each party endeavors to 
place data security risk on the other. In 
our experience the risk is best balanced 
by putting data security liability on the 
vendor, then transferring that risk to a 
professional liability carrier. By structur-
ing the limitations of liability, indem-
nity and insurance provisions properly, 
both sides can reduce the risks associ-
ated with data security and privacy. 

Service Interruption: The next 
significant business risk is the access 
and availability of the service and the 
impact to the business if the service is 
unavailable for any reason. Access and 
availability commitments are typically 
contained in a Service Level Agreement 
(SLA) that is part of many cloud com-
puting contracts. The best SLA’s contain 
custom service metrics narrowly tailored 
to the customer’s business requirements. 

Many times the cloud solution may 
be comprised of two or more third-party 
platforms. So customers should ensure 
that the SLA addresses subcontractor 

liability for third party service failures. 
Also, the SLA should define service fail-
ure remedies and action plans for resolu-
tion of service interruptions. 

Termination of the Agreement: 
Because the data is controlled by the 
cloud vendor, cloud computing agree-
ments should contain an effect of ter-
mination clause that sets out a process 
for returning customer-owned data 
to the customer post-engagement. It 
should also specify the circumstances 
under which the provider can withhold 
services or preclude the customer for 
accessing the service. 

Legal Risks
Intellectual Property Ownership: 

In cloud contracts, data provided by the 
customer is generally understood to be 
owned by the customer. It is not neces-
sarily obvious, however, who owns intel-
lectual property that is not customer 
data. For instance, it is common for a 
vendor to customize its service offering 
to meet a customer requirement. The 
agreement should specify whether addi-
tional code written by the vendor to 
customize its solution for a customer is 
the property of the vendor or considered 
a “work for hire” owned by the customer. 
If the vendor will own the customiza-
tions, the customer may ask for exclu-
sive use of the customizations through-
out the term of the agreement. 

Litigation and Discovery: The cus-
tomer must have access to its data in the 
event of litigation. Cloud agreements 
should define policies for data retention 
and procedures for discovery production 
that provide the customer with signifi-
cant control. In addition, data retention 

in the cloud should match the custom-
er’s internal retention policies. 

Regulatory Issues
Compliance with industry and regu-

latory requirements is one of the most 
vexing issues facing a customer contem-
plating cloud services. From HIPAA/
HITECH to PCI, FTC Red Flags Rules 
to state security and privacy statutes, 
many companies are required to com-
ply with one or more data privacy and 
security regulations. In many cases, the 
cloud vendor is subject to the same data 
security regulatory requirements as its 
customers. 

Whether and to what extent a ven-
dor or customer is a covered entity under 
privacy and data security regulation 
is something both parties must evalu-
ate separately. Much to the chagrin of 
cloud vendors, attempts to specifically 
reject responsibility for compliance with 
applicable regulatory requirements are 
prohibited by some of the more recent 

privacy and security statutes. Where a 
regulation is particularly important to 
the customer or vendor, contract lan-
guage should track the applicable statu-
tory language. In other cases, a provision 
requiring both parties to comply with 
applicable laws and regulations related 
to the services may be sufficient.

Conclusion
The two important steps to take 

before entering into any cloud comput-
ing agreement is to identify the risks 
described above to determine your cli-
ent’s comfort level with respect to each 
and begin the discussion of risk balanc-
ing early in the negotiation. Lengthy, 
unsuccessful negotiations can be 
avoided if each side is clear as to their 
“deal-breakers” with respect to these 
risks upfront.   HN

Rob Scott, the managing partner of Scott & Scott, LLP, handles 
intellectual property and technology matters. He can be 
reached at rjscott@scottandscottllp.com.

November  2011 Dal las  Bar  Assoc ia t ion  l   Headnotes   11

DBA Justice in Education Symposium
Thursday, November 17~ 8:30 a.m. to 1:00 p.m. ~ Belo Mansion

The Jack Lowe Sr. Award for Community Leadership
will be presented during the luncheon.

Keynote speaker: Mayor Mike Rawlings

Registration $35, includes lunch.
Contact Alicia Hernandez at (214) 220-7499 or

ahernandez@dallasbar.org

By roB Scott 

Focus

Drafting Contracts for the Cloud
Computer/Intellectual Property Law

Mediator H Arbitrator H Special Judge

H  4,000+ Cases Mediated
H  Full-Time Mediator for 21 Years
H  90%+ Settlement Rate
H  35 Years of Judicial Experience
H  Justice Retired, 5th Court of Appeals 
     of Texas
H  Member - National Academy of 
     Distinguished Neutrals
H  Member - The Association of Attorney
     Mediators
H  Distinguished Mediator - Texas Mediator
     Credentialing Association
H  Panel - FINRA Dispute Resolution
H  Panel - CPR: International Institute for
     Conflict Prevention & Resolution

3023 Hester Avenue
Dallas, Texas
75205-3525

(214) 821-6370
www.judgeakin.com

Voted # 1 Best Individual Mediator/Arbitrator in Dallas - Texas’ Best Survey

Ted M. Akin

www.gilsbarpro.com
www.judgeakin.com

