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Spies, Hacking & Civil Liberties in the UK 
By James Lloyd and Kevin Roberts 

In late 2015, Theresa May, the UK Home Secretary introduced the Investigatory Powers Bill  
(the “Bill”).  Mrs May stated that the Bill was introduced to ensure that surveillance laws are “modern, fit for 
purpose and can respond to emerging threats as technology advances”.  The Bill, which has been published with 
extensive explanatory materials, fact sheets and impact assessments, sets out a raft of powers for intercepting 
and obtaining communications data, either in bulk or as a specific target.   

The UK Government says that the Bill, in large part, brings together under one umbrella powers that already exist.  
And those existing powers have been extensively used: according to the Home Office figures, there were over 
half a million authorisations in 2014 following requests for communications data by the police and other public 
bodies.  There were also some 2,765 interception warrants authorised by ministers in the same year.  

Aside from making explicit in law for the first time the powers of the security services and police to hack into and 
bug computers and phones, the Bill also places obligations on “communications service providers” to maintain 
“permanent capabilities” to intercept and collect the data passing over their networks.  Those same service 
providers are required to keep records of the websites visited by their users for a 12-month period. 

IS BIG BROTHER REALLY WATCHING? 

The Bill provides that the more-intrusive measures will have a form of judicial oversight, introducing an 
Investigatory Powers Commissioner (“IPC”) who will be supported by additional  “judicial commissioners”, all of 
whom will be senior judges proposed by the Lord Chief Justice for three-year terms.  Whilst the IPC will oversee 
the exercise of prescribed powers generally, the judicial commissioners will be specifically responsible for 
approving interception warrants (requests to uncover the content of people’s messages).  The judicial 
commissioners’ oversight, however, will not extend to a pre-authorisation of the use of such measures and it is as 
yet not clear whether it will operate as an effective check and balance as opposed to a ‘rubber stamping’ exercise.  
Exemptions will also be allowed in “urgent cases” of up to five days. 

Many of the more-intrusive powers have drawn strong criticism, particularly from civil liberties groups and not 
least in relation to the seemingly weak protection afforded to the (otherwise sacrosanct) legal professional 
privilege.  But recent weeks have seen technology companies spearheading the opposition to certain of the Bill’s 
powers—in particular, the impact of a new power that compels them to assist the security services and police with 
bypassing encryption.   

In evidence to the Draft Investigatory Powers Bill Select Committee, Mrs May stated that the UK Government 
recognized the importance of encryption and was not proposing to make any changes to existing powers.  Mrs 
May said that the authorities would expect a provider to take “reasonable steps” to comply with a warrant, which  
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would include producing the data in a form that was “legible” and not encrypted.  Mrs May added that the UK 
Government did not “want the keys” to a provider’s encryption or, in other words, a ‘back door’. 

IF YOU WANT A PICTURE OF THE FUTURE…  

The draft Bill has been the basis of consultation which will conclude imminently. The Joint Committee which 
undertook the consultation has indicated that it will report on its findings in February 2016, with a revised Bill 
being published later this year.   

It is the Government’s intention that the revised Bill be enacted by the end of next year, as the current Data 
Retention and Investigatory Powers Act will cease to have effect from 31 December 2016.  
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About Morrison & Foerster: 

We are Morrison & Foerster—a global firm of exceptional credentials. Our clients include some of the largest 
financial institutions, investment banks, Fortune 100, technology and life science companies.  We’ve been 
included on The American Lawyer’s A-List for 12 straight years, and Fortune named us one of the “100 Best 
Companies to Work For.”  Our lawyers are committed to achieving innovative and business-minded results for our 
clients, while preserving the differences that make us stronger.  This is MoFo.  Visit us at www.mofo.com. 

Because of the generality of this update, the information provided herein may not be applicable in all situations 
and should not be acted upon without specific legal advice based on particular situations.  Prior results do not 
guarantee a similar outcome. 
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