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In this July edition, we are
delighted to present legal and
industry updates from the firm’s
global network of offices. The
selection is based upon our
experience of the wide variety of
issues faced by our clients in
their business operations and
investments around the world.

We hope that you enjoy the
edition, and would welcome the
opportunity to discuss further
any matters which impact your
business today.

Chris Bailey
Partner, Tokyo
-
. +81 (0)3 4510 5603
L w  Chailey@kslaw.com

King & Spalding’s White Collar
Defense and Government
Investigations team is a “Major
player in the market” and has an
“experienced roster of former
government lawyers”, “excellent
credibility before the agencies”,
and is “ideally placed to take on
high-stakes criminal cases and
parallel civil litigation”
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FCPA Best Practices

The Risks Posed by Third Parties and the
Importance of Third-Party Audits

Introduction

Since 2010, the United States government has extracted just shy of $5 billion in
corporate penalties for violations of the Foreign Corrupt Practices Act (“FCPA”™),
and a significant majority of those cases involved misconduct by third parties
such as intermediaries, agents, distributors, brokers, consultants, and channel
partners. Global enforcement numbers exhibit a similar trend: three out of four
foreign bribery cases involved the use of third parties. If you are not worried
about what third parties are doing on your company’s behalf, you should be.

It is, of course, often difficult to know with any degree of certainty what a
third party is doing, especially in unfamiliar foreign jurisdictions. Obtaining
and exercising audit rights over third parties is time-consuming and
expensive, especially for companies that have thousands of third parties.
Those challenges lead many companies to avoid audit rights altogether. But
becoming paralyzed at the enormity of the task is a mistake that could prove
exponentially more costly.

So what is a responsible company to do? Audit. How? First, have robust
audit rights. Then ensure that contracts with third parties include audit rights
provisions that are detailed and enforceable. And once you have those rights,
use them. Auditing a couple thousand third parties is unrealistic, but auditing
a thoughtfully selected, risk-based sample each year is not. Finally,
document everything, from the process to the results. That documentation
will be invaluable if and when the regulators come knocking.

Why Audits Rights Matter

There are many business reasons for companies to monitor what third parties
are doing on their behalf, not the least of which are reputation management
and quality control. Unfortunately, sometimes the easier and more cost
effective path is to allow third parties to operate without significant
oversight. Companies worry that asking too many questions also presents the
potential for learning information they “don’t want to know.”
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Liability under the FCPA

But under the FCPA, what a company does not
know may still very much hurt it. The FCPA has
two primary prongs: (1) an outright prohibition on
foreign bribery and (2) a sweeping requirement that
public companies maintain accurate books and
records, and internal controls — irrespective of
whether there are corruption issues involved. In the
context of third parties, the enforcement agencies
have repeatedly cautioned that a company may not
use a third party to do things that the company
could not do itself, including turning a blind eye.

In the widely anticipated and well-received A
Resource Guide to the Foreign Corrupt Practices
Act (the “Guide™), jointly issued by the DOJ and
the SEC, the agencies cautioned that “the fact that
a bribe is paid by a third party does not eliminate
the potential for criminal or civil liability.” The
statement is accurate not only because of
traditional liability principles, such as conspiracy
and aiding-and-abetting, but also because the
FCPA explicitly prevents companies subject to it
from insulating themselves by using middlemen.

Under the statute, a person or entity acts
“knowingly” if she is aware of a high probability of
bribery, unless she actually believes it is not
occurring. Thus, companies cannot escape liability
for the corrupt actions of third parties simply by
avoiding knowledge of what their third parties are
doing or ignoring “red flags” about how they
operate. As the enforcement agencies note,
common “red flags” that could potentially signal
wrongdoing are: excessive commissions to
consultants, unreasonably large discounts to
distributors, vague consulting agreements, close
ties to foreign officials, and the use of offshore
accounts or shell companies.

Liability under the books and records provisions of
the FCPA is even broader still. While criminal
liability may be premised only on “knowing”
violations, no such scienter is required for civil
exposure. Further, civil exposure extends not only
to the accounting records of the U.S. company, but
also to those of its subsidiaries. Recent SEC
enforcement activity suggests that it is embracing
strict liability, which is a powerful tool in the hands
of a regulator whose burden of proof is a simple
preponderance of the evidence.
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Take, for example, the recent $12 million settlement
between the SEC and the Mead Johnson Nutrition
Company. Although the SEC’s cease-and-desist order
is notably light on detail, it alleges that employees of a
Mead Johnson subsidiary in China used third-party
distributors to generate a slush fund for payments to
Chinese healthcare workers. The settlement papers do
not allege — or even imply — that the U.S. company
knew of, or had anything to do with, the payments. The
SEC simply states that because a subsidiary improperly
booked the payments in the subsidiary’s books, and
because those books were ultimately consolidated into
the U.S. parent’s books, the parent violated the FCPA.

Increased Enforcement Action

Assuming such sweeping views of their authority, U.S.
enforcement agencies are doubling-down on FCPA
enforcement efforts. The head of the DOJ Criminal
Division recently explained that the DOJ is “preparing
to add 10 new prosecutors to the Fraud Section’s FCPA
Unit, increasing its size by 50 percent.” The SEC’s
Enforcement Director echoed the sentiment: “the
Enforcement Division is committed to aggressively
pursuing violations of the FCPA by entities and
individuals.”

International efforts are surging as well. According to
Nicola Bonucci, director of legal affairs at the OECD,
“for the first time, last year there were more
enforcement actions outside the United States for
bribery of foreign public officials than there were in the
United States.”

Mitigating Risks

In this environment of ever-increasing scrutiny, the
importance of managing third-party risks has never
been greater. An essential tool in mitigating the risks
that a company will be held liable for the actions of a
third party is, of course, the process of conducting due
diligence of any prospective foreign agents. Due
diligence is only a prophylactic, though, and is only as
good as the often incomplete information provided
before the relationship begins. A robust compliance
program pairs pre-agreement due diligence with a
thoughtfully designed audit process: predictive analysis
plus real-time monitoring.

Having — and exercising — audit rights serves the
important purpose of rooting out misconduct before it
becomes a much bigger problem. Regardless of the
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information actually derived from such audits, they
provide valuable messaging: messaging to third
parties that the company is watching to ensure
ethical business practices, messaging to employees
that shortcuts will not be tolerated, and messaging
to enforcement agencies and regulators that the
company is committed to a culture of compliance.
A pound of cure and an ounce of prevention.

What Audit Rights should Include

Even if they have never used them, many
companies include audit rights in their template
contracts for third parties. Often, those rights are
too vague to be useful, providing ample ambiguity
for third parties to avoid meaningful oversight. In
drafting contractual audit rights, it is helpful to
remember the purpose of having such rights in the
first place: to maintain accurate information about
who the third party is and what they are doing.

With those principles in mind, effectively drafted
audit rights should include:

- The right to audit the third-party’s compliance
policies, procedures and training;

- The right to access underlying records and
supporting documentation;

- Theright to interview;

- Arequirement to maintain segregated
accounts;

- Deadlines for compliance; and

- The right to terminate without cause.

Each step requires detailed consideration, and our
Special Matters Partners would be happy to discuss
these further with you if desired.

How Audit Rights should be Exercised

Companies that bristle at the idea of exercising
audit rights often do so because of the sheer
enormity of the task. Large companies may have
thousands of third parties, from the supplier of the
paper towels to the channel partner in China.
Auditing every third party — or even a small
fraction of them — would require a small army of
trained personnel and would cost a fortune, with
limited upside. Some companies also worry that
having audit rights and not using them will look
worse than not having audit rights at all.

These objections are short-sighted and overblown. The
IRS is similarly unable to audit every taxpayer every
year, but that reality does not lead them to stop audits
entirely. The incapacity to audit everyone is scant
justification for auditing no one. Companies developing
a third-party audit program should take a page from the
IRS playbook: audit a sample of third parties each year,
primarily based on the risks of corruption particular to
the third party, the industry, and the location of the
business activity. The enforcement authorities do not
“hold companies to a standard of perfection” in
designing a compliance program, but they do look at the
reasonableness of the design, and “good faith
implementation and enforcement.”

Once a routine cadence of exercising audit rights has
been established, companies conducting audits should
consider the following:

- Conducting audits at the direction of attorneys;

- Utilizing forensic accountants with FCPA
experience in the relevant jurisdiction; and

- Documenting everything.

Conclusion

Companies doing business abroad increasingly depend
on third parties to assist their legitimate business needs,
sometimes with limited visibility into what those thirds
parties are actually doing. Ignoring those risks places
companies in jeopardy of devastating consequences,
potentially including entanglement in a foreign bribery
scandal. To properly manage that risk, companies
should take a hard look at their third-party audit
programs. Put some thought into tailoring the program,
execute the plan with care, and document everything
along the way. The efforts will pay dividends.

About the Authors

Jason Jones is a partner in the Special Matters and
Government Investigations Practice Group in Washington.
With more than 100 lawyers, the Practice is made up of
lawyers dedicated full- time to white-collar criminal
defense, civil and regulatory investigations, and corporate
internal investigations. Led by the former Assistant
Attorney General in charge of the Justice Department’s
Criminal Division—the practice includes more than 40
former federal prosecutors and other enforcement officials,
as well as lawyers who have devoted their entire careers to
white-collar criminal defense.
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Resources & Llnks

The following links provide access to further King & Spalding Dispute Resolution and Crisis Management

publications.

Brexit: The Brexit

Brexit: The Brexit — Energy Markets

Brexit: The Consequences of the Referendum for
UK International Trade Rules

Brexit: Five Questions and Answers on the Brexit
and Trade with the EU and UK

Brexit: Brexit Trade Audit: A Five Step Guide to
Help Determine the Way Forward

Investigations: The SEC’s Customer Protection
Rule Initiative and Whistleblower Protection Efforts

Investigations: Setback for Government
In FIRREA Enforcement

Investigations: United States Supreme
Court Limits Extraterritorial Reach of RICO Claims

Investigations: SEC's New Cybersecurity
Appointment And What It Tells Us

Investigations: U.S. Issues Burma General Licenses

Recognition: Chambers USA 2016 Results Confirm
K&S Standing as a Top Law Firm in the US

Recognition: 2016 Energy & Environmental
Trailblazer: Granta Nakayama

News: Former NHTSA Chief Counsel Jacqueline
Glassman Joins K&S’s Automotive Practice

News: Senior SEC Enforcement Lawyer Alec Koch
Joins K&S in Washington, D.C.

Recognition: K&S Practices and Lawyers
Recognised in Chambers Europe 2016 Rankings

News: K&S Disputes Leader Wade Coriell Moves
to the Singapore office

News: Craig Miles Appointed Co-Editor in Chief of
Journal of Damages in International Arbitration

Event: Wendy Waszmer and Norman Armstrong to
Speak About Litigating Against the Government
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