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Flaming Worms, Stuxnets and Other Cyber Threats — The
European Union’s Response

The media is replete with reports of a botnet onslaught paralyzing Spamhaus, flaming worms
usurping strategic information in the Middle East and a stuxnet super weapon wreaking physical
damage to Iran’s nuclear reactors. Behind these barbaric neologisms hides a real and serious
threat to most corporations: cyberattacks. Given the importance and breadth of electronic data
stored within corporations today, any unauthorized access could lead to serious consequences
ranging from a public relations nightmare to actual, significant monetary damages. When it
comes to cyberattacks, recent examples demonstrate that no organization is too big or too
sophisticated to be immune.

In light of the risks involved, corporations must take appropriate measures, while considering
the everevolving global regulatory regime. In addition to U.S. efforts to address cybersecurity
risks,” the European Commission published a proposed directive on network and information
security.? If and when it passes, the directive shall trigger significant changes in the way European
companies and those doing business in Europe use information technology.

Propagation and Costs of Cyber-Attacks

Increases in the number of hackers and in illegal infiltration into public and private information
systems have caused governmental authorities and the private sector to focus on the exposure
of critical information systems to cyberattacks. As has been widely reported, the variety of cyber
criminals include teenage hackers, opportunists attempting to steal money, “sophisticated”
hackers who appear motivated by the desire to cripple corporate systems and state actors using
cyber weapons as a means of extending real-world warfare and espionage into the digital realm.
Economic cyber espionage is particularly pervasive. The French finance ministry was infiltrated
at the end of 2010 and in 2012, and even the offices of former President Sarkozy were infected.®

As of 2012, only one out of every four companies in the European Union (EU) had an established
and regularly reviewed information and communications technology security policy, leaving many
Member States vulnerable and ill-prepared to stave off the growing number of sophisticated
cyberattacks.* Recognizing the risks facing its constituents, the Commission now seeks to
implement new regulatory measures in an effort to enhance cybersecurity. The French and
German governments are among those Member States echoing the need for decisive action.®

Cybersecurity Measures Taken in the EU

On February 7 2013, the European Commission published a proposed directive on network and
information security designed to further the Commission’s cyberdefense strategy which calls
for an open, safe and secure Internet. To meet these goals, the Commission stressed that all
27 Member States must work as a unit with common legislative objectives and requirements,
concluding that the voluntary approach to network and information security employed to date
is insufficient to provide the desired results.® The Commission noted that Member States are
currently not operating on a level playing field — some Members have both greater capabilities
and are better equipped to defend their network information systems than others.” This disparity
in capabilities and preparedness is viewed by the Commission as an impediment to creating
effective collaboration and cooperation among the Member States, without which EU-wide
cyberresilience may remain illusory.®
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Under the current regulatory framework, only telecommunications companies are required to
implement risk management strategies and report network information systems incidents,® while
only data controllers™ are required to implement security mechanisms to ensure the protection of
personal information.™ As such, current legislation leaves a void for addressing incidents in sectors
other than telecommunications, such as transportation, stock exchanges, aeronautics, cryptology,
media, energy and banking, all of which can be adversely affected by information and infrastructure
breaches.” Absent a more comprehensive legal regime, the Commission determined that Member
States may lack effective incentives to report or evaluate breaches, manage risks or design effective
cybersolutions.™

The Proposed Directive is aimed at, among other things, bridging this gap. Should it be adopted,
the Proposed Directive will require public administrations and market operators to implement and
maintain risk management strategies and to report significant network information security breaches
to the applicable competent authorities.” The Commission will be vested with the authority to
dictate the requisite formats and procedures for notification of such incidents.' In addition, public
administrations and applicable market operators will be required to furnish information necessary
to assess the security of their network and information systems and be subject to regular security
audits, the results of which would be made available to the competent authorities.’ Failure to meet
security assessments could result in sanctions.”

What Companies Would Be Affected?

The Proposed Directive defines a market operator as including certain information society services
providers and the operators of critical infrastructure “essential for the maintenance of vital economic
and societal activities in the fields of energy, transport, banking, stock exchanges and health.”'®
An annex to the Proposed Directive provides a non-exhaustive list of market operators, which list
includes social networks, search engines, cloud computing services, electricity and gas operators,
businesses operating refineries or other treatment facilities, air carriers, railways and businesses in
the logistics services sector, certain credit institutions, central counterparty clearing houses as well
as hospitals and health care facilities.™

Differences in EU and U.S. Proposed Cybersecurity Regulation

The Proposed Directive is being debated in Europe at the same time as a nominally less prescriptive
regulatory regime is taking shape in the United States. A recent U.S. executive order (the
Cybersecurity Order) focuses on information sharing and regulation related to critical infrastructure
cybersecurity.  Such “critical infrastructure” includes those private sector assets whose loss,
disability or destruction would adversely affect U.S. security, public health or economic prosperity.?°
The Presidential Directive accompanying the Cybersecurity Order makes clear that the same classes
of market operators that would be covered by the Proposed Directive in the EU may ultimately face
additional regulation in the U.S. under the Cybersecurity Order. The classes of entities covered
in the proposed regulations are not, however, completely parallel. By contrast to the Proposed
Directive, the Cybesecurity Order and Presidential Directive explicitly identify food and agriculture
and critical manufacturing among the covered sectors, but carves out cloud computing applications,
social media and search engines.?

The Cybersecurity Order establishes a process under which the Department of Homeland Security
(DHS) would assess the need for regulation of cybersecurity measures taken at critical infrastructure
businesses,? and tasks the National Institute of Standards and Technology (NIST) with developing a
framework designed to provide critical infrastructure owners and operators with proposed measures
and controls which, if implemented, may reduce cyberrisks.2? While the Cybersecurity Order
states that private sector implementation of the framework is voluntary, certain sector-specific
regulatory agencies have been asked to address deficiencies found by DHS.2* More specifically,
the Cybersecurity Order requires each such agency to review the extent of its regulatory authority,
together with the DHS findings. If regulations are found deficient to address cybersecurity risks, the
agencies would be directed to take actions within each such agency’s power to enforce compliance
by such businesses with the recommendations provided in the NIST framework.?® Accordingly,
critical infrastructure businesses operating in the U.S. may deem it prudent to treat the NIST
framework much like their counterparts operating in the EU may treat the Proposed Directive — as
a compulsory regulatory regime.
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As a result of the different approaches to regulating private sector networks and systems taken
in the U.S. and EU, operators should not assume that security measures instituted to satisfy one
regulatory or legislative regime will suffice under another. Those operators who may be subject to
either regime should pay careful attention as both approaches continue to take shape over the next
several months.

Next Steps

The Proposed Directive was submitted to the European Parliament and the European Council for
review and adoption. If adopted, the Member States will have 18 months following adoption of the
Proposed Directive to transpose or implement it into their respective national laws. In the interim,
operators falling within the scope of the Proposed Directive should begin to assess the security
of their current systems as if the Proposed Directive were adopted so that they can begin to see
where they may have vulnerabilities to be addressed.

More generally, all private sector companies should continue to monitor this area closely and take
appropriate steps to minimize the risks associated with cybersecurity threats.
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