
  

CYBERSECURITY 

 
US-CERT Issues Advisory About Vulnerabilities in Patient Monitors 

 
The U.S. Department of Homeland Security Industrial Control Systems 
Cyber Emergency Team (US-CERT) recently issued an advisory outlining 
three vulnerabilities of Drager Infinity Delta patient monitoring devices. The 
vulnerabilities affect all versions of the Drager models—Delta, Delta XL, 
Kappa and infinity Explorer C700--patient monitoring devices. Read more 

 

 

 

DATA PRIVACY  

 
Privacy Concerns Lead OSHA to Rescind Its Electronic Filing 
Requirement 

 
In response to concerns raised by employers and to protect worker 
privacy, the Occupational Health & Safety Administration (OSHA) recently 
amended its recordkeeping regulations to eliminate the requirement that 
larger employers must submit certain information electronically. The final 
rule rescinds the mandate that establishments with 250 or more 
employees had to electronically submit information from OSHA Form 300 
(Log of Work-Related Injuries and Illnesses) and OSHA Form 301 (Injury 
and Illness Incident Report) to OSHA each year.Read more 

 

 

 

DATA BREACH 

 
Community Health System Agrees to Settlement of $4.5 Million for 
2014 Data Breach 

 
Community Health System, located in Tennessee, has agreed to settle 
claims made against it arising from a 2014 data breach for $4.5 million. 
The data breach, believed to have been caused by Chinese hackers, 
compromised the names, dates of birth, addresses, telephone numbers, 
and Social Security numbers of some 4.5 million patients of the hospital 
system, which operates in multiple states. Read more 

 

 

 

NEW + NOW 

 
Protecting Against Wire Fraud and Man-in-the-Middle Schemes 

 
Scammers continue to find easy ways to dupe unsuspecting businesses 
into sending information or money to them. It used to be that we had to 
address vast fraud schemes with phishing emails requesting the W-2s of 
employees. That is child’s play now, as most companies are aware of 
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such schemes and don’t fall victim to them. Read more 

 

 

 

DRONES 

 
Super Bowl Intel Drone Light Show 

 
Intel won’t reveal exactly how it was able to participate in the Super Bowl 
LIII halftime show, but it did disclose that it used 150 Intel Shooting Star 
drones to spell out the words “ONE” and “LOVE” during the musical 
performance. As Maroon 5 began singing “She Will be Loved,” Intel 
initiated its software, directing 150 drones to float up and over the 
enclosed field. This show beat Intel’s previous indoor world record when it 
used 110 drones for an exhibit at the Consumer Electronics Show (CES) 
2018. Read more 

 

 

 

Technology Boost Helps Protect Super Bowl LIII 

 
The biggest sporting event of the year is now over, and the Patriots— with 
the help of NFL super duo Tom Brady (the oldest quarterback to ever win 
the Super Bowl) and Bill Belichick (the oldest head coach to ever win the 
Super Bowl)— took the title, New England’s sixth since 2002. More than 
100 million people watched the game from home and over 70,000 
watched it from inside Mercedes-Benz Stadium in Atlanta. However, what 
many fans may not have realized is that while they were watching the 
game from the stands, they themselves were being watched. Read more 

 

 

 

AUTONOMOUS VEHICLES 

 
EasyMile Autonomous Vehicle Hits the Roads in Denver  

 
Last week, the EasyMile electric autonomous shuttle debuted on the roads 
in Denver, Colorado, marking the first autonomous vehicle venture in the 
state. The EasyMile is a self-driving shuttle that is scheduled to operate for 
the next 4-6 months connecting passengers from commuter rail stations to 
the EasyMile office and Park-n-Ride lots. The goal of this venture is to 
“assess the viability of autonomous services in providing first and last mile 
connections to and from transit.” Read more 

 

 

 

PRIVACY TIP #176 

 
Sharing Your Genetic Information With Private Companies 

 
Have you been considering whether to send a swab of DNA for genetic 
analysis, so you can better understand your ancestry? This week's privacy 
tip address some of the privacy policies regarding genetic 
information. Read more 
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