
Many have predicted the rise 
of autonomous vehicles 
(AVs) will initiate the end 

of the automobile insurance industry. 
By eliminating the number one cause 
of vehicle collisions, driver error, AVs 
are expected to herald a golden age of 
vehicle safety and effectively elim-
inate automobile liability. However, 
the more likely scenario is that the 
automobile insurance industry will 
change as AVs become more com-
monplace.

One way the automobile industry 
may change is shifting its focus to 
addressing cybersecurity liability. 
With a high level of connectivity, AVs 
will be particularly vulnerable to cy-
bersecurity issues and risks. A recent 
experiment is illustrative of the poten-
tial “hacking” risks of vehicles (both 
AVs and non-AVs). In July 2015, two 
researchers successfully hacked a 
Jeep Cherokee, a non-AV. The hack-
ers used the vehicle’s cellular con-
nection to remotely access its internal 
computer network, allowing them to 
control the vehicle’s physical compo-
nents. The experiment conjures the 
once far-fetched idea of a machine 
run amok — transformed into a mo-
bile weapon of destruction.

Automobile liability insurance 
policies typically cover liabilities 
arising out of the insured’s owner-
ship, maintenance, or use of a motor 
vehicle. Current automobile liability 
insurance policies are not tailored to 
address the unique risks carried by 
AVs, particularly cyber risks.

Ownership: Generally, an automo-
bile liability policy covers liability 
arising from the insured’s ownership 
of a vehicle. The cybersecurity risks 
associated with the ownership of an 
AV differ greatly from the risks of a 
conventional, non-AV. AVs require 
internet connectivity to maintain the 
functionality of the autonomous tech-
nology. Vulnerabilities, or security 
gaps can arise from this increased in-
terconnectedness and can be exploit-
ed to create damage or injury. Owner-
ship of an AV can expose the owner, 
and its insurer, to increased liability 

the vehicle. Nevertheless, liability 
can arise from the “use” or “opera-
tion” of an AV in instances where the 
human operator or occupant should 
disengage the autonomous technol-
ogy and take control of the AV. For 
a cybersecurity event, disengaging 
the autonomous technology may be 
needed in order to defeat the attack. 
However, some commentators have 
predicted that AV operators will be 
lulled into a false sense of security 
and will not be prepared to disengage 
the autonomous technology when 
needed. Human error, or inattention, 
will still be a source of automobile 
liability for AVs.

Insureds and insurers should con-
sider the first-party and third-party 
coverages needed to fully address a 
potential AV cyber threat. First-party 
coverage will focus on the damage to 
the insured including physical dam-
age to the AV as well as intangible 
damage, such as the insured’s busi-
ness interruption attributable to the 
cyberattack. Additionally, coverage 
for the costs of a forensic investiga-
tion to determine the cause and ex-
tent of the breach, and an appropriate 
solution to the security vulnerability 
will be an important aspect of AV 
insurance. Third-party coverage will 
focus on controlling and limiting li-
ability exposures from the “machine 
run amok,” which would include the 
defense of inevitable third-party law-
suits.

Insurers and insureds will also 
need to thoughtfully consider the po-

and costs as a result of a cyber-attack.
Maintenance: Automobile liability 

policies also cover an insured’s liabil-
ity arising from the vehicle’s main-
tenance. AVs carry unique liability 
risks arising from the maintenance of, 
or failure to maintain, those vehicles. 
This is because AVs are primarily op-
erated by a computer. Data recorded 
and collected from the operation of 
the AV is expected to be used by AV 
manufacturers and other groups, to 
develop software updates to improve 
the reliability and safety of AVs. 
These software updates will include 
security patches to address potential 
security vulnerabilities. If an own-
er fails to update the AV’s software, 
the AV may be susceptible to a cy-
berattack. Additionally, the software 
updates could actually be used as a 
way to conduct a cyberattack. Conse-
quently, the simple act of maintaining 
the AV may in fact create cybersecu-
rity liability.

Use: Automobile liability insur-
ance policies also generally cover li-
abilities arising from an insured’s op-
eration and the loading or unloading 
of an insured vehicle. AVs would not 
pose an additional risk with respect 
to the loading and unloading of the 
vehicle beyond a traditional vehicle, 
however, they do pose unique risks 
with respect to their “operation.” Tra-
ditionally, the “operation” of a vehi-
cle relates to the act of driving by a 
human operator. This does not apply 
in the AV context, where a computer, 
not a human, is expected to control 
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tential exclusions which could min-
imize exposure with respect to AVs. 
Any insurance policy covering AVs 
should include an exclusion or condi-
tion of coverage aimed at sustaining a 
requisite level of maintenance of the 
AV’s physical components and neces-
sary software updates in order to en-
sure the safe operation of the AV. AV 
insurance policies will also need to 
address, either in the form of a policy 
condition or exclusion, the allocation 
of liability between AV manufacturers 
and suppliers and the AV operator or 
owner. Manufacturers and suppliers 
will presumably bear more responsi-
bility as vehicle automation increas-
es. Right now, both state and federal 
law do not sufficiently address how 
liability will be allocated between AV 
operators and manufacturers outside 
of the testing context. Nevertheless, 
insurers should be ready to align their 
products to reflect legal developments 
pertaining to AVs.

AV technology is developing more 
quickly than anyone can predict, and 
it will precipitate a change in all as-
pects of our lives, particularly in-
surance. Companies and individuals 
who intend to utilize AVs and the in-
surance companies who insure them 
should assess their risk management 
needs to make sure they are adequate-
ly protected in this rapidly growing 
area of automation.
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With a high level of connectivity, AVs will be particularly 
vulnerable to cybersecurity issues and risks.
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