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Government Contractors Brace For
Continuing Changes in Cybersecurity
Regulations

By C. Joél Van Over, Brian P. Cruz and Travis L. Mullaney

The federal government has responded to recent data breaches by making
cybersecurity a top priority, and it continues to consider and implement a
number of regulations that affect government contractors.

Over the past year and a half, the Office of Personnel Management (OPM) suffered two massive data
breaches that collectively exposed the records of approximately 22.1 million people both inside and
outside the federal government, including information pertaining to both current and former federal
employees as well as their families.* The stolen information includes an extensive trove of Personally
Identifiable Information collected from security clearance applications known as SF-86 forms, with hackers
gaining access to everything from Social Security numbers to fingerprints.?

The OPM hack followed shortly after a string of other recent high-profile federal data breaches, including
the exploit of a feature on the Internal Revenue Service website that allowed access to the tax forms of
more than 330,000 people® and the unauthorized access of recently unclassified email systems in use at
both the Pentagon® and the White House.® These federal data breaches are part of a larger trend of
suspected state-sponsored attacks that also includes a major hack of Sony Pictures Entertainment in
November of 2014 that exposed employees’ personal information, emails and executive salaries, among
other information.® Even where foreign government actors have not been implicated, we have seen hugely
damaging information dumps from well-known companies such as Target, Home Depot, and J.P. Morgan’
as well as the widely discussed hack of extra-marital matchmaker Ashley Madison.?

The threat of increasingly sophisticated cyber-warfare has and will continue to prompt cybersecurity
entrepreneurs, vulnerable industries (recent research has exposed vulnerabilities in everything from cars®
to rifles™®), the federal government and NATO" to invest in new technologies and best practices. Given the
ease with which digital information can be transmitted and the continuing proliferation of new technologies
riding quietly on the internet or being developed and stored in cloud-based systems, the federal
government has responded to the threats these technologies pose by making cybersecurity a top priority.*?
The recent enactment of the Cybersecurity Act of 2015, allowing for greater sharing of cyber threat
information between governmental and private entities, further evidences the growing concern in
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Washington.*® To improve cybersecurity, the federal government has begun to roll out a number of
regulations and policies that will affect federal contractors in the coming months.

OMB Considers Public Comments on Improving Cybersecurity Protections in Federal Acquisitions

Acknowledging the dramatic increase in threats facing federal information systems as agencies move to
provide more services online, the Office of Management and Budget (OMB) Office of E-Government &
Information Technology (E-Gov) recently sought public comment on its draft guidance to improve
cybersecurity protections in federal acquisitions.** The OMB’s authority derives from updates to the
Federal Information Security Modernization Act (FISMA) in 2014, OMB policy, and standards promulgated
by the National Institute of Standards and Technology (NIST), which collectively provide a framework for
securing government and contractor information systems. FISMA, for example, “requires each federal
agency to develop, document, and implement an agency-wide program to provide information security for
the information and information systems that support the operations and assets of the agency, including
those provided or managed by another agency, contractor, or other source.”*® The ultimate goal of OMB’s
draft guidance is therefore to better protect information stored on government information systems,
contractor information systems, and contractor information systems that are part of an IT service operated
on behalf of the federal government.

OMB’s memorandum of proposed guidance includes the following recommendations:
1. Security Controls

= For systems operated on behalf of the government, agencies must require the contractor
system to meet the appropriate baseline in NIST SP 800-53 as modified by the agency to
meet its risk management requirements.

= For contractors’ internal systems used to provide a product or service for the government but
incidentally containing Controlled Unclassified Information (CUI), agencies must require
contractors to meet the requirements of NIST SP 800-171 rather than NIST SP 800-53.

2. Cyber Incident Reporting

= A “cyber incident” is defined as “actions taken through the use of computer networks that
result in a compromise or an actual or potentially adverse effect on an information system
and/or the information residing therein.”

= Agencies must include minimum contract language specifying to whom, what, when, and
where cyber incidents should be reported along with consequences of non-compliance.

3. Information Systems Security Assessments

= Agencies are tasked with assessing the impact level of the data that is to reside in the
contractor’s information system in order to determine what types of controls should be
applied, followed by determining whether it is appropriate to obtain an independent security
assessment.

= Agencies may accept independent third-party verification of security assessment results, as
well as contractor or government assessment evidence, based on their risk assessments.
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= Contractors must afford the agency access to the contractor’s facilities, installations,
operations, documentation, databases, IT systems, devices and personnel used in
performance of the contract, regardless of location, to the extent required to conduct an
inspection, evaluation, investigation or audit and to preserve evidence of information security
incidents.

4. Information Security Continuous Monitoring (ISCM)

= |SCM is defined by reference to NIST requirements “as maintaining ongoing awareness of
information security, vulnerabilities, and threats to support organizational risk management
decisions.”

= Agencies may utilize the Department of Homeland Security (DHS) Continuous Diagnostics
and Mitigation (CDM) program to obtain much of the information required for ISCM. If,
however, the agency determines that providing the DHS CDM capabilities to a contractor
operating information systems on behalf of the government is not feasible, the contract must
ensure that at a minimum:

o Contractor-operated systems meet or exceed the information security continuous
monitoring requirements identified in M-14-03; and

o The agency may elect to perform information security continuous monitoring and IT
security scanning of contractor systems with tools and infrastructure of its choosing.

= For systems not operated on behalf of the government — contractor’s internal systems used
to develop a product or service — continuous monitoring is part of the security assessment
requirement in NIST SP 800-171.

5. Business Due Diligence

= Agencies are also tasked with conducting reasonable business due diligence while making
use of GSA’s business due diligence information shared service, which provides access to
risk information that encompasses data collected from voluntary contractor reporting, public
records, publicly available and commercial subscription data based on transparent, objective
and measurable risk indicators.*®

In addition to the requirements noted above, agencies are also tasked with continual review of contract
activities to ensure that OMB guidance is applied. Agencies are encouraged to use security assessments
to confirm that contractors are maintaining their security posture and to allow the agency to validate the
maintenance of previously performed independent assessments. Should an agency determine that a
contractor is not performing in accordance with the guidelines, agencies are empowered to take
performance problems of predecessor firms and key employees into account when selecting vendors
during the procurement process.

OMB'’s guidance is expected to be finalized in the coming months. Contractors may wish to consult with an
attorney in advance to ensure relevant compliance procedures are in place.

OMB’s memorandum of proposed guidance on improving cybersecurity in acquisitions is just one
component in a broader cybersecurity plan, however. In October of last year, OMB also issued a
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memorandum outlining its broader Cybersecurity Strategy and Implementation Plan (CSIP) for the federal
civilian Government centering around five principal objectives:

1. Prioritized identification and protection of high value information and assets;
2. Timely identification of and rapid response to cyber incidents;

3. Rapid recovery from incidents when they occur and accelerated adoption of lessons
learned;

4. Recruitment and retention of the most highly-qualified cybersecurity workforce talent the
federal government can bring to bear; and

5. Efficient and effective acquisition and deployment of existing and emerging technology.

The objectives of the CSIP will undoubtedly shape and define agency policies and procedure pertinent to
contractors in the coming years. At least two of the objectives will likely directly affect contractors right
away. First, in order to protect high value information, OMB is recommending implementation of strong
authentication Personal Identify Verification (PIV) credentials for employees and contractors with access to
such information. Current targets seek the implementation of 100% PIV for privileged users and 75% PIV
for non-privileged users. Second, the CSIP’s objective of efficient and effective acquisition and deployment
of existing and emerging technology will require close partnerships with contractors to continue
implementing cybersecurity solutions already underway and on the horizon. There may be significant
opportunities for contractors to leverage experience in this area into new work.

DoD Presses Interim Regulations that Substantially Broaden the Scope of Defense Contractor and
Subcontractor Cybersecruity Compliance Obligations, Enhance Cyber Incident Reporting and
Acquisition of Cloud Computing Services

In August of last year, the Department of Defense (DoD) issued an interim regulation substantially
expanding the existing Defense Federal Acquisition Regulation Supplement (DFARS) provisions requiring
contractors to safeguard “Covered contractor information systems” and “Covered defense information” and
to report “Cyber incidents.” The regulation also clarifies DoD policy regarding the acquisition of cloud
computing services.'” The interim rule was put into effect without an opportunity for public comment, based
on urgent and compelling circumstances, but the interim rule was almost immediately criticized for
implementing significant and costly changes.'® For example, the interim regulations effectively adopt the
NIST Special Publication (SP) 800-171 security requirements (“NIST SP 800-171") (in effect on the date
the solicitation is issued) as baseline security requirements, in conjunction with the Cloud Computing
Security Requirements Guide (SRG) (in effect on the date the solicitation is issued) and the provisional
authorization (accreditation) required by the Defense Information Services Agency (“DISA”) to the extent
cloud computing services are used in the performance of a DoD contract or are acquired expressly as a
service by DoD. Compliance with these requirements will not only be costly for most federal contractors
and subcontractors, but will take time to evaluate, implement, and assess operationally. Other criticism of
the interim regulations focused on the breadth of the definitions of terms used in the regulation, including
those that relate to the definition of a Cyber incident and the mandatory “rapid” reporting of such incidents.
These criticisms include the inherent vagueness in the obligation to report “potentially adverse effects” to
information systems, and the potential costs required to preserve and protect images of affected systems
for several months. The most significant changes dictated by the interim rule include the following:
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1. Cyber Security Compliance and Incident Reporting

= DFARS 252.204-7012

m]

Mandates “adequate security” “for all covered defense information on all covered
contractor information systems that support the performance of work” under the contract,
and specifies adequate security requirements as defined in NIST SP 800-171 and
requires reporting of any such security requirements not implemented at the time of
contract award, or the identification of alternative equivalent security measures approved
by DoD when unable to satisfy NIST SP 800-171 requirements, in accordance with
DFARS 252.204-7008.

Mandates the robust investigation and reporting of cyber incidents and specifies “rapid”
72-hour reporting and minimum reporting elements.

Mandates the delivery of isolated malicious software in accordance with instructions from
DoD.

Mandates a flow-down of clause to all subcontractors, with no exceptions for small
business or commercial items.

Requires affirmative cooperation with post-report investigations, including preserving
images of all affected systems for 90 days.

= DFARS 252.204-7009

[m]

Mandates conditions for handling and protecting information obtained from a third-party’s
reporting of a cyber incident and specifies potential penalties for the breach of these
conditions.

= DFARS 252.204-7008

]

Mandates the procedures required for a contractor to justify and obtain DoD approval for
alternative security measures that do not comply with NIST SP 800-171.

2. Cloud Computing Services

= DFARS subpart 239.76

[m]

Establishes the DoD policy for the acquisition of cloud computing services.

= DFARS 252.239-7009

[m]

Requires offerors to check a box indicating whether it intends to use cloud computing
services in the performance of the contract or a subcontract.

= DFARS 252.239-7010

[m]

Defines “Cloud Computing” other relevant terms and mandates security requirements in
accordance with the Cloud Computing Security Requirements Guide in effect when
solicitation issued and mandates cyber incident reporting, preservation and cooperation in
post-incident analysis.

Mandates a flow-down of clause to all subcontractors, with no exceptions for small
business or commercial items, if subcontract “may involve cloud services”.

Following discussions at a public meeting held on Monday December 14, 2015, the DoD issued a revised
interim regulation on December 30, 2015 that pushed back mandatory implementation of NIST SP 800-
171 standards until December 31, 2017.*® Comments on the revised interim rule are due February 29,
2016, and we encourage affected federal contractors and subcontractors to consider submitting
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comments.?’ While, the revised interim regulation does not require immediate full compliance with NIST SP
800-171 until December 31, 2017, the revised interim regulation does require contractors (and affected
subcontractors) to identify those aspects of its system that do not comply the NIST standards on the date
the solicitation is issued (“or as authorized by the Contracting Officer), and to identify alternative measures
implemented to secure protections contemplated by the NIST standards and to follow specific procedures
for securing approval from DoD for such alternative measures. As the revised interim rule has already
been placed into effect as part of the current DFARS, contractors should expect to see the clauses
included in forthcoming solicitations.

Insider Security Threats Spur Significant Changes to NISPOM - the Federal Government’s Rule Book on
Protecting Classified Information

As we have seen from recent insider intelligence leaks a la Chelsea Manning and Edward Snowden,
cybersecurity threats need not originate from external actors. Threats like these have placed the federal
government on high alert, requiring contractors handling classified information to remain on high alert as
well. Among other things, the federal government is requiring such contractors to strengthen their internal
controls by establishing their own insider threat programs designed to protect classified information from
unauthorized disclosure. Final guidance on what form such programs must take is expected to arrive
shortly in the forthcoming “Conforming Change No. 2” to the National Industrial Security Program
Operating Manual (NISPOM). Contractors handling classified information may wish to begin planning and
implementation now, since the contours of the requirements that will form the foundation of Conforming
Change No. 2 are reasonably clear. In addition, numerous industrial security letters have been issued (and
rescinded) by the Defense Security Service, effectively amending or affecting Chapter 8 (Information
System Security) of the NISPOM,?" and contractors subject to the NISPOM should be updating their
compliance with these security letters.

The history of the anticipated changes to the NISPOM dates back to October 7, 2011, when President
Obama signed Executive Order 13587 directing structural reforms to improve the security of classified
networks and to ensure responsible sharing and safeguarding of classified information. Executive Order
13587 both established an Insider Threat Task Force and mandated that federal agencies with access to
classified computer networks implement their own insider threat detection and prevention programs. The
requirements of Executive Order 13587 were later clarified in a November 2012 Presidential Memorandum
entitled “National Insider Threat Policy and Minimum Standards for Executive Branch Insider Threat
Programs.” This Presidential Memorandum set forth specific guidelines for agencies to use in developing
their own insider threat programs and was later implemented on September 30, 2014 via DoD Directive
5205.16.

Among the directives laid out in DoD Directive 5205.16 is the requirement that the Under Secretary of
Defense for Acquisition, Technology, and Logistics develop policy or amend the DFARS and develop
contract clauses “to ensure DoD contracts impose uniform insider threat program requirements.” The DoD
has since announced that the amended regulations will arrive in Conforming Change 2 to the NISPOM,
codified at DoD 5220.22-M, which sets the mandatory structural and process requirements for the
protection of classified information to which properly cleared federal contractors and their employees have
access in connection with classified contracts under the National Industrial Security Program (NISP).

Conforming Change No. 2 will outline insider threat requirements for cleared industry operating under the
NISP. The DoD’s advance notice to industry indicates that the minimum standards will require thoughtful
implementation and vigilance, including:
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1. Establishment of an insider threat program

2. Designation of an insider threat senior official who is cleared in connection with the facility
clearance

3. Self-assessment of insider threat programs
4. Provision of training for insider threat program personnel and awareness for employees

5. Monitoring of network activity

If Conforming Change No. 2 follows the Minimum Standards set forth in the November 2012 Presidential
Memorandum, contractors may be faced with a 180-day timeline to establish and implement an insider
threat program in accordance with the standards outlined above. Further, contractors will likely be required
to maintain records necessary to identify, analyze, and resolve insider threat matters, including keeping
records and actively monitoring the following general categories of information more systematically:

= Counterintelligence and Security: Relevant databases and files including but not limited to, personnel
security files, polygraph examination reports, facility access records, security violation files, travel
records, foreign contact reports and financial disclosure filings.

= [nformation Assurance: Relevant network information including, but not limited to, personnel usernames
and aliases, levels of network access, audit data, unauthorized use of removable media, print logs, and
other data needed for clarification or resolution of an insider threat concern.

= Human Resources: Relevant HR databases and files including, but not limited to, personnel files, payroll
and voucher files, outside work and activities requests, disciplinary files, and personal contact records,
as may be necessary for resolving or clarifying insider threat matters.

Contractors may also be required both to establish procedures for handling access requests by the insider
threat program involving particularly sensitive or protected information and to establish reporting guidelines
to refer relevant insider threat information directly to the insider threat program.

Although we will know more once Conforming Change No. 2 is issued, it is certain that robust changes will
be required in areas that may not have been the subject of systematic scrutiny in the past. In sum, most
contractors have not yet contemplated or adopted an insider threat program based upon their specific
organizational and operational risk profile and requiring senior management involvement. Accordingly, it
would be prudent for contractors that handle classified information to begin preparing for the coming
changes now. Specifically, prime contractors and subcontractors with cleared facilities and with employees
who hold security clearances and who have access to classified information may wish to be proactive in
developing policies and protocols designed to assess internal threats and to detect and manage these
threats. Demonstrating compliance, and therefore limiting risk, will depend upon an effective threat
analysis, prioritizing risks, effectively maintaining and monitoring relevant data, and adopting measures
designed to mitigate or eliminate potential threats from within a contractor’s organization, and taking
appropriate action if a breach is detected.

Agencies Are Seeking Proposals for Implementing Cybersecurity and Insider Threat Programs

In conjunction with the additional cybersecurity requirements being imposed upon agencies, the federal
government has been seeking contractor assistance in implementing the regulations.
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In spring of last year, the Defense Information Technology Contracting Organization issued a $475 million
Request for Proposals (RFP) seeking to buttress staffing at the U.S. Cyber Command with the aid of
private contractors.”” Although this solicitation was later cancelled, the government has indicated its intent
to “reassess the needs of USCYBERCOM and to consider whether another acquisition strategy could
better meet those needs.”*®

USCYBERCOM is not the only federal organization seeking contractor help with cybersecurity matters. In
August of last year, the Air Force similarly sought proposals from contractors to develop an insider threat
monitoring implementation plan, manage the insider threat program, develop metrics to track program
implementation progress, and coordinate with stakeholders to determine Air Force capabilities to address
insider threat issues.?* Although the Air Force solicitation has now closed, there is every expectation that
similar RFPs will issue from other agencies down the road. Therefore, contractors seeking to perform work
in these areas should remain vigilant in monitoring the issuance of similar solicitations in the near future.

Federal Government Continues Implementation of FedRAMP Program to Provide a Standardized
Approach to Security Assessment, Authorization, and Continuous Monitoring for Cloud Products and
Services.

In late 2011, the OMB issued a memorandum directing the development and implementation of the
Federal Risk and Authorization Management Program (FedRAMP) in order to introduce a policy approach
to developing trusted relationships between executive departments and agencies and cloud service
providers.”®> As implemented, FedRAMP is a government-wide program that provides a standardized
approach to security assessment, authorization, and continuous monitoring for cloud products and
services.” In developing FedRAMP, cybersecurity and cloud computing experts from numerous agencies,
including General Services Administration (GSA), NIST, DHS, DoD, National Security Agency (NSA),
OMB, the federal CIO Council and its working groups, collaborated with private industry groups to create a
workable set of standards and requirements for securely utilizing cloud solutions.?’

As a starting point, FedRAMP requires prospective cloud service providers (CSPs) seeking to do business
with the government to initiate an assessment process and/or security authorization using the FedRAMP
requirements, which are FISMA-compliant and based on the NIST 800-53 rev3 standards.?® Once the
CSPs have implemented the FedRAMP security requirements on their environment, they must hire a
FedRAMP-approved third party organization to perform an independent audit of the cloud system so as to
provide a security assessment package for review.”’ The FedRAMP Joint Authorization Board then
reviews the security assessment package and determines whether to grant a provisional authorization.*

Ultimately, FedRAMP authorization of cloud systems is a three-step process involving:

1. Security Assessment

= The security assessment process uses a standardized set of requirements in accordance
with FISMA using a baseline set of NIST 800-53 controls to grant security authorizations.

2. Leveraging and Authorization

= Federal agencies view security authorization packages in the FedRAMP repository and
leverage the security authorization packages to grant a security authorization at their own
agency.

3. Ongoing Assessment & Authorization

= Once an authorization is granted, ongoing assessment and authorization activities must be
completed to maintain the security authorization.**
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As the forms and processes of FedRAMP can prove daunting, contractors requiring assistance in
navigating the regulatory compliance framework may consider seeking attorney guidance to facilitate the
process and the protection of the sensitive information that must be revealed to achieve authorization
under FedRAMP.

If you have any questions about the content of this alert, please contact the Pillsbury attorney with whom
you regularly work, or the authors below.
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