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Designing a BIPA Defense: Strategies for
Third-Party Technology Vendors to
Challenge Biometric Class Actions

By Jeffrey N. Rosenthal and David ]. Oberly*

For some time now, employers have been the main target of a relentless wave of class
action lawsuits by employees alleging violations of the Illinois Biometric Information
Privacy Act (“BIPA”) in connection with the use fingerprint scans for timekeeping
purposes. Recently, however, employees and the plaintiff’s bar have added a new primary
target for such suits: third-party biometric timekeeping technology vendors.

To date, vendors’ ability to avoid or limit liability under BIPA has been mixed. But
there are several defenses that — while still being developed and refined by the courts —
may prove useful for vendors to extricate themselves from bet-the-company BIPA suits
or, at a minimum, trim the scope of potential liability.

OVERVIEW OF THE ILLINOIS BIOMETRIC INFORMATION PRIVACY
ACT

BIPA regulates the collection, possession, disclosure, and security of biometric
information; it is the only biometric privacy law in the country to provide a private
right of action. In the beginning of 2019, the Illinois Supreme Court opened the
floodgates to BIPA class actions when it issued Rosenbach v. Six Flags Entertainment
Corp.," which held plaintiffs can pursue BIPA claims even in the absence of any actual
injury or damages.

After Rosenbach, hundreds of BIPA suits were filed in state and federal courts, the
majority alleging mere technical violations of the law. Importantly — even without any
actual harm — these suits pose tremendous exposure for defendants, as plaintiffs are
permitted to recover statutory damages of $1,000 to $5,000 for “each violation.”

Fortunately, several defenses have recently emerged that can be utilized by vendors to
attack BIPA claims and, in some instances, have such suits dismissed in their entirety.

* Jeffrey N. Rosenthal is a partner at Blank Rome LLP and leads the firm’s Biometric Privacy
Team. He concentrates his complex corporate litigation practice on consumer and privacy class action
defense. David J. Oberly is an attorney at the firm advising clients on a wide range of cybersecurity, data
privacy, and biometric privacy matters. The authors may be reached at rosenthal-j@blankrome.com and
doberly@blankrome.com, respectively.

1129 N.E.3d 1197 (1ll. 2019).
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MOTION TO DISMISS FOR FAILURE TO STATE A CLAIM - BIPA
SECTIONS 15(a) and 15(d)

One of the primary methods third-party vendors have successfully attacked BIPA
suits is through though Federal Rule of Civil Procedure 12(b)(6) motions to dismiss for
failure to state a claim. Here, vendors can attack Section 15(a) and Section 15(d) claims
— which apply to entities “in possession of” biometric data — and which are particularly
susceptible to such challenges where the causes of action merely parrot the statutory
language of BIPA or rely solely on “information and belief” allegations.

For example, in Heard v. Becton, Dickinson ¢ Co.,* the court held plaintiffs allegations
pertaining to purported violations of Sections 15(a) and 15(d) failed to satisfy the
requirements of Rule 12(b)(6), thus mandating their dismissal. The Heard court
reasoned that the plaindiff failed to allege the vendor exercised a7y dominion or control
over his biometric data. Rather, most of plaintiffs allegations concerning possession
merely parroted the statutory language.

Accordingly, because plaintiff failed to plead factual content that would allow the
court to draw the reasonable inference the vendor was “in possession” of his biometric
data, it dismissed the Section 15(a) and 15(d) claims. The Heard court also held plaintiff
failed to state an actionable claim under Section 15(d) because he relied solely on
“information and belief” allegations the defendant allegedly disclosed his biometric data
— thus mandating dismissal of the Section 15(d) claim for a second, independent reason.

Similarly, in Namuwonge v. Kronos, Inc.,’ the court dismissed a Section 15(d) claim
under Rule 12(b)(6) where plaintiff merely alleged on information and belief that the
defendant disclosed her biometric data to third parties, which the court found was
insufficient to plausibly suggest her biometric data was, in fact, disseminated.

Importantly, in Namuwonge the plaintiff further alleged she and other employees “have
no idea whether any Defendant sells, discloses, re-discloses, or otherwise disseminates
their biometric data,” which the court characterized as a “definitive” statement that
solidified the conclusion the complaint lacked sufficient factual allegations to plausibly
suggest the vendor disclosed or distributed her data to any third party.

Finally, the same result was also seen in Bernal v. ADP LLC.* In that case, plaintiffs
complaint contained only two allegations of unlawful disclosure under Section 15(d),
both of which consisted of a single statement the vendor’s technology “allows for and
resulted in” the dissemination of plaintiffs biometric data to third parties. The court

2N.D. Ill. Feb. 24, 2020.
> 418 F. Supp. 3d 279 (N.D. IIl. 2019).
#11L. Cir. Ct. Aug. 23, 2019.
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held these allegations fell short of enough factual pleading because they were void of any
facts to support a Section 15(d) violation by actually disclosing plaintiff’s data.

MOTION TO DISMISS FOR FAILURE TO STATE A CLAIM - BIPA
SECTION 15(b)

Often vendors do not collect biometric data directly from employees; instead, they
only receive the data once it has been collected by the employer with whom the vendor
has a business relationship.

Unlike Sections 15(a), (c), (d), and (e) of BIPA — all of which apply to entities “in
possession of” biometric data — Section 15(b) applies to entities that “collect, capture,
purchase, receive through trade, or otherwise obtain” biometric data. Here, vendors can
attack Section 15(b) claims where the complaint fails to articulate any factual allegations
the vendor “actively” collected the biometric data.

In the Heard case discussed above, the defendant third-party vendor successfully
raised this very argument — specifically, that the Section 15(b) claim should be dismissed
because the complaint did not plead sufficient facts the vendor itself actively collected
plaintiff’s biometric data. Significantly, the Heard court held that for Section 15(b)’s
requirements to apply, an entity must — at a minimum — take an active step to “collect,
capture, purchase, receive through trade, or otherwise obtain” biometric data. The court
then found the plaintiff did not provide sufficient allegations the vendor took any such
step. Rather, allegations regarding the vendor’s purported collection of data merely
parroted the statutory language and did not provide any specific facts to ground the
plaintiff’s legal claims, which mandated dismissal of the Section 15(b) claim.

LACK OF PERSONAL JURISDICTION

Another strategy with which third-party vendors have found success procuring
dismissals is based on a lack of personal jurisdiction.

In Bray v. Lathem Time Co.,’ the court granted a Georgia-based timekeeping system
vendor’s motion to dismiss based on a lack of personal jurisdiction. At issue in Bray
was whether Illinois had specific personal jurisdiction over the vendor, which requires
the defendant’s contacts with the forum state show it purposefully availed itself of the
privilege of conducting business in the forum state or purposefully directed its activities
at the state.

In Bray, the vendor was incorporated and headquartered outside Illinois; did not have
any real estate, accounts, personal property, employees, or physical presence in Illinois;
did not target Illinois or purposely direct sales into the state through advertising/
marketing or the use of sales or service representatives; and did not sell a timekeeping

>N.D. Ill. Mar. 27, 2020.
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device to plaintiff's employer in Illinois. Under these facts, the court held it lacked
specific personal jurisdiction over the vendor defendant.

Importantly, the court also rejected plaintiff’s argument the vendor’s operation of
a website that could be accessed in Illinois was sufficient to establish jurisdiction —
reasoning that the company had no additional physical presence in Illinois and did
not intentionally target Illinois customers, such as by maintaining a sales or marketing
program in the state. As such, the court dismissed the action against the vendor in its
entirety for lack of personal jurisdiction.

INSUFFICIENT ALLEGATIONS OF INTENTIONAL OR RECKLESS
CONDUCT

Finally, vendors can also attack BIPA actions by focusing on a complaint’s lack of
allegations of intentional or reckless conduct — which should mandate the dismissal of
claims for statutory damages in the higher amount of $5,000 for intentional or reckless
conduct.

Not every BIPA violation gives rise to a cognizable claim; only intentional, reckless,
or negligent ones do. To recover statutory damages at the $5,000 level, a plaintiff must
adequately allege an intentional or reckless violation of the statute. BIPA does not define
“intentionally” or “recklessly.” To plead recklessness or intent, a plaintiff must plead the
elements of negligence (i.e., duty, breach of duty, and proximate cause), and then also
plead a heightened state of mind.

To date, several third-party vendors have successfully asserted that a plaintiff’s prayer
for statutory damages in the amount of $5,000 for intentional or reckless violations
should be stricken or dismissed where they failed to put forth any factual allegations of
reckless or intentional conduct by the vendor. For example, in Namuwonge (discussed
above), the court held plaintiff’s abstract statements regarding damages — which were
not supported by any substantive details to suggest the vendor’s purported violations
of BIPA were reckless or intentional — were insufficient for the court to infer that the
vendor acted recklessly or intentionally, thus warranting the dismissal of claim for
damages based on intentional and reckless conduct.

Similarly, in Rogers v. CSX Intermodal Terminals, Inc.,° the court held that where the
plaintiff merely alleged the defendant’s BIPA violations were knowing and willful —
without providing any factual support — the plaintiff’s conclusory statement regarding
the intent was insufficient to allow the court to infer the defendant acted intentionally
or recklessly.

6409 F. Supp. 3d 612 (N.D. Ill. 2019).
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CONCLUSION

As biometric technology continues to advance rapidly in terms of applicability and
sophistication, the use of vendors’ biometric systems will become increasingly more
commonplace as employers and others seek to leverage the benefits of using fingerprints,
facial scans, and other types of biometric data in their business operations. While this
increased use will provide a significant boost to vendors’ bottom lines, it will also greatly
increase the likelihood vendors will find themselves on the receiving end of a potentially
devastating BIPA class action.

As such, biometrics vendors are well-advised to consider implementing a proactive
BIPA compliance program if they have not already done so. And if a vendor finds itself
named as a defendant in a BIPA class action, it should work closely with experienced
biometric privacy and class action litigation defense counsel to evaluate the defenses
discussed above and determine their potential applicability to defeat or, at a minimum,
significantly limit liability exposure.

Utilized properly, these defenses can be successfully employed at an early juncture in
the litigation process and under a variety of circumstances.
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