
CYBERSECURITY

New Threat: Scattered Spider International Coalition of Hackers

Cyber adversaries in China and Russia continue to be a formidable threat to U.S. based
companies. In the past, scams might be detected because a word was misspelled or the
context didn’t make sense. Now, with the help of young Western hackers, cyber
adversaries in Russia will be able to use insider knowledge of language and behavioral
customs to develop and deploy campaigns against U.S. companies. Read more

ENFORCEMENT + LITIGATION

DoorDash Settles with California Attorney General for Alleged Violations of the
CCPA

DoorDash, Inc. recently settled with the California Attorney General for alleged violations
of the California Consumer Privacy Act (CCPA) and the California Online Privacy
Protection Act (CalOPPA). This is only the second public settlement with the California
AG’s office for claims related to CCPA violations (the first was with Sephora in 2022).
Read more

U.S. Government Intervenes in Case Alleging Unauthorized Disclosure of CUI

The U.S. government recently intervened in a False Claims Act qui tam case against
Georgia Tech Research Corporation, Georgia Institute of Technology, and Georgia Tech
Research Institute for violations of NIST 800-171 for failing to protect Controlled
Unclassified Information (CUI). Read more

ARTIFICIAL INTELLIGENCE

Joint Guidance Published by Five Eyes on Deploying AI Systems Securely

On April 15, 2024, the National Security Agency’s Artificial Intelligence Security Center
published guidance on “Deploying AI Systems Securely,” together with CISA, the FBI,
the Australian Cyber Security Centre, the Canadian Centre for Cyber Security, the New
Zealand National Cyber Security Centre and the UK’s National Cyber Security Centre
(a/k/a the Five Eyes). Read more

The State of AI Governance and Diversity: Takeaways from the AI Index Report

The latest edition of the AI Index Report from Stanford University’s Human-Centered
Artificial Intelligence Center provides a comprehensive look at artificial intelligence (AI)
policy, regulation, and diversity trends across the globe. Read more

Forecasting the Integration of AI into Health Care Compliance Programs

Health care entities maintain compliance programs in order to comply with the myriad,
changing laws and regulations that apply to the health care industry. Although laws and
regulations specific to the use of artificial intelligence (AI) are limited at this time and in
the early stages of development, current law and pending legislation offer a forecast of
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standards that may become applicable to AI. Read more

PRIVACY TIP

Privacy Tip #394 - Colorado Amends Privacy Law to Include Neurodata

On Wednesday, April 17, Colorado Governor Jared Polis signed a law which amends the
definition of personal information protected by the state’s privacy law to include
protections for data generated by activity in the nervous system. This means that
neurodata is now protected as sensitive information in the state of Colorado. Read more
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