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The two iPad hackers who obtained the personal data of approximately 120,000
iPad users by exploiting a security weakness in AT&T’s resubscription page are
now facing federal charges and potential jail time.

After the hackers publicized their activities, the FBI started an investigation that
ended with criminal charges against the hackers. The hackers were charged
with conspiracy to access a computer without authorization and with fraud for
intending to use the personal information that was collected. The charges are
that they collected the usernames, e-mail addresses, billing addresses, and
passwords of AT&T customers through their computer program and intended to
profit from the personal data.

A review of case law under the relevant statute shows that there have been a
limited number of cases with these types of charges. Further, the complaint
itself alleges that the hackers used the information to e-mail board members of
multiple news outlets. The e-mails noted that personal data had been taken
from an unsecured AT&T server, adding, “If a journalist in your organization
would like to discuss this particular issue with us, | would be happy to describe
the method of theft in more detail.”
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This suggests that the hackers’ goal was probably publicity rather than profit.
They were interested in getting their story out — and any attempt to profit from
the data was, at most, a secondary consideration, which may not satisfy the
statutory requirement of unauthorized access to a computer “with intent to
defraud.”

Moreover, the statute itself exempts any unauthorized access where the only
thing obtained was the use of a computer and the value of such use was less
than $5,000 per year. Here, although the hackers did discuss selling the
information, it is still highly questionable whether their actions reached the
requisite dollar threshold. The prosecutors say AT&T has spent approximately
$73,000 to remedy the security breach. That cost was not caused by the
hackers, however, because the security breach was always there and the
hackers merely identified its existence. Either way, AT&T needed to fix the
security breach and had to pay that sum in any case.

Despite any weaknesses in the prosecution’s case, the publicity given to the
hackers’ feat probably encouraged the authorities to press charges and thereby
reassure the public that Internet security is safe and that all violators will be
held accountable.
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