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The past few years have seen dramatic innovations in biometric technology and an accompanying
exponential growth in the size of the biometrics industry, in part due to the spread of Internet
of Things (loT), artificial intelligence (Al), and edge computing products into businesses and
homes across the globe.

Whether it is through a simple fingerprint or facial recognition scan to unlock a phone, access
a bank account, or gain entry to a secure work area, most people have provided their biometric
information to a private entity. Further, an increasing number of companies have adopted
some form of biometrics in their day-to-day operations, most often resulting in the collection
of such data from their customers or employees. Nearly every industry has found uses for
biometrics, including in transportation, manufacturing, automotive, healthcare, education,
insurance, banking, payments, fashion, real estate, and entertainment.

As is often the case, however, the technology has outpaced the law.

To date, only three states have enacted stand-alone industry-specific statutes, the Federal Trade Commission
legislation specifically addressing commercial collection, (FTC) has issued nonbinding guidance, and a handful
storage, and use of biometric information. Among of bills have been proposed in the US Congress. In
those, only one — Illinois — provides a private right of short, the legal landscape for biometrics in the United
action. Several state legislatures have proposed similar States is unsettled and developing.

laws in the past few years, and a growing number of
states have incorporated biometrics into their data
breach notification statutes. At the federal level,
biometrics are addressed in a small number of

The primary focus of this paper is to explain that
landscape as it applies to companies using biometrics
in the United States.!
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Overview of biometrics

Biometrics typically work by identifying an individual or verifying
that person’s identity. In both cases, the subject’s biometric
information is collected and then compared with a template

or templates already contained in a system.

Examples of biometric data that can be collected to identify or
verify an individual include fingerprint, facial structure, voice
pattern, gait pattern, ear canal structure, palm print, vein pattern,
and iris or retina image. An increasing number of systems use
multiple pieces of biometric data, for example, a multifactor
authentication system employing a retina scan and a voice scan.
A user’s behavioral traits can also be utilized in conjunction with
biometric data such as combining the user’s fingerprint scan
with the user’s recognized pattern of typing on their phone for
continuous or passive authentication of the user’s identity.
Verifying and identifying individuals using biometrics is typically
done in one of two ways: 1:1 verification and 1:N identification.

1:1 verification

With 1:1 verification, a single biometric template ("1") is maintained
in a system, such as a fingerprint template contained in a phone.
When the phone’s owner scans his or her fingerprint ("1") on the
phone’s screen, that biometric information is compared with the
template in order to confirm the identity of the owner of the
phone. If the scanned fingerprint matches the template, the
identity is verified and the phone unlocks.2 Among its advantages,
verification through biometrics eliminates the user’s need to

remember or carry a password, increases speed of access to
the device, and reduces the opportunity for a wrongdoer to
hack into the device.

1:N identification
With 1:N identification, the collecting party possesses templates
for a number of subjects, such as on a company timekeeping
database.®* When an employee clocks in by scanning his or her
fingerprint (“1") into the timekeeping system, that biometric
image is compared with the set of templates ("N") in order to
identify the employee. If the scanned fingerprint matches a
template in the system, the employee is identified and can
clock in to begin a shift.

Biometrics are frequently hailed as a faster, more reliable, more
convenient, and more secure alternative to passwords and other
traditional forms of security. Biometric information is generally
not stored in the form in which it is captured. Instead, it is
typically “de-identified.” The aim is to prevent reverse engineering
or reproduction of the biometric identifier by a third party, limit
unfettered access to that data by the storing party, and minimize
fallout from a breach, although breaches of biometric data have
been few and far between.* On an individual level, multilayered,
behavioral, and passive biometrics are designed in part to drive
down what risks do still exist with respect to a wrongdoer
hijacking a person’s biometric information.

The present and future of biometrics

Just a few months ago, most people were unfamiliar with body
temperature scanning or contact tracing, and remote learning
and working were far from commonplace. There is also an
increased focus on the more traditional conundrum of
understanding who is accessing or otherwise utilizing
commercial and residential property, and where and when.
Biometrics can be incorporated into new and existing
technologies that can help address these issues. As a result,
companies that did not previously collect biometrics may face
practical and legal questions about how best to retain, protect,
and destroy that data.

Biometrics are sure to evolve and change with the times in other
ways. It would be natural in the current environment to expect
consumer aversion to the use of fingerprint scanners or other
forms of biometric collection that involve touching publicly used

Real and perceived risks

Like anything else, the use of biometrics is not without its risks
and drawbacks, be they real or perceived. A unique potential
harm could arise if a person’s unencrypted biometric information
falls into the wrong hands. Unlike a Social Security number, facial
structure and fingerprints cannot be changed with relative ease.
The inability to alter biometric information thus ultimately creates
a much longer, if not indefinite, tail on the risk of identity theft.
Unique privacy considerations are also at play given the inherent
value of biometric information that does not exist in other forms
of personally identifiable information (PlII).

devices or surfaces. Fortunately, the industry is in many ways
primed to adapt to a climate where social distancing and avoiding
contact with surfaces are of paramount concern. There have
already been advances in the use of ultraviolet rays to disinfect
fingerprint and hand palm readers, and adapting facial recognition
software to remain effective even while the subject wears a
mask. Improvements in contactless scanning, iris recognition,
and voice pattern detection will contribute to what many are
expecting to be accelerated growth of the biometrics industry

in the near future.

The use of biometrics should only continue
to grow as we adapt to a COVID-19 and
post-COVID-19 world.

Inherent bias in biometric systems has also been identified as a
potential concern.® Such bias derives from the creators of the
systems and can manifest itself, for example, in false positives
(incorrectly identifying a person based on an image) and false

The inability to alter biometric information
ultimately creates a much longer, if not
indefinite, tail on the risk of identity theft.




negatives (failing to verify a correct person using that person’s
image). The level of bias in facial recognition software is
generally considered to be declining - that is, improving -
with each system iteration.

Another concern with respect to the collection of biometric data
relates to what has been colloquially referred to as “mission creep,”
where information is collected for one intended purpose and
then maintained indefinitely or used for another, originally
unforeseen, purpose. This can arise in any number of contexts.
For example, a company may collect a facial scan of a potential
consumer to design the proper fit for a pair of eyeglasses and
later decide to use the facial scan for demographic-driven
marketing efforts without the consent or even knowledge

of the consumer. Or an employer could collect an employee’s
fingerprint scan for timekeeping purposes and later try to use
the fingerprint to run a criminal background check.

Finally, simply maintaining biometric data after its intended use
has expired leaves at risk both the individual and the company
collecting the data. Guidelines and policies governing the
storage, use, and destruction of biometric information can

Your password is just a password, but your
voice, your face, your fingerprint — those
things are you.

help mitigate these risks and prevent unwanted consequences
while also allowing employees, consumers, and commercial
entities to enjoy the benefits of biometrics.

The playing field: existing biometrics statutes

Only three states — lllinois, Texas, and Washington — have enacted
statutes specifically addressing private entities’ practices with
respect to biometric information. Significantly, none of these
laws prohibits the collection, use, or storage of biometric
information. Instead, the statutes impose varying consent and
notice requirements with which most companies must comply.

The most well-known and restrictive of these laws is the Illinois
Biometric Information Privacy Act (BIPA), which we will address
first and in the most depth.

a. llinois

BIPA sat relatively dormant for several years following its
enactment in 2008. Then, beginning in about 2015, plaintiffs’
firms began filing putative class action complaints against some
of the most well-recognized companies in America. That trickle
of cases has swelled to a tidal wave. Over the past few years,
hundreds of complaints have been filed against companies of
all sizes and across a range of industries.

BIPA class actions arise from the use of numerous forms of
biometric technology. In some complaints, the plaintiffs allege
that they were aware of the collection of their biometric data,
but they did not consent or were not given notice as required

by the statute (e.g., employers collecting fingerprints through
timekeeping software® or customers submitting facial scans to
purchase eyeglasses without the requisite form of notice’). In
others, the plaintiffs allege that they were not aware — nor could
they have known — that their biometric data was being collected
(e.g., data-scraping of internet photos without the knowledge of
the subject® or the capture of children’s images without consent®).

Concerns regarding privacy, security, and
bias have served as the impetus for much of
the existing legislation governing biometrics.

The proliferation of BIPA class action lawsuits is no surprise.
First, the use of biometrics is growing rapidly in the private
sector. Second, BIPA's private right of action includes an
exceptionally rich incentive: liquidated damages of $1,000 per
negligent violation ($5,000 per intentional or reckless violation),

plus recovery of fees and costs, including legal and expert
expenses, and no cap on damages.’® In the class action setting,
where potential class members can number in the hundreds
or even thousands, potential damages for BIPA cases can be
astronomical. Further, whether insurance coverage is available
for defendants facing BIPA claims is still largely unresolved.t

i. What is covered by BIPA?

BIPA encompasses what it defines as “biometric identifiers” and
“biometric information.” Biometric identifiers include “retina or
iris scan, fingerprint, voiceprint, or scan of hand or face geometry."?
Biometric information, in turn, is defined as “any information”
based on a biometric identifier that can be used to identify an
individual. According to one court, “whatever a private entity
does in manipulating a biometric identifier into a piece of
information, the resulting information is still covered by [BIPA] if
that information can be used to identify the person,” even if the
resulting information is a “"mathematical representation or, even
simpler, a unique number assigned to a person’s biometric
identifier."

It is equally essential to understand what kind of information
BIPA does not cover. For example, writing samples, demographic
information, physical descriptions, and biological materials
covered by the Genetic Information Privacy Act are expressly
exempt from BIPA. Courts have already interpreted the bounds
of some of these exemptions. For example, photographs are
excluded from the definition of a biometric identifier under
BIPA** and the definition of biometric information explicitly
states that it does not include information derived from items
excluded under the definition of biometric identifiers.*>

Nonetheless, a number of class action lawsuits have arisen from
allegations that individuals' biometric identifiers were gathered
from photographs uploaded to the defendants’ websites.’* Some
courts have held that a scanned photograph can be subject to
the requirements of BIPA in certain circumstances.” Another
notable BIPA exemption addressed by the courts encompasses
biometric data “captured from a patient in a health care setting”
or “collected, used, or stored for health care treatment, payment,
or operations under the Health Insurance Portability and
Accountability Act” (HIPAA).28



ii. Who is subject to BIPA?

BIPA regulates private (hongovernmental) entities that collect,
store, use, or profit from biometric data belonging to Illinois
residents.® Some private entities, however, are exempt, including
financial institutions or affiliates subject to the privacy notice
provisions of the Gramm-Leach-Bliley Act of 1999 (GLBA).2°
Plaintiffs asserting BIPA violations have mostly been employees
or consumers whose biometric data was collected in the course
of their employment or use of a defendant’'s commercial services.

ili. What does BIPA require?

BIPA imposes five general requirements on nonexempt private
entities that use biometric data in one form or another.?

Consent: collection, use, storage

The majority of BIPA lawsuits thus far have alleged violations of
Section 15(b), which imposes written consent requirements on
private entities that “collect, capture, purchase, receive through
trade, or otherwise obtain” an individual's biometric data. The
obtaining entity must explain why and for how long the biometric
data is being collected, stored, or used, and the individual (or that
person’s legally authorized representative) must execute a written
release.?

Consent: disclosure and dissemination

BIPA includes a separate consent requirement for private entities
that intend to disclose an individual's biometric data. Entities
responding to warrants or subpoenas are not bound by this
requirement, and neither are entities using the biometric data to
complete a financial transaction by the individual. The consent
requirements can be satisfied in the employment context by
obtaining a written release as a condition of employment.??

Defendants in BIPA actions have raised various
defenses grounded in both the US Constitution
and BIPA itself, with varying degrees of success.

Prohibition against profiting

BIPA explicitly prohibits private entities from selling, leasing,
trading, or “otherwise profit[ing] from” an individual's biometric
data.?* This has not generally been the subject of BIPA class
actions to date, thus raising a question as to how broadly
courts may ultimately interpret the phrase “otherwise profit.”

Retention policy

Companies subject to BIPA must also develop, publish, and
abide by a retention schedule for biometric data they collect.?®
Biometric data must be destroyed by the earlier of the time at
which the purpose of the initial collection has been satisfied or
three years from the last interaction between the entity and
the individual.

Reasonable standard of care

Finally, entities possessing biometric data governed by BIPA
must “store, transmit, and protect” biometric data (1) using the
reasonable standard of care in the entity's industry, and (2) in a
manner consistent with how the entity handles other sensitive
information.?® This two-prong requirement underscores the

need for companies to incorporate biometrics into their data
compliance programs and to stay abreast of both security
threats and breach prevention and response best practices.

iv. Injury-in-fact and Article lll standing

Class action complaints brought under BIPA thus far have not
alleged that the plaintiffs’ biometric data was unlawfully accessed,
or that the plaintiffs’ identities were stolen or compromised.
Instead, these complaints typically allege that the plaintiffs did
not provide consent for the defendant to collect, use, or store
their biometric data as required by the law. Not surprisingly,
then, the first line of argument for many defendants in BIPA
class actions in federal court has often been that the plaintiff
has not suffered an injury sufficient to confer Article Ill standing
under the US Constitution.?”

As a statutory matter, BIPA gives anyone aggrieved by a privacy
violation under the act the opportunity to bring a claim. What
constitutes an "aggrieved” person is not further defined under
BIPA. Most federal courts in Illinois have generally held, in reaching
decisions on motions to dismiss, that even if a person is “aggrieved”
for purposes of satisfying the statutory requirement under BIPA,
that allegation alone is not sufficient to satisfy the Article Il
standing requirement.?® But at least one federal court in Illinois
held, sua sponte, that a defendant’s alleged violation of a plaintiff's
right to privacy was enough to satisfy Article Ill standing.?®

Further chipping away at the standing defense is a decision out
of the Northern District of California, which held that BIPA codifies
an individual right of privacy in one’s biometric information, the
violation of which constitutes a concrete injury; this decision
was affirmed by the US Court of Appeals for the Ninth Circuit in
August 2019.3° More recently, the US Court of Appeals for the
Seventh Circuit weighed in on standing, this time in the context
of removal from state court, finding that an alleged violation of
BIPA's Section 15(b) amounted to an injury-in-fact.3 While this
decision was favorable for the defendant who wanted to remain
in federal court, future plaintiffs faced with motions to dismiss
their BIPA claims for lack of standing will surely cite it in support.

There is no such standing requirement in the Illinois Constitution,
and in January 2019, the Illinois Supreme Court confirmed that
plaintiffs need not allege an injury-in-fact to pursue BIPA claims
in Illinois state courts.3 Not surprisingly, the number of BIPA
complaints filed in Illinois state courts increased throughout
2019 and into 2020.



v. Other constitutional and statutory defenses

Lack of personal jurisdiction

Among these is a defense of lack of personal jurisdiction over the
defendant, such as when an out-of-state defendant conducts
limited, or even no, business within the venue state.*

Although most BIPA lawsuits have been filed against employers
that collect their employees’ biometric data through fingerprint
or facial recognition scans, a subset of BIPA class actions have
recently been filed against the manufacturers and/or operators
of biometric data timekeeping systems. In two such cases, the
plaintiffs did not allege that the defendant companies had direct
contact with employees; rather, the plaintiffs alleged that the
defendants, without obtaining consent from or giving notice

to the plaintiffs, provided the plaintiffs' employers with the
technology to collect, store, and use their biometric data

(or collected and stored the data by way of a third-party’s
relationship with the plaintiffs’ employers).3* The defendants

in these cases challenged the courts’ jurisdiction, leading to
different outcomes and highlighting the nuances of a personal
jurisdiction defense.®

Personal jurisdiction is highly dependent on the level, incidence,
and frequency of the defendant'’s lllinois contacts and/or biometric
data collection.® This is particularly true when the defendant
does not have direct contact with the plaintiff but has indirectly
obtained the plaintiff's biometric data, for example.®”

Extraterritoriality, the Dormant Commerce Clause, and
preemption

Defendants located outside of Illinois have similarly argued that
BIPA cannot be applied extraterritorially. One court found that
there are indeed “legitimate extraterritoriality concerns,” and
that, “as a matter of law,” BIPA does not apply extraterritorially.
That said, the defense has not been sufficient — at least yet — to
warrant dismissal of a BIPA claim.® The threshold question in
determining whether a case involves a potential extraterritorial
application of BIPA is whether the circumstances giving rise to
the case took place “primarily and substantially” within Illinois.>
If yes, then an extraterritoriality defense may not be viable. If no,
then extraterritoriality, or the application of BIPA outside of its
prescribed bounds, could provide a basis for dismissal. This
highly fact-intensive inquiry means that the strength of an
extraterritoriality defense may not be fully known until the
parties have engaged in some discovery, including, for
example, to determine how the defendant’s biometric
software technology works.%°

The Dormant Commerce Clause, which limits states” authority
to pass legislation impacting interstate commerce,* presents a
related potential constitutional defense to BIPA. As with most
of the other potential constitutional challenges to BIPA,*? the
strength of this argument remains largely unknown and also
likely requires a factual inquiry.*

Preemption of labor laws is another jurisdictional defense
potentially available to employers facing BIPA class actions.
Some defendants have successfully argued that BIPA claims
brought by employees are preempted by federal law, precluding
the claims in part or in whole.** The viability of a preemption
argument is specific to each complaint and the respective
federal or state labor laws at issue.*

Statute of limitations

BIPA has no defined statute of limitations, and it is not necessarily
clear when BIPA claims begin to accrue. The possible statutes of

limitations are one year,* two years,* or five years.*® As to the
related issue of accrual, at least one court has found that where
the plaintiff plausibly alleged her former employer failed to delete
her biometric information pursuant to BIPA's three-year maximum
retention requirement, her claim did not accrue until three years
after her employment ended.*’ These issues will likely be heavily
litigated in the years to come, including because they could
provide a basis for dismissal or impact potential class size,
damages, and settlement value.

Class certification

There are very few class certification decisions under BIPA to
date. The fact patterns in BIPA cases could very well present
challenges for plaintiffs seeking to certify a class. Issues such
as consent and notice in particular could raise a host of
individualized questions, which could therefore preclude

a finding of commonality or predominance.*

b. Texas

In 2009, Texas enacted its own biometric privacy statute
governing the “capture and use of biometric identifiers.”! The
Texas statute covers "biometric identifiers,” which is limited to
retina or iris scans, fingerprints, voiceprints, or the record of
hand or face geometry. Exempt from the statute are voiceprints
collected by a financial institution.

Under this statute, prior to the collection of a biometric identifier
for undefined “commercial purposes,” the collecting party must
obtain informed consent from the individual. Once a biometric
identifier is collected, the collecting party may not sell, lease, or
otherwise disclose the information except in limited circumstances,
such as to complete a financial transaction at the request of the
owner or if the information is needed to respond to a warrant.
Similar to BIPA, the Texas statute imposes a standard of reasonable
care on the party storing or transmitting biometric data that is
equivalent to how that party would handle other confidential
information. Further, the collecting party must destroy biometric
data within a reasonable time, or within one year of the date
when the purpose for the collection ends.%?

The Texas statute includes a civil penalty of up to $25,000 per
violation, but is enforceable only by the Texas Attorney General.

c. Washington

The stated purpose of Washington HB 1493, enacted in 2017, is
to “require a business that collects and can attribute biometric
data to a specific uniquely identified individual to disclose how
it uses that biometric data, and provide notice to and obtain
consent from an individual before enrolling or changing the
use of that individual's biometric identifiers in a database."

“Biometric identifiers” under this statute are data “generated

by automatic measurements of an individual's biological
characteristics,” including voiceprint, fingerprint, and other
“unique biological patterns,” but not including data generated
from photographs or videos. The law imposes certain notice and
consent requirements where biometric identifiers are collected
for a “"commercial purpose,” which is defined as “in furtherance
of the sale, lease, or distribution of biometric data to third parties
for the marketing of goods and services which are unrelated to
the initial transaction in which a person first gains possession of
an individual's biometric identifier.”

Under the Washington statute, the collecting party cannot
“enroll a biometric identifier in a database for a commercial
purpose” without obtaining consent, providing notice, and
ensuring that the biometric identifier will not be used for a



commercial purpose in the future. The notice requirement

is satisfied if it is made reasonably available to the affected
individuals. Notice and consent are “context-dependent.”
Further, the collecting party may not sell, lease, or otherwise
disclose a biometric identifier without the individual's consent,
subject to some exceptions, which include completing a
transaction at the request of the individual or complying with

a court order. There is no set retention period, so long as the
biometric identifiers are not maintained longer than reasonably
necessary.

Washington'’s statute does not cover noncommercial uses

of biometrics. For example, it expressly exempts from its
requirements businesses’ collection of data for "security or
law enforcement,” which is defined as “preventing shoplifting,
fraud, or any other misappropriation or theft of a thing of value.”
Washington's statute does not apply to financial institutions
covered by the GLBA or to activities covered by HIPAA, and
does not provide for a private right of action. The Washington
Attorney General's office has the power to enforce the statute
pursuant to Washington'’s Unfair Business Practices Consumer
Protection Act.>

Biometric protections in other states

Several states have recently amended their breach notification
and data protection laws to include biometric data among the
protected types of information. In addition to the states discussed
below, several other states incorporate biometric data in their
breach laws.>®

a. Arizona

Arizona's Data-Breach Notification Law governs entities that maintain
unredacted or unencrypted information belonging to Arizona
residents.>® The statute defines "personal information” as a person'’s
first or last name in combination with a “specified data element.”
Specified data element includes “[ulnique biometric data generated
from a measurement or analysis of human body characteristics to
authenticate an individual when the individual accesses an online
account.” Arizona imposes certain notice requirements following a
data breach or “security incident.” In addition to these notice
requirements, the statute “encourages companies to adopt
data-privacy and security policies with consumer-notification
provisions in advance of any potential breach.”’

The Arizona Attorney General may, pursuant to the Consumer

Fraud Act, seek up to $500,000 in civil penalties plus restitution
for knowing and willful violations of the statute.>® As with many
other statutes discussed here, entities covered by HIPAA or the
GLBA are exempt.
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b. Arkansas

In April 2019, Arkansas amended and revised that state's Personal
Information Protection Act (PIPA) to expand the definition of
personal information to include data “generated by automatic
measurements of an individual's biological characteristics . . . ."°
The law includes fingerprints, faceprints, retina and iris scans,
hand geometry, voiceprint analysis, and DNA in its definition of

biometric data. There is also a catchall definition of biometric
data that leaves the door open for future technological
developments: “[alny other unique biological characteristics
of an individual if the characteristics are used by the owner or
licensee to uniquely authenticate the individual's identity when
the individual accesses a system or account.”®®

The Arkansas statute imposes notice requirements in the event
of a breach,®! and separately requires companies to implement
security and destruction procedures and practices for covered
information, including biometric data.®? The Arkansas PIPA is
enforceable by the Arkansas Attorney General.®®

c. California

On January 1, 2020, the California Consumer Privacy Act (CCPA)
went into effect.®* The CCPA imposes stringent notice, consent,
and retention obligations for consumer and employee “personal
information” obtained by companies doing business in the state.
The definition of personal information under the CCPA is broad
and includes any information that “identifies, relates to, describes,
and is reasonably capable of being associated with, or could
reasonably be linked, directly or indirectly, with a particular
consumer or household."®® The CCPA specifically includes biometric
information as one of the categories of data that could fall under
that definition of personal information.

The definition of biometric information is broader under the
CCPA than under other laws, and includes behavioral information
such as "keystroke patterns or rhythms.” Significantly, however,
personal information under the CCPA does not include information
that has been “"de-identified.”*® As discussed above, biometric
information is often de-identified in some fashion. Whether a
company'’s de-identification process meets the CCPA's statutory
requirements appears to be a fact-specific inquiry. Further
complicating matters is the current lack of guidance as to

what constitutes “reasonable” measures to de-identify and the
unknown extent to which outside hackers can re-identify data.
In any event, although the CCPA's strictures could pose some
level of risk to companies collecting biometric data, the security
of biometrics may still pose an attractive alternative to the more
traditional methods of identification and verification, such as
through passwords and PII.

The CCPA is enforceable by the California Attorney General,
but it does provide for a limited private right of action available
to consumers in the event of a breach or disclosure of their
personal information resulting from a company's failure to
maintain reasonable security procedures.

It appears from the language of the CCPA that consumers may
not tie violations of the CCPA to the California Unfair Competition
Law in order to bring private litigation against companies, as is
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possible under similar laws in other states.®” That said, at least
one plaintiff has attempted to do so in the biometrics context.®®
As a separate matter, a proposed California Privacy Rights Act
(CPRA) is expected to be on the state ballot in November. The
CPRA would expand consumers’ privacy protections and rights,
including as to biometrics, and would additionally create and
empower a California Privacy Protection Agency to enforce the
CPRA, separate and apart from the California Attorney General's
office that currently enforces the CCPA.

d. Louisiana

Louisiana amended its Database Security Breach Notification Law
effective August 2018.%° The amendment to the law expands the
definition of personal information to include biometric data, which
is defined similarly to biometric data under the Arkansas PIPA. The
Louisiana breach law requires that notice of a data event be
provided to affected Louisiana residents and separately imposes
data security and destruction requirements on covered entities.”®

It is only a matter of time before more states
join lllinois, Texas, and Washington in strictly
requlating the collection, use, and storage of
biometric information.

The Louisiana Attorney General is the primary enforcer of the
Database Security Breach Notification Law. That said, violations
of this law also constitute an unfair act or practice pursuant to
the state’s unfair and deceptive acts and practices law,”* which is
generally enforceable by the Louisiana Attorney General, with a
limited private right of action that does not allow for class action
litigation.”? Separately, there is a private right of action under the
Database Security Breach Notification Law available in the event
of a company’s failure to disclose a breach, but only if the breach
results in actual damages.”

e. Maryland

In May 2020, Maryland enacted legislation that requires companies
to obtain consent prior to collecting facial recognition scans of

Other state and federal activity

There are a few sector-specific federal laws that include biometric
information in their protections,® as well as industry-specific
guidance.®® In 2012, the FTC issued a Staff Report titled “Best
Practices for Common Use of Facial Recognition Technologies.”
Although companies are not bound by these Best Practices,®
the FTC has, on occasion, exercised its authority under Section
5 of the FTC Act to investigate privacy-related issues, including
those arising from facial recognition technology. Further, FTC
complaints have been filed against companies in the IoT and Al
sectors, alleging that the companies were engaging in deceptive
acts or practices in or affecting commerce.®

What looms on the horizon?

Federal privacy laws have been proposed in the US Congress,
including legislation that would specifically address the
commercial use of facial recognition technology and other
biometrics.®® To date, none of these proposed laws has gained
traction, leaving the federal government well behind many states

job candidates during the interview process.” The law, which
goes into effect in October 2020, specifically prohibits potential
employers from using a “facial recognition service” to create

an interviewee's facial template without prior consent. Facial
template is defined as “the machine-interpretable pattern of
facial features that is extracted from one or more images of

an individual by a facial recognition service.”

f. New York

In March 2020, New York's Stop Hacks and Improve Electronic
Data Security Act (SHIELD Act) went into full effect.”> The law
updates and expands New York's data breach notification rules
and imposes data security requirements with respect to personal
information belonging to New York residents. The SHIELD Act
includes biometrics in its definition of protected personal
information. The SHIELD Act requires companies to implement
administrative, technical, and physical safeguards to protect
covered information belonging to New York residents and

can apply to companies beyond New York's borders. Notably,
compliance with HIPAA alone will not exempt covered entities
from complying with the SHIELD Act’s notice requirements in
the event of a breach. Only the New York Attorney General
may seek civil penalties for violations of the SHIELD Act.

g.Oregon

The state amended the Oregon Consumer Information Protection
Act (OCIPA) effective January 1, 2020.7¢ The definition of personal
information now includes “[d]ata from automatic measurements
of a consumer’s physical characteristics, such as an image of a
fingerprint, retina or iris, that are used to authenticate the
consumer’s identity in the course of a financial transaction or
other transaction.””” Entities covered by HIPAA or the GLBA are
exempt.”® The Oregon Director of the Department of Consumer
and Banking Services has investigatory and enforcement powers
under OCIPA, which extend outside the borders of the state.
Violators are subject to financial penalties.”

Importantly, violations of OCIPA are also subject to Oregon'’s
unfair and deceptive acts and practices law,®° which provides
for a private right of action (including class actions), but only
if the affected consumer suffers an ascertainable loss.®!

For an example at the state level, the Vermont Attorney General
sought an injunction against Clearview Al arising from that
company's alleged practice of collecting images of Vermont
residents and using artificial intelligence to create “maps” (i.e.,
templates) of their faces without their knowledge or consent.®
The complaint, filed in March 2020, alleges violations of the
Vermont Consumer Protection Law and its Fraudulent
Acquisition of Data Law.®’

on consumer privacy legislation. There have also been sporadic
calls for other forms of federal government regulation, such as
the creation of an overarching federal agency modeled after
the Food and Drug Administration to govern facial recognition
technology.®®



Itis only a matter of time before more states join Illinois, Texas,
and Washington in strictly regulating the collection, use, and
storage of biometric information, as several states have recently
considered similar statutes.® It is also possible that state attorneys
general will scrutinize the area more closely, and plaintiffs’ attorneys
will likely explore the use of unfair or deceptive acts or practices
laws to bring claims against companies for alleged biometrics-
related violations of state privacy laws.

The adoption of biometric technology may also give rise to more
traditional claims and theories of liability. Most obviously, a
breach of biometric data could lead to class action liability,

as it has in the case of breaches exposing other types of PII.

Additionally, the collection of biometric data from employees
may have unforeseen implications beyond statutory law. In a
possible sign of things to come, in September 2019, a union
filed a complaint against the Metro-North Commuter Railroad
Company (MNCR), which runs the New York City subway and
regional commuter trains, seeking injunctive relief to prevent the
MNCR from requiring its employees to use a new fingerprinting
system to log in and out of work.?* Specifically, the union sought
to enjoin the MNCR from implementing its biometric finger
scanning system. The crux of the dispute arose from a 2010
New York State Labor Department opinion that stated that only

Conclusion

Although more states — and perhaps the federal government —
will enact statutes governing biometrics in the years to come,
the legal landscape for companies using biometrics in the United
States today is far from settled. This can be a frustrating scenario
given that the use of biometrics will only increase. In this time

of uncertainty, it is incumbent on private entities to take a
commonsense approach as to how they are collecting, using,
and destroying biometric data. This includes, for example,
understanding what information a company possesses, whether
it qualifies as "biometric information” under applicable law, where
it is stored, in what format it is stored, how long it is stored, and
what security measures are in place during retention and

The adoption of biometric technology may
also give rise to more traditional claims and
theories of liability.

voluntary fingerprinting of employees is permissible. On the one
hand, the MNCR wanted to implement an efficient timekeeping
system that would, in part, curtail overtime cheating. On the
other hand, the employees did not want their fingerprints to be
used for other purposes, such as criminal background checks.
These underlying and conflicting interests are typical in the
context of implementing biometrics in the workplace.

Additional litigation or regulatory risk may arise from allegations
that facial recognition technology has enabled or masked
discrimination against classes of people protected by federal
laws based on personal characteristics such as age, sex, race,
or disability. For example, if a company were to use biometric
data collected for one purpose in making determinations that
subject such protected persons to discriminatory practices, that
company could face a federal class action lawsuit. As a related
issue, improper use of facial recognition technology could give
rise to a host of constitutional concerns.®? This risk highlights
what was discussed earlier, vis-a-vis both bias and mission creep.

destruction. It is also worth considering for what purpose the
information was collected, whether that purpose has evolved
over time, and to what extent the owner of the information
consented to or was notified of those purposes.

By keeping abreast of legal developments such as those discussed
above while taking a clear-eyed approach to their current practices,
companies can mitigate their legal risk and take advantage of the
numerous benefits biometric technology offers.
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