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Confidentiality and Privacy
By Brian Kirkpatrick

Confidentiality and privacy clauses are important, but what is the difference and when are these clauses necessary? At
first glance these clauses may seem appropriate and helpful. After all, shouldn’t every company want to protect its
information? However, there are some important distinctions and considerations when reviewing these clauses.

Confidentiality clauses are usually related to information exchanged between the parties. Privacy clauses are usually
related to data of individuals.

When reviewing a confidentiality clause, a few important issues to consider include:

How is information defined?

What is confidential and what it not?

Is the clause mutual or favoring one party?

Does confidential information have to labeled?

What happens if confidential information is disclosed?
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Once a business determines whether these issues are addressed, the next step is to determine whether the answer
makes sense in light of the transaction.

A privacy clause usually relates to protecting individuals who may be customers of one of the parties. Examples of such
information can be credit card data, medical data, and loan information. Service providers can make a more professional
presentation if it has the appropriate clauses in its agreements based on its customer, rather than relying on the
customer to have to review an agreement and then propose certain required clauses be added. Common businesses
that may have special requirements include:

1. Financial institutions
2. Hospitals
3. Automobile dealers

It can be helpful to consult an attorney when contracting with other businesses to assist in determining whether an
agreement includes the appropriate confidentiality and privacy clauses based on the needs of the business.
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