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Canada May Soon Have a Data Breach Law
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Canadian Industry Minister Tony Clement introduced a bill on May 25, the Safeguarding Canadian’s
Personal Information Act (C-29), which would amend Canada’s national privacy legislation, the
Personal Information and Electronic Documents Act of 1998 (“PIPEDA”).  C-29 would introduce a
security breach disclosure (also called “notification” in the United States) requirement in PIPEDA.
Canada does not yet have such a law, contrary to the United States where the majority of states have
enacted data breach notification statutes.

PIDEDA protects Canadians’ personal information and applies to every organization in the private
sector collecting personal information on Canadians in the course of business.  PIPEDA became law
more than ten years ago, in April 2000. It includes a provision for a mandatory review by Parliament
every five years. A report on PIDEDA by the Canadian House of Commons Standing Committee on
Access to Information, Privacy, and Ethics was published in 2007.

The Committee noted that, while breach notifications were only voluntary in Canada, many U.S.
states have passed breach notification legislation. The Privacy Commissioner herself recommended an
amendment to PIPEDA to create a breach notification provision. C-29 has just now been introduced
three years after the Committee’s recommendation. The Committee had issued the following three
recommendations regarding breach notification provisions:

Canada May Soon Have a Data Breach Law « Information Secu... http://securitybreaches.wordpress.com/2010/06/05/canada_may...

1 of 9 7/29/10 1:28 PM



Recommendation 23:

The Committee recommends that PIPEDA be amended to include a breach notification provision
requiring organizations to report certain defined breaches of their personal information holdings to the
Privacy Commissioner.

Recommendation 24:

“The Committee recommends that upon being notified of a breach of an organization’s personal
information holdings, the Privacy Commissioner shall make a determination as to whether or not
affected individuals and others should be notified and if so, in what manner.”

Recommendation 25:

The Committee recommends that in determining the specifics of an appropriate notification model for
PIPEDA, consideration should be given to questions of timing, manner of notification, penalties for
failure to notify, and the need for a “without consent” power to notify credit bureaus in order to help
protect consumers from identity theft and fraud.

C-29 maintains the distinction between notifications to the Privacy Commissioner and notifications to
the individuals affected by the breach. However, C-29 would not give the Privacy Commissioner the
power to determine whether the breach has affected individuals. This judgment is left to the
organizations.

Reporting security breaches to the Privacy Commissioner of Canada (New section 10.1 of Law
C-29)

An organization will have to report a “material breach of security safeguards involving personal
information under its control” to the Privacy Commissioner of Canada. The amendment does not
contain any penalties for organizations that fail to report these breaches, nor does the amendment
contain any incentives for organizations to do so. However, with the publicity surrounding the bill,
organizations would have at least a good reason to protect personal information to avoid potentially
embarrassing revelations in the media that their data security program is less than adequate.

Also, companies are left free to determine whether the breach is indeed “material.” In order to assess
if it is material, the organization must consider three factors: 1) the sensitivity of the personal
information, 2) the number of individuals whose personal information was involved, and 3) whether
the organization assesses that the cause of the breach, or the pattern of breaches, indicates a systemic
problem.

It seems that these factors are cumulative, and thus all three factors must be considered before the
organization has to report a security breach to the Privacy Commissioner. This does not put much
pressure on organizations, which may decide, whether in good faith or in bad faith not to report a
particular security breach to the Privacy Commissioner.

The Privacy Commissioner of Canada had investigated the TJX company in September 2007, after a
breach of TJX’s computer networks exposed the credit card data and personal information of 45
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million individuals, amongst them many Canadians. After auditing TJX, the Office of the Privacy
Commissioner recommended the company to monitor its systems more closely, and to use higher
encryption standards, which TJX did. However, no fines were imposed at that time.

In contrast, several U.S. states authorize the state attorney general to remedy a violation of a data
breach notification requirement (New York, Florida, and Pennsylvania among them). Some states
authorize a private right of action (Louisiana and Nevada). The U.S. statutes do not have a similar
reporting provision, as the U.S. does not have a Privacy Commissioner or its equivalent. Since there is
no preemptive federal security breach notification law, it is the state law of the place where the breach
physically occurred which will be applicable, but other state laws will be applicable as well, if the
breach exposed the personal information of their own citizens. Therefore, a company collecting
personal information all over the United States must be familiar with every state security breach law.

Reporting security breaches to the affected individuals (New section 10.2 of Law C-29)

Organizations also will have to notify individuals “as soon as feasible,” if it is reasonable to believe
that this breach of security “creates a real risk of significant harm to the individual.” The bill defines
“significant harm” as “bodily harm, humiliation, damage to reputation or relationships, loss of
employment, business or professional opportunities, financial loss, identity theft, negative effects on
the credit record and damage to or loss of property.”

The factor an organization must use to assess whether there is a real risk of significant harm to the
individual is “the sensitivity of the personal information involved in the breach.” PIPEDA does not,
however, define what is sensitive information. Its section 4.3.4 considers that some information, such
as medical information, is always sensitive, but also considers that “any information can be sensitive,
depending on the context” and “the probability that the personal information has been, is being or will
be misused.”

Compared to the U.S .statutes, C-29 is much more lenient. Most U.S. state laws require organizations
to send a notice to an individual even if there is only a possibility that the security of their data may
have been compromised. The slightest doubt triggers sending a notice, whereas, if C-29 were enacted,
even if an organization is certain that there has been a security breach, it may still decide not to send
out a notice because it would assess that there is no real risk of significant harm.

However, C-29 has a very interesting definition of what may constitute harm, which could influence
other legislators. It was drafted this year, just after the numerous Facebook privacy policy changes,
whereas the U.S. statutes were mainly enacted to protect the individuals against identity theft. Social
networking sites are now considered the big privacy threat in the public’s eye, as identity theft used to
be a few years ago, even though identity theft remains a prevalent crime.  C-29 indeed lists identity
theft as one of the “significant harms” which may be created by a breach of security, but it also lists
“humiliation” and “damage to reputation.” Our reputation online is composed of the myriad of
personal data available about us, aggregated by websites such as search engines and profile building
companies (think Google and ZoomInfo). Daniel Solove wrote in his book about the future of
reputation that “our reputations are forged when people make judgments based upon the mosaic of
information available about us.” So a reputation may be shattered either by true, but negative
information about the individual, or by negative and untrue information about that person. Both types
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of information, if leaked by social networking sites, could damage a reputation.

If C-29 is enacted and effectively amends PIPEDA, it will be interesting to see if there will soon be
lawsuits against social networking sites that, because of a security breach, expose humiliating
personal data (see an example here), and how the Canadian courts will interpret “humiliation.”

What impact could the PIPEDA amendment have on foreign companies with affiliates in
Canada?

Foreign companies with affiliates in Canada should follow these developments closely, and anticipate
that C-29 will be enacted.

As the public becomes more aware of their personal consequences of security breaches, they will
demand answers from companies should breaches occur.  To avoid damaging public relations
problems, companies will have an incentive to plan steps to mitigate potential breaches and be
forthcoming in their responses to the public.

First and foremost, companies should candidly assess whether they are at risk, by checking the
internal procedures used to gather and secure customer information, and the security of their
information systems.

Companies should set their own formal, written, internal benchmarks to be used to decide whether a
breach should be reported to the Privacy Commissioner (sensitivity of the information, the number of
people affected, and whether or not the breach indicates a systemic problem), and to the public (real
risk of significant harm to the individual).

Employees should also be informed of this new security breach notification requirement, and be
trained appropriately, so they can detect them quickly, and know how to report them.

C-29 does not contain penalties for not notifying authorities or the public. So, the incentive for
disclosing security breaches is related primarily to the potential for bad publicity, and loss of good
will. Indeed, failing to disclose a security breach, if that breach is later revealed in the media, could
lead to a significant loss of public confidence in the organization and its brands. Because of the
publicity given to the new bill in the media, the general public will become more aware of the threat
that a security breach can be harmful to them. Therefore, companies should be mindful of
communicating effectively to the public on this subject. Organizations could use C-29 as a basis to
plan responses and communicate to their customers and the public that they are mindful of protecting
their personal data.

C-29 is Canada’s first attempt at adding a security breach requirement to the nation’s privacy laws.
However, the bill does not contain penalties and damages for organizations failing to disclose security
breaches. Will this “honor-system” type of law be efficient in forcing organizations to develop or
review their information security programs?

Marie-Andrée Weiss & Cédric Laurant
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Links:

Bill C-29, An Act to amend the Personal Information Protection and Electronic Documents Act (May
25 2010)

David Fraser, “Markup of Bill C-28 and Bill C-29 Amendments to PIPEDA,” Canadian Privacy Law
Blog, May 26, 2010 (a very informative markup version of PIPEDA, complete with the new
amendments).

List of United States state security breach notifications laws (updated until April 12, 2010)

Federal Trade Commission, Consumer Sentinel Databook (for Jan.-Dec. 2009), Feb. 2010

Possibly related posts: (automatically generated)

National Briefing
How Canada really avoided a housing bubble
The ongoing war against cybercrime – CNN.com
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