
  

CYBERSECURITY 
 
Verizon’s 2022 Data Breach Investigations Report: A Must Read 
 
I love Verizon’s annual Data Breach Investigations Report (DBIR). I have pored over 
its content every year since its inception in 2008. (Just goes to show how long I have 
been working on data breaches.) It is always written in language that is easy to 
understand, not super techy, and provides a great summary of the current risks to 
businesses. Read more 

 

 

CISA Adds 21 Known Vulnerabilities to Catalog 
 
The Cybersecurity & Infrastructure Security Agency (CISA) added 21 new 
vulnerabilities to its Known Exploited Vulnerabilities Catalog on May 23, 2022, due to 
active exploitation by cyber criminals. The vulnerabilities are a “frequent attack vector 
for malicious cyber actors and pose significant risk to the federal enterprise.”  
Read more 

 

 

DATA PRIVACY 
 
Draft CPRA Regulations Aim to Streamline Opt-Out Processes 
 
On Friday, the newly created California Privacy Protection Agency (CPPA) issued its 
first proposed regulations under the California Privacy Rights Act (CPRA).  
Read more 

 

 

NEW + NOW 
 
U.S. Chamber of Commerce Against Private Right of Action in Privacy 
Legislation 
 
Although the U.S. Chamber of Commerce (the Chamber) “strongly urges Congress 
to pass durable, bipartisan national privacy legislation that protects all Americans 
equally,” it will “strongly oppose legislation that fails to provide meaningful preemption 
or any proposal that creates a blanket private right of action,” according to a letter 
sent to Senators yesterday. Read more 
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DRONES 
 
Irish Aviation Authority Prosecutes Drone Operator for Illegal Use and Public 
Safety Risk  
 
In a first of its kind prosecution, the Irish Aviation Authority (IAA) successfully 
prosecuted a drone operator for a safety violation while flying a drone outside of a 
former Israeli embassy during a public demonstration. The incident occurred in May 
2021, when the operator allegedly operated the drone in violation of IAA regulations 
in order to get footage of a demonstration in Dublin. Read more 

 

 

PRIVACY TIP #333 
 
FTC Provides Resources to LGBTQ+ Community with “Celebrate Pride, Fight 
Fraud” 
 
The Federal Trade Commission kicked off Pride Month yesterday, acknowledging 
that “some of the most egregious scams and abuses target the LGBTQ+ community.” 
This week’s Privacy Tip discusses the related fraud and scams. Read more 
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