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Internet Crime Workshop

Wayne Watson
Director General
Investigations and Inquiries Branch
Office of the Privacy Commissioner
of Canada
www.privcom.gc.ca
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Internet Crimes
As Part of Stalking, 

Domestic & Sexual Violence

Presenter: Cynthia Fraser     
Safe & Strategic Technology Project 
National Network to End Domestic Violence
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InterceptionInterception

ImpersonationImpersonation

HarassHarass

ThreatenThreaten

SurveillanceSurveillance

MonitoringMonitoring

VictimizeVictimize

StalkStalk

Environmental Environmental 

ManipulationManipulation

GroomingGrooming

TrackingTracking

Victim/survivor safety & privacyVictim/survivor safety & privacy

Offender accountability                     Systems changeOffender accountability                     Systems change

Internet Crimes & Technology Misuse:

Key Goals: 



29e Confrence internationale des 
commissaires à la protection de la 

vie prive

29e CONF29e CONFÉÉRENCE INTERNATIONALE DES COMMISSAIRES RENCE INTERNATIONALE DES COMMISSAIRES ÀÀ LA PROTECTION DES DONNLA PROTECTION DES DONNÉÉES ET DE LA VIE PRIVES ET DE LA VIE PRIVÉÉE           29E           29thth INTERNATIONAL CONFERENCE OF DATA PROTECTION AND PRIVACY COMMISSINTERNATIONAL CONFERENCE OF DATA PROTECTION AND PRIVACY COMMISSIONERSIONERS

Stalker’s Website

“I wasn’t going to kill 
her today I wanted to 
get the exact time 
she leaves….”
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Family sued online broker. U.S. New Hampshire case: 

Gathering personal information by pretext violates 
consumer protection laws

Investigators/brokers must exercise reasonable 
care in disclosing 3rd party personal info to client

Amy Boyer’s Murder

Online broker DocuSearch:  Stalker 
used pretext calls to get Amy Boyer’s 
US SSN & place of employment. Sold 
to stalker who then found & killed Amy.
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Abusers & Web-based Call Spoofing
Caller ID & 

Voice changer

Record calls 
& web controls

Buy calling 
cards with cash

Threaten & 
stalk

evidence?
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IP Relay, Stalking, & Impersonation

Enter phone # at relay website

Open AIM. Create “MyIPRelay”
buddy. Send IM with phone #.

IP relay operator (3rd party) relays 
typed & spoken conversation

legally confidential? but can intercept!

“This is relay operator 5243 we have a message.  
You’re a heartless, sick, nerdy b@$#%.  Die and go 
to hell.  End of message.  Thank you IP relay…”
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IM & Email in Crimes: New Features & RisksIM & Email in Crimes: New Features & Risks
Impersonation, interception, threats, monitoring, Impersonation, interception, threats, monitoring, 
evidence collection & tracing, privacy & encryptionevidence collection & tracing, privacy & encryption
Email: sniffing, Email: sniffing, anonymizersanonymizers, , remailersremailers
IM: logging, hacking, forward to mobile deviceIM: logging, hacking, forward to mobile device

Email for help

IM Logging:

Log IMs

Log Chats

Store Logs: C:\Documen
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GPS & Online Location Tracking
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Mobile Location Tracking: Consent, Notify, Hide

• Double opt-in: see location 
without sharing yours. 

• Notification: random text 
messages to notify about 
activated location features.

• On/off feature: set yourself 
invisible to all or one person 

• Set false location: set location 
at library & visit shelter.
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GPS & U.S. State Stalking Cases

Colorado 2000: Put GPS in ex-wife’s car. 
Convicted: stalking “electronic surveillance.”

Wisconsin 2002: GPS to track former live-in 
girlfriend. Convicted: stalking, burglary.

Missouri 12/05: Police officer put GPS in ex-
girlfriend’s car. Officer fired.
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Cameras, Internet, Assault & AbuseCameras, Internet, Assault & Abuse
• Voyeurism, Surveillance 

• Distribute footage of rape 

• consensual interaction taped & 
distributed without consent

• Child pornography, coerced & 
groomed filming

• website/computer hacks, 
impersonate to solicit, threats
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U.S. Michigan State Law charged: Eavesdropping, 
Installing an Eavesdropping Device, Unauthorized 
Access, & Using a Computer to Commit a Crime

Spyware, Abusers & Computer Monitoring
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Easy Data Breaches -- BBC Program has Child Put 
Keylogger on MP's Computer (March 23, 2007, England)

A 6-year-old girl, accompanied by BBC's Inside Out 
television program reporter, attached a keystroke 
logging device to an MP's computer. MP Anne Milton 
agreed to leave her computer unattended for one 
minute; the child attached a keystroke logger within 15 
seconds. The girl brought the device undetected into the 
House of Commons.
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SpyWare Records Every Keystroke Typed
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Spyware
Records 

Images or 
“screenshots”
every second
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Example of a 
victim 

searching for 
help on the 

Web
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Example of a 
Victim trying 

to find an 
abuse shelter
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Example of a 
Victim trying 

to learn about 
Internet 
Histories 
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Example of a victim 
ineffectively trying to 

clear the Internet 
History, while being 

recorded by SpyWare
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Laws & Regulations
• U.S. federal stalking law 

& in every state, etc.

• Use your country’s laws 
to support survivors: 
data privacy, eavesdrop, 
restraining orders, 
internet crimes, etc.

• Train law enforcement 
on crimes & laws

Recommendations
• Ensure privacy of all 

victim data, especially in 
identity changes, borders

• Include “technology 
misuse by abusers” in 
ALL data privacy audits, 
trainings, & awareness 
campaigns

• Educate victim advocates
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For More Information, contact:
Cynthia Fraser 

or any member of the Safety Net Project team

U.S. National Network to End Domestic Violence

2001 S Street NW, Suite 400

Washington, DC 20009  USA 

Phone: 202-543-5566

SafetyNet@nnedv.org     http://www.nnedv.org
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The Internet Threat Landscape
Symantec TM

Dean Turner
Director
Global Intelligence Network
Symantec Security Response
September 28, 2007
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• Symantec Global Intelligence Network™

• Today’s Threat Landscape - Overview

• Global Reach

• Targets

• Methods

• Fraud

• Critical Priorities and Steps

Today’s Discussion
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Symantec™ Global Intelligence Network

> 6,000 Managed Security Devices + 120 Million Systems Worldwide + 30% of World’s email
Traffic + Advanced Honeypot Network

Reading, England

Alexandria, VA

Sydney, Australia

Mountain View, CA

Santa Monica, CA

Calgary, Canada

San Francisco, CA

Dublin, Ireland

Pune, India
Taipei, Taiwan

Tokyo, Japan

3 Symantec SOCs 80 Symantec Monitored 
Countries

40,000+ Registered Sensors 
in 180+ Countries

8 Symantec Security 
Response Centers
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It’s a Market Economy…
• Professional 
crime requires 

professional tools

• Increasingly 
commercialized

• PFR, 
Development 

spec., QA, RTM

• GTM - Pricing, 
distribution, 

support
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…and business is booming!
In the first half of 2007, 212,101 new malicious code threats were 
reported to Symantec. This is a 185% increase over the second half of 
2006.
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Attacks in Stages
• Multi-staged attacks use a small and quiet initial compromise to establish a 

beachhead from which subsequent attacks are launched
• Later stages of an attack can be changed to suit the attacker’s needs

1. Spam containing link to compromised server

Compromised ServerMPack Server

3. Redirection

4. Downloader installed through browser vulnerability

2. User visits legitimate site

5. Download and install additional threats

Server hosting
additional threats

http://www.symantec.com/enterprise/security_response/weblog/upload/2007/05/Mpack 3 sm.jpg
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Change in Tactics and Targets

• Why go to you 
when you’ll 
come to them?

• Fertile ground

• Difficult to 
police
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Increasing Regional Focus
• Threats are being tailored to specific regions and countries
• Some malicious code types are more prevalent in certain 

regions than others
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Internet Security Threat Report 
Volume XII

Key Facts and Figures
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Global levels of malicious activity
Between January 1st and June 30th the United States was the top 
country for malicious activity (raw numbers) with 30% of the overall 
proportion. China was ranked second with 10%.
When accounting for Internet populations, Israel was the top country 
with 11% followed by Canada with 6%.  Seven of the top ten countries 
in this metric were located in EMEA.
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Global locations of fraud
59% of known phishing sites were located in the United States followed 
by Germany with 6% and the United Kingdom with 3%
The U.S. is number one because a large number of Web-hosting 
providers—particularly free Web hosts— are located in the United 
States. The increase in phishing sites there this period may be in part 
due to the high number of Trojans in North America.
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Global attack infrastructures
Globally, during the current reporting period Symantec observed an average of 
52,771 active bot network computers per day, a 17% decrease from the last half 
of 2006.  The worldwide total of distinct bot-infected computers that Symantec 
identified dropped to  5,029,309 - a 17% decrease.  Year over year, this still 
represents a 7% increase.
Command and control servers decreased during this period to 4,622 - a 3% 
decrease.  The United States continues to have the highest number of command 
and control servers worldwide with 43% - a 3% increase from its previous total. 
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Global Data breaches
The Education sector accounted for the majority of data breaches with 30%, 
followed by Government (26%) and Healthcare (15%) - almost half of 
breaches (46%) were due to theft or loss with hacking only accounting for 
16%.
The retail sector was responsible for 85% of exposed identities followed by 
Government.  Where identities were exposed, 73% were due to hacking.
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Global underground economies
Trading in credit cards, identities, online payment services, bank 
accounts, bots, fraud tools, etc. are ranked according to goods most 
frequently offered for sale on underground economy servers.
Credit cards were the most frequently advertised item (22%) followed 
by bank accounts (21%).
Email passwords sell for almost as much as a bank account.
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Target technologies - Web browsers
Microsoft had the highest number of documented vulnerabilities with 39 
followed by Mozilla with 34. Both these vendors also had the highest 
window of exposure at 5 days each.
There were 25 vulnerabilities documented in Safari this period, a 
significant increase from the 4 documented in the last half of 2006. 
However, Safari had the shortest window of exposure at only 3 days. 
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Target technologies - Plug-ins
Vulnerabilities in Web browser plug-ins are frequently exploited to install 
malicious software.
In the first half of 2007, 237 vulnerabilities affecting browser plug-ins were 
documented compared to 108 in all of 2006.
89% of browser plug-in vulnerabilities affected ActiveX components for 
Internet Explorer, an increase over the 58% in the previous period.
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Target technologies - Key statistics
Symantec documented 2,461 vulnerabilities in the current 
reporting period, 3% fewer than the previous reporting 
period.
Severity classification: High severity 9%, Medium severity 
51% and Low severity 40%.
Web applications constituted 61% of all documented 
vulnerabilities.
72% of vulnerabilities documented this period were easily 
exploitable compared to 79% in the previous period.
The W.O.E. for enterprise vendors was 55 days, an increase 
over the 47 day average in the second half of 2006.
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Methods - Malicious code
Trojans continue to rise and may constitute a greater threat because they 
tend to exploit web browser and zero-day vulnerabilities.  Trojans causing 
potential/attempted infections increased from 60% to 73% this period.
Worms continue to drop this period, only accounting for 22% of potential 
infections. This is a decrease from the 37% in the last half of 2006.
The percentage of viruses increased from 5% to 10% this period. 
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Methods - Data theft and data leakage
During the current reporting period, threats to confidential information made up 
65% of the volume of top 50 malicious code causing potential infections, up 
from 53% in the previous reporting period.
While the volume of threats that allow remote access remained stable from the 
same reporting period last year, the volume of threats that log keystrokes and 
export user and system data have all increased - Keystroke loggers represent 
88% of the report threats to confidential information.
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Methods - Propagation
Email attachment propagation is the number one 
propagation mechanism at 46%.
In Canada, email propagation was less than the global 
average while P2P increased over the global percentage.
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Fraud - Phishing
The Symantec Probe network detected a 
total of 196,860 unique phishing messages, 
an 18 percent increase from the previous 
period.  This translates into an average of 
1,088 unique phishing messages per day.
Symantec blocked over 2.3 billion phishing
messages - an increase of 53% over the last 
half of 2006. An average of 12.5 million 
phishing messages per day.
Financial services accounted for 79% of the 
unique brands that were phished while 
making up 72% of the total phishing
websites.  The ISP sector accounted for 11% 
of unique brands phished and 3% of the total 
number of phishing websites.
During the first six months of 2007, 
Symantec classified 78 of the 359 brands 
being phished as core brands. Core brands 
are those that are spoofed at least once 
each month by a phishing attack.
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Critical priorities and steps
Priority Recommendation

1 Data Inventory & Classification
Figure out where the important date lives. Start there.

2 Encryption
Pick what works best for your business, critical data first.

3 Awareness & Training
For travelers/remote workers, critical data handlers & everyone else.

4 Process, Process, Process
Helpdesk authentication, termination process, contractor lifecycle, etc.

5 Segmentation & Separation of Duties
Networks & employees– don’t let the fox (or the hens!) watch the henhouse

6 Know Thy Perimeter
Wireless audits & overall vulnerability management prevent “easy” hacks

7 Develop Secure Applications
Cheapest and best means of protecting applications is to develop them securely

8 New Technical Solutions
Do the basics but also consider solutions such as data leakage & lojack
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US task force report on identity theft
www.idtheft.gov/reports/StrategicPlan.pdf

www.idtheft.gov/reports/VolumeII.pdf

http://www.idtheft.gov/reports/StrategicPlan.pdf
http://www.idtheft.gov/reports/VolumeII.pdf
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Contact us
Federal Trade Commission
600 Pennsylvania Avenue, N.W. 
Washington D.C.  20580
United States
www.ftc.gov
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