PRIVACY HORIZONS:

TERRA INCOGNITA

29% |nternational Conference of

# Sentember 25 to 28, 2007
Montreal, Canada

"L.;" TR
% JRBIS TI
S | bhos” g
T N d® I

LES HORIZONS DE LA ';',‘L.___ |
PROTECTION DE LA VIE PRIVEE : ™, [~

TERRA INCOGNITA & =

29 Conférence intemationale des commissaires
a la protection des données et de |a vie privée

du 25 au 28 septembre 2007
Montréal, Canada

Data Protection and Privacy Commissioners



PRIVACY HORIZONS TERRA INCOGNITA LES HORIZONS DE LA PROTECTION DE LA VIE PRIVEE

Internet Crime Workshop

Wayne Watson

Director General

Investigations and Inquiries Branch
Office of the Privacy Commissioner
of Canada

WWW.privcom.gc.ca
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Internet Crimes
As Part of Stalking,

Domestic & Sexual Violence

Presenter: Cynthia Fraser
Safe & Strategic Technology Project
National Network to End Domestic Violence
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Internet Crimes & Technology Misuse:

Interception Surveillance Environmental
Impersonation Monitoring Manipulation
Harass Victimize Grooming
Threaten Stalk Tracking

Key Goals:
Victim/survivor safety & privacy

Offender accountability Systems change
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wreetings Infidels, I am Liam Youens

Stalker’'s Website

“I wasn’t going to Kill
her today | wanted to
get the exact time
she leaves....”

Update: On Thursday October 7, I was making excuess because [ was scared. [ still feel unconfortable about sitting in the
parking lot. I pray to God that she parks on the street like last fnday, but I doubt it. My mother is gotng on vacation so I would
beable to use her car. That may make me bold enough to park m the lot at 4:30. Since I wasn't gomng to kill her today I wanted
to get the exact tune she leaves, so I can minumize the time [ would have to park there. I went around and around domg my best

not to get noticed.

I saw her, [ saw her, [ saw her. At 447pm Thursday she was at a red light near the office and I came m from the side. She
didn't notice me I don't think. She looked wonderful, like seeing God herself I think I might have seen her before on a bike and




PRIVACY HORIZONS TERRA INCOGNITA LES HORIZONS DE LA PROTECTION DE LA VIE PRIVEE

Amy Boyer

Amy Boyer’s Murder

Online broker DocuSearch: Stalker

used pretext calls to get Amy Boyer’s
US SSN & place of employment. Sold
to stalker who then found & killed Amy.

Family sued online broker. U.S. New Hampshire case:

 Gathering personal information by pretext violates
consumer protection laws

 Investigators/brokers must exercise reasonable
care in dlsclosmg 31 party personal info to client
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Abusers & Web-based Call Spoofing

==, SpoofCard™

< e BE WHO YOU WANT TO BE

e Em Y

SpoofCard calling cards offers you the ability ko
change what someone sees on their caller ID
displaw when they receive a phone call.

Kew Benefits: Make calls truly private, abiliky bo
record calls, Change wour woice, Fun and
inexpensive, Easy to use and Fast to set up!
Instant Access!

MGRE INFD

SPOOFCARD FEATURES:

Caller ID Spoofing
¥oice Changer
Call Recording
Web Control Panel

Mo computer needed! Simply dial the toll free
number From the calling card wou purchase,

1.Enkter vour pin number,

3. Enker Destination number,

2. Enter Any Caller ID Mumber vou wish ko display,
4, Choose the voice wou would like to use,

5. Your call is connected using the specified Caller
ID Mumber,

Az an added bonus, we offer vou the option o
record wour conwversation For FREE which wou can

lakar rakriva b laaminacin ko wusow cackeal nanal e

 Caller ID &
Voice changer

Control Panel Login
alling Card Pin:

| 1 Record calls
2 &web controls

@ BUY INSTANT CALLING MINUTES

@ MESSAGE BOARD

e ey (] Buy calling

@ CONTACT US

LU cards with cash

@ PRIVACY POLICY
d Threaten &
:B::iolm ' Stal k

Buy $20 Instant Calling Card

- 120 Minutes talk time = : |
- Caller ID Spoofing SpoofCard F
- Waice Changer [ ——— eVI e n

i = C e ‘.’

Buy $10 Instant Calling Card

- B0 Minutes talk time
- Caller ID Spacfing
- Yaoice Changer
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IP Relay, Stalking, & Impersonation

This Is relay operator 5243 we have a message.

You're a heartless, sick, nerdy b@%$#%. Die and go
to hell. End of message. Thank you IP relay...”

= Enter phone # at relay website = IP-RELAY.com

= Open AIM. Create “MylIPRelay” IP-RELAY.com  IP-VRS
buddy. Send IM with phone #. ———

F —
di" File Edit View

P relay operator (3rd party) relays © Buddies (0/1)

ped & spoken conversation D Consultants (1/3)
& Colleagues (2/9)

egally confidential? but can intercept!

C—; Aaafarduwnratal:4
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IM & Email in Crimes: New Features & Risks

= Impersonation, interception, threats, monitoring,
evidence collection & tracing, privacy & encryption

= Email: sniffing, anonymizers, remailers

= IM: logging, hacking, forward to mobile device

i "
IM Logging: WCTIM@SERVICES
Welcome to Victim .S(f'."l"."(‘(«'.;;- ; e
D Log IMS Domestic Violence Shelter Tour -

and Information Site

4 Log Chats

Email for help
Store Logs: C:\Documen
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GPS & Online Location Tracking

[hefault

&

peEn

I nits:
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oups Print

Pk map
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Zoom In

<4

Zoom Dut
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CBA0RE &
SBNOLE

Stat & Dur Lacalion / Dist & Iax Speed
Monday. December 23, 2002
06-22:32 1.74 mies

mie 05zac ETE mgh
g 070032 Lat 41,5514
‘ 1hts 34rin Len £7.8741

Amin [Geec 313 mph
065253 2100- 2298
1A% 4onin 43sec W PALATINE FD

06:30:27 19.59 miles

0B-34:29 14.97 mile=
16mi 305ec 6.7 gk
0E:51:09 2300 - 2358
1hes DSenin 5T JAMES ST
N — 09:56:09 20.91 miles
I 1I ATmim O0gec B8.1 mph
- 10:3310 5500 - 5559
( Timim G3zec W TOUHY AVESTOUHY AVE |
1004503 766 miles
= 19min 0758 56.1 mgh
11:04:11 Lat 41,9831
- Thez Z1min Lon 67,8581
> 122551 1.56 miles
UH \|| Amin S8zer 49 4 mph
S 4 122951 165 - 1800
STRONG ST [[ Fating Sohest = RO 7min 42sec  CUMBERLAND AVE/N PUEELD A
T i | ‘_\Tgir “ Jlﬂl' \ ]l 123733 14 65 miles =
[4 T [ T[]
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Mobile Location Tracking: Consent, Notify, Hide

 Double opt-in: see location
without sharing yours.

e Notification: random text
messages to notify about
activated location features.

* On/off feature: set yourself
Invisible to all or one person

the map & click the dots.

o Set false location: set location - (885

at library & visit shelter. your location automaticall
to friends
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GPS & U.S. State Stalking Cases

. I | < i ostad: 1051 AR

CNN.com /TECHNOLOGY xenossin, wiscarzin camr

stalking his former live-in

Police: GPS device usedto stalk  Siritriend with help from a high-

tech homing device placed
woman under the hood of her car.

 Colorado 2000: Put GPS Iin ex-wife’s car.
Convicted: stalking “electronic survelllance.”

1 Wisconsin 2002: GPS to track former live-in
girlfriend. Convicted: stalking, burglary.

 Missouri 12/05: Police officer put GPS In ex-
glrlfrlend S car. Offlcer flred
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Cameras, Internet, Assault & Abuse

o ,.'. )
1_.'. .
- "'
| =
b ¥

il Iy @\ HETHING IS HIDDEM FROM OUR EAMERAS
L

e \Voyeurism, Survelillance

 Distribute footage of rape

e consensual interaction taped &
distributed without consent

e Child pornography, coerced &
groomed filming

ScecvensSiars

» website/computer hacks,
Impersonate to solicit, threats
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Spyware, Abusers & Computer Monitoring

T —

%&K{\ Attorney General IE =
E-_ Jennifer M. Granholm ‘; A
e oy

September 5, 2001 w
FOR IMMEDIATE RELEASE

In the first case, Steven Paul Brown, age 41 of Belleville, is charged with four felonies for allegedly
installing spy software on the computer of Patricia Brown, his estranged wife. He installed a commercially
available hacking program on the computer at Ms. Brown's separate residence in Warren. This program

caused all of the keystroking activity of her computer, including all e-mails sent and received, all web

surfing, and any Internet communications, to be e-mailed to Steven Brown's e-mail account.

eBlaster 5.0

The OMLY softvware that
captures their incoming and
outgoing emails, chat and instant
meszages - then IMMEDIATELY
forvwwards them any email
address you chooze,

eBlaster alzo creates an hourly
Activity Report detailing all emails
zent and received, chatz, IM's,
kevatrokes typed, weh sites
vizited, programs launched and
peer-ta-peer (P2P] files
dowenloaded - then sends it
directly to Y OUR email address,

U.S. Michigan State Law charged: Eavesdropping,
Installing an Eavesdropping Device, Unauthorized
Access, & Using a Computer to Commit a Crime
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romCYBERSsitter®

Easy Data Breaches -- BBC Program has Child Put
Keylogger on MP's Computer (March 23, 2007, England)

A 6-year-old girl, accompanied by BBC's Inside Out
television program reporter, attached a keystroke
logging device to an MP's computer. MP Anne Milton
agreed to leave her computer unattended for one
minute; the child attached a keystroke logger within 15

seconds. The girl brought the device undetected into the
House of Commons.
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SpyWare Records Every Keystroke Typed

Edit ‘Wjew ‘Window Help

Eile
f Emai T""'.,;" Wieb Sites I Hellol] Chat/IM T E "iE}'s:r-}kesT k4 Programs I Snaps-h-:ﬂs-l

Jump to... - Wiew... - Show... - Search Keystrokes: I
| Program | kew Counk | Prograrmn Stark Date |
@ M5 Power Poink 15 Fri, Aug 17, 2007 05:19:15 PM
@ Internet Explorer 225 Fri, Aug 17, 2007 05:17:23 PM
aFiranx P Thu, Maw 03, 2007 12:25:41 PM
aEprDrer z Thu, Maw O3, 2007 12:25:41 PM
a Aime 19z Thu, May 03, 2007 05:22:54 AM
El Szaad z Thu, Maw 03, 2007 03:22:51 AM
EI Aimg 134 Thu, May 03, 2007 05:20:22 AM
a Firefozx :
@ Sszaad 2 Thu, Maw 03, 2007 03:17:08 AM
@ Firefozx 56 Tue, Apr 24, 2007 07:14:52 PM
@ M5 Power Poink 265 Tue, Apr 24, 2007 03:12:3531 PM
a M3 wWhord 3675 Tue, Apr 24, 2007 12:51:45 PM
a M3 Excel 3534 Tue, Apr 24, 2007 12:20:17 PM
a Aime S22 Tue, Apr 24, 2007 09:27:00 AM
EI Firefo:x 3l Tue, Apr 24, 2007 09:09; 25 AM
EI Firefo:x 111 Tue, Apr 24, 2007 09:03:36 AM

[My ¥ahoo! - Mozilla Firefox]
=08:17 Ahl=www.shelernet/ic.ca

29e CONFERENCE INTERNATIONALE DES COMMISSAIRES A LA PROTECTION DES DONNEES ET DE LA VIE PRIVEE 29" INTERNATIONAL CONFERENCE OF DATA PROTECTION AND PRIVACY COMMISSIONERS
BAL G BnE—A U 28 S5 EPTEMBRE 29007 MONTREAL, G ANKDA SERT EM-BER 178 T\ 3 @y O 0F



PRIVACY HORIZONS TERRA INCOGNITA LES HORIZONS DE LA PROTECTION DE LA VIE PRIVEE

File Edit Yew Plavback Window Help
[ g Emai I"""E \Web Sites T Heliol] ChatfIM I E r(eya-'.rckesI .(E Programs T E Snapshmsl u u

W) (4 Pl (r) (M
First Bachk Play MNext Last

= Full Screen " TagiUnTag M Delete

J |nternet; ITue,Apr 24 121931 P http:.n".n"rnail.gu:u:gle.cnma’mailf?auth=DQN—‘«.&HM&DqBkDbstbDUrGEDueiHKpsi_-H..j Feywwords; I
1

") Shelternet - connects abused women to shelters - Mozilla Firefox

File Edit View Go Bookmarks Tools Help

@ - - & 0 9|0 http://www.shelternet.ca/en/ ~loa
» washingtonpost | # United || Surveys | ./ NNEDV | *c ADMIN | w Wikipedia | 1 Mall | % RK M TechP @ CR |
Google | v|ldteo -9 -\ B Y (e

& Find a Shelter

Spyware ﬁ'ShE'ter”E“a

R e CO rd S It takes courage to take action
! = Horne About Us Sponsors Shelters Only
I m ag es O r Shelternet connects abused
” Just For Kids women to shelters ’*’}g frf"ydoﬂrsxf.i?r
riends and Family ; > 4 Lem
screenshots” | BEEEERR oo v 200G
: provide reliable information = *
every second '

for abused wormen in
Canada, Please browse the

Ip-

Is it safe for you to

infarmation or take a look be online?
thrnug.h our special sections . b. How to hide your
on topies such as . e internet activities.
understanding abuse, find a ) J
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File Edit Wiew Playback ‘Window Help

{ _:] Emai I"“",‘i Web Sites I Hellal) Chat/IM I .-E -(e;.-s'.rc:-kesT 'ti Programs I E Snapshnlsl J a J

I 2 I

First Back Play MNext Last

Full Screen Tag/UnTag Delete

J Intarmet: IThu,Ma_-,- 03 02:2219AM httpe /205, 47,204 39/ superclick Aopentoolbar php | Keywords: |
1

‘) shelter abused women canada - Google Search- M
File Edit View Go Bookmarks Tools Help
@-o -5 0 R | http:waw.google.ca,fsearch?hl=en&q=5helter+a;I @ Go ||§‘,
Google |she|ter ablﬂ C-4@ %~ - L -1 (- & [Eshelter [ abused E women [ canada
" |Shelternet - connects ... [Gshelter abused wo... |
Sign in
Web Images Groups MNews Maps more »
Google |shelterabused wiarmen canada Search w
Search: @ thewsb © pages from Canada
Web Results 1- 10 of about 1,120,000 for shelter abused women canada. (0.13 seconds)

Women's Shelter Sponsored L

weanie IntervalHouse.on.ca Get Help For Domestic Violence. Housing, Counseling & Mare. Call Us Exam p I e Of a

Crisis Services | Resources | Ontario Women's Justice MNetwiork
Transition Houses and Shelters for Abused Women in Canada A POF listing in French and . 1

English prepared by the Mational Clearinghouse aon Family %iolence, ... VI Ctl m
w0y, argdresourcedshelter. him - 21k - Cached - Similar pages

Every minute a wioman in Canada is abused SearCh I n g for

That is why Canadian Women's Foundation, Hudson's Bay Company (Hbc) and Rogers are
... Women's Foundation and 274 shelters for abused women across Canada. ...

dawn. thot.net/start_to_stop_wialence. html - 258k - Cached - Similar pages h e I p O n th e

B W ror Transition Houses and Shelters for Abused Women in Canada Maisons ...

File Farmat: PDF/Adobe Acrobat - Wiew as HThL We b




File Edit Wiew Playback ‘indow Help
[E Email I"T;’ Web Sites I fiebl) Chat/IM Iﬁ Ke:-’slrc:kes{ " kf Programs Tm Snapshmsl V 'Sattings m
%
oy 1 I\’ ’ L E Full Screen O Tag/UnTag 'ﬁr Delete
First Back Play MNext Last
J |nternet; ITue,.ﬁ.pr 24127133 PM http:a"a’mail.guugle.cuma’mailf?auth=DIl.ﬂ.ﬂ.ﬁ.H.ﬂ.ﬁ.ﬁ.ﬂ.DquDbstbElLlrGEDueiHKpsi_-H..j K.epwords: I

) Shelternet - Find a Womens Shelter — Clickable Map of Canada - Mozilla Firefo

File Edit View Go Bookmarks Tools Help

@ - o -2 0 H |D http://www.shelternet.ca/en/women/find-a-shelter/clickable-map/ _v
™ washingtonpost | # United | Surveys | NNEDV | “c ADMIN | w Wikipedia 1 Mall | % RK ¥ TechP ©
Google | vy|c-de % -\ B -8 (#- &

Making & Safety Flan

Understanding Abuse

Find & Shelter
Clickable Map

Al Bbout Shelters

Warnen's Stories

Limks

Click on the icon to visit their website

M=izon Marguerite

for Kids Location: Montréal

Example of a [
Victim trying [
to find an

abuse shelter

Helpline: (51 932-2250
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File Edit Wiew Plavback ‘Window Help

f j Emai I""",{: Web Sites I Helisl) Chat/IM I ..}} (Eysfrokes‘[ ki Pragrams T E Snapshmsl

g2 )

I 2 |

First Back Play Mext Last

Full Screen

Tag/UnTag

Delete

J Internet; ITue,ﬁi\pr 247121931 PM kitp://mail. google.com/mail/ ?auth=D 0 asaHa4840 qB kDbs 0 wbOUNGE OueH K psi_-H.. j F.eymords: I

|

T

File Edit View Go Bookmarks Tools Help

@&-o -5 0 R |u http://www.shelternet.ca/en/women/internet-safety/

~] ©Go |

™ washingtonpost | # United ||

Surveys | | NNEDV | *c ADMIN | W Wikipedia =< Mall | % RK ¥ TechP © CR = nbx

Googlcl

v[c-te &% -

T (e &

Tour browser

Clearing cache &
histary

About cookies

Example of a
Victim trying
to learn about
Internet
Histories

| privacy
address book
nt messaging

Fgroups, forums,

h & Safety Plan
Ftanding Abuse
Shelter

ut shelters

n's Stories

TTTOT S Ao Ore ToT e 0T TS T O achi )‘IJL:II
activities. They are described through the
links below. If your abuser knows his or
her way around computers it might be better for you to use a
computer outside the home - at a library, school, internet café or a
friend's house,

-

Your abuser may have ways of tracking
your activities on your home computer
that are difficult to prevent.

If you are concerned about the safety of
using your home computer, if possible,
use a computer at a public library, a
school, an internet café, or at the home of
a trusted friend.

\

Questions and Answers about Internet Safety

1. Can my activity on the internet really be tracked? For example,

\@

Internet Safety Tips

When your
computer asks
whether you want it
to remember your
password always
click on the NO box,
If the computer
remembers your
password, it can be
clue that you have
visited a web site.

could my abuser tell what sites [ have visited?

2. I'm not sure what type of browser T use. How can [ find out?

3. Is there anything 1 can do to prevent someone from sesing
wihat sites T have heen an?

Your Feedback

We welcome your
feedback. Help us

make Shelternet's
wehb site even
better!

|

7



I _. Emai ] '“"E Web Sites | (Helol] Chal/lM i .._*: Keystrokes ‘ ,:_j Programs I
i 3

i

J—
{

I 4 4 » Ll L | Full Screen ¢} Tag/UnTag [ Delete
First Back Play MNext Last
‘ Internet: | Fr, g 17 05:17:33 PR hitp: A, google. comAwebhpsourceid=navchentie=U TF-8 »| FKewwords: |

|

|

_,f:_‘!._Euuglﬂ - Windows Internet
e

3 s
@._ i http:,l',l'www.gu:u:ugle.cu:um,l'webhp?su:uurceid=navclientﬁde=UTF-8

File Edit ‘iew Favorites  Tools  Help 700 (eeis | God [+] - Popups okat Check = 2! Translate
] | Google | ~|6od = | @ 2%

'ﬂi" ahe Gu:u:ugle | l

Web |mages WVideo News Maps G e y
E - m Delete Browsing History (I | _|D|£|

= 2 N\ r‘t' A"

Please wait while the browsing history is deleted, ﬂ
Leleting history. ..

| (1111 Cancel I edia that Delete files, .,

Cookies
Files stored on wour computer by websites to Delete cookies. ..
save preferences such as login information,

Example of a victim = -
ineffectively tryingto | —
clear the Internet
History, while being st Dot
recorded by SpyWare

Delete Forms...

wisited,

Abouk deleting browsing hiskorsy Delete all... Close
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Laws & Regulations Recommendations

U.S. federal stalking law * Ensure privacy of all

& in every state, etc. victim data, especially in
identity changes, borders

Use your country’s laws

to support survivors: * Include "technology

data privacy, eavesdrop, = Misuse by abusers™ in

restraining orders, ALL data privacy audits,

internet crimes, etc. trainings, & awareness
campaigns

Train law enforcement
on crimes & laws  Educate victim advocates
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For More Information, contact:
Cynthia Fraser

or any member of the Safety Net Project team
U.S. National Network to End Domestic Violence
2001 S Street NW, Suite 400
Washington, DC 20009 USA
Phone: 202-543-5566
SafetyNet@nnedv.org http://www.nnedv.org
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The Internet Threat Landscape
Symantec ™

Dean Turner

Director

Global Intelligence Network
Symantec Security Response
September 28, 2007
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Today’s Discussion

e Symantec Global Intelligence Network™
e Today’s Threat Landscape - Overview

e Global Reach

e Targets

* Methods

e Fraud

e Critical Priorities and Steps
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Symantec™ Global Intelligence Network

3 Symantec SOCs 80 Symantec Monitored 25555+ Eeglsterea g ensors 8 Symantec Security
Countries in 180+ Countries Response Centers

_ _
> 6,000 Managed Security Devices + 120 Million Systems Worldwide + 30% of World’s email
Traffic + Advanced Honeypot Network

T"A'

Reading, England

Alexandria, VA

Nt

-

| Sydney, Australia
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...and business Is booming!

= In the first half of 2007, 212,101 new malicious code threats were
reported to Symantec. This is a 185% increase over the second half of
2006.

250,000 —
212,101
200,000 —

150,000 —

100,000 |—

Number of new threats

74,482

48,226

53,410 50,761
50,000 (— 42,523 :
20,451
13141 60 9138 8475 l I I I I
0 . | b | b |
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Attacks in Stages

Multi-staged attacks use a small and quiet initial compromise to establish a

[
beachhead from which subsequent attacks are launched
« Later stages of an attack can be changed to suit the attacker’'s needs
fﬁéﬁ@;\ 1. Spam containing link to compromised server
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3. Redirection
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Change in Tactics and Targets
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Increasing Regional Focus

 Threats are being tailored to specific regions and countries
 Some malicious code types are more prevalent in certain
regions than others

Percentage of malicious code types

150 4% 29%

A49% 43%

B Emea

MNorth America
Trojan Waorm . I

B

Latin America
6%
27% 22%
33%

Virus Back door
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Internet Security Threat Report
Volume XI|
Key Facts and Figures
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Global levels of malicious activity

» Between January 1st and June 30th the United States was the top
country for malicious activity (raw numbers) with 30% of the overall
proportion. China was ranked second with 10%.

» \WWhen accounting for Internet populations, Israel was the top country
with 11% followed by Canada with 6%. Seven of the top ten countries
In this metric were located in EMEA.

Previous [Malicious| Spam | Command- | Phishing
Overall Previous Overall Overall Code |Zombies and-Control| Web Bot |Attack
Rank | Rank Proportion Proportion| Rank Rank |Server Rank sites |Rank Rank

1 1 United States 30% 31% 2

2 2 China 10% 10% 2 3 5 18 1 2
3 2 Germany 7% 7% 7 2 2 3 3
4 5 United Kingdom 4% 4% 3 35 6 7 5
5 4 France 4% 4% 9 7 12 5 4
6 7 Canada 4% 3% 6 31 3 8 7
7 8 Spain 3% 3% 10 10 22 13 4 6
8 10 Italy 3% 3% 5 6 8 12 6 3
9 6 South Korea 3% 4% 26 8 4 10 13 12
10 14 Japan 2% 2% 4 20 13 8 16 10
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Global locations of fraud

» 59% of known phishing sites were located in the United States followed
by Germany with 6% and the United Kingdom with 3%

» The U.S. is number one because a large number of Web-hosting
providers—particularly free Web hosts— are located in the United
States. The increase in phishing sites there this period may be in part
due to the high number of Trojans in North America.

1 United States 59% 46%
2 2 Germany 6% 11%
3 3 United Kingdom 3% 3%
4 10 Netherlands 2% 2%
5 11 Russia 2% 2%
6 4 France 2% 3%
7 7 Canada 2% 2%
8 5 Japan 2% 3%
9 8 China 1% 2%
10 6 Taiwan 1% 3%
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Global attack infrastructures

» Globally, during the current reporting period Symantec observed an average of
52,771 active bot network computers per day, a 17% decrease from the last half

of 2006. The worldwide total of distinct

bot-infected computers that Symantec

identified dropped to 5,029,309 - a 17% decrease. Year over year, this still

represents a 7% increase.

» Command and control servers decreased during this period to 4,622 - a 3%

o

decrease. The United States continues
and control servers worldwide with 43%

to have the highest number of command
- a 3% increase from its previous total.

United Gg)“;i’,/"y
Kingdom ).
Canada (7) 4% \ \
8) 3%
(@) France — - ¥~ Poland
0, 0,
United States (5) 5% /" } B0 China
(4) 6% Italy
(6) 4%
Israel
(9) 3%
Key
(X) = Current rank
% = Current proportion
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Global Data breaches

» The Education sector accounted for the majority of data breaches with 30%,
followed by Government (26%) and Healthcare (15%) - almost half of
breaches (46%) were due to theft or loss with hacking only accounting for
16%.

» The retail sector was responsible for 85% of exposed identities followed by
Government. Where identities were exposed, 73% were due to hacking.

Community/non-profit 2% Hacking 16%

Rl v el alie 5%

» \2. 4

Insider 29

Insecure policy 34% v/ Unkngwn 2%
i

Health care 15%

Other 6%

B Transportation 1%
. Manulacturing 1%

Computer software 1%

Education 30% OV
‘ Government 26%

Financial 14%

B Military 1%

Arts/media 1%

B Telecom 1%

29e CONFERENCE INTERNATIONALE DES COMMISSAIRES A LA PROTECTION DES DONNEES ET DE LA VIE PRIVEE

BAF R nEe—A B 20 5 EPTEEM BRE

007

O NT RE AL,

OCAMNADA

Theft/loss 46%

29" INTERNATIONAL CONFERENCE OF DATA PROTECTION AND PRIVACY COMMISSIONERS

SERT EMBER Iff F-O00 T WLy SRy



PRIVACY HORIZONS TERRA INCOGNITA LES HORIZONS DE LA PROTECTION DE LA VIE PRIVEE

Global underground economies

» Trading in credit cards, identities, online payment services, bank
accounts, bots, fraud tools, etc. are ranked according to goods most
frequently offered for sale on underground economy servers.

» Credit cards were the most frequently advertised item (22%) followed
by bank accounts (21%).

» Email passwords sell for almost as much as a bank account.

1 Credit Cards 22% $0.50-%5

2 Bank Accounts 21% $30-%400

3 Email Passwords 8% $1-%$350

4 Mailers 8% $8-%10

5 Email Addresses 6% $2/MB-%$4/MB
6 Proxies 6% $0.50-%3

7 Full Identity 6% $10-%$150

8 Scams 6% $10/week

9 Social Security Numbers 3% $5-%7

10 Compromised Unix Shells 2% $2-%10
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Target technologies - Web browsers

» Microsoft had the highest number of documented vulnerabilities with 39
followed by Mozilla with 34. Both these vendors also had the highest
window of exposure at 5 days each.

» There were 25 vulnerabilities documented in Safari this period, a
significant increase from the 4 documented in the last half of 2006.
However, Safari had the shortest window of exposure at only 3 days.

Period
54
a0
Jul=Dec 2006 -
4
35
S ¥ 34 Internet Explorer
Jan=Jun 2007 T
a
= ma Mozilla
e —
Safari
g Opera
0 10 20 30 40 50 G0
Documented vulnerabilities
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Target technologies - Plug-ins

» Vulnerabilities in Web browser plug-ins are frequently exploited to install
malicious software.

» In the first half of 2007, 237 vulnerabilities affecting browser plug-ins were
documented compared to 108 in all of 2006.

» 89% of browser plug-in vulnerabilities affected ActiveX components for
Internet Explorer, an increase over the 58% in the previous period.

Percentage of vulnerabilities

WWlir | . o i | 17
Windows Media Player 4% ] &
=g : Mogzilla extensions 1%

Mozilla extensions 1% AL <1%
Acrobat 11% Crovat T ige
i ActiveX 89% lava 2%
ActiveX 58% e B )
. Java 5% \ QuickTime 8%
I 1 :
/ Flash 11%
xnmnp 11%
Jul=Dec 2006 Jan=Jun 2007
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Target technologies - Key statistics

» Symantec documented 2,461 vulnerabilities in the current
reporting period, 3% fewer than the previous reporting
period.

» Severity classification: High severity 9%, Medium severity
51% and Low severity 40%.

» Web applications constituted 61% of all documented
vulnerabilities.

» 72% of vulnerabilities documented this period were easily
exploitable compared to 79% in the previous period.

» The W.O.E. for enterprise vendors was 55 days, an increase
over the 47 day average in the second half of 2006.
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Methods - Malicious code

» Trojans continue to rise and may constitute a greater threat because they
tend to exploit web browser and zero-day vulnerabilities. Trojans causing
potential/attempted infections increased from 60% to 73% this period.

» Worms continue to drop this period, only accounting for 22% of potential
infections. This is a decrease from the 37% in the last half of 2006.

» The percentage of viruses increased from 5% to 10% this period.

Jul=Drec 2006

Jan=Jun 2007

60% 73%

37%

22% 11%
5% . |
102 | 8%

Type
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Methods - Data theft and data leakage

» During the current reporting period, threats to confidential information made up
65% of the volume of top 50 malicious code causing potential infections, up
from 53% in the previous reporting period.

» While the volume of threats that allow remote access remained stable from the
same reporting period last year, the volume of threats that log keystrokes and
export user and system data have all increased - Keystroke loggers represent
88% of the report threats to confidential information.

Percentage of exposure threats Exports user data

87% 88%
88%

T6% 79%,
69% | 80% 76%
69% o 67%

i 2007

Perliod
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Methods - Propagation

» Email attachment propagation is the number one
propagation mechanism at 46%.

» In Canada, email propagation was less than the global
average while P2P increased over the global percentage.

Percentage
Propagation Mechanism of Threats

1 File Transfer/Email Attachment 46%
2 File Transfer/CIFS 24%
3 File Sharing/Peer-to-Peer 22%
4 File Sharing/Executables 22%
5 File Sharing/Peer-to-Peer/Kazaa 18%
6 Remotely Exploitable Vulnerability 18%
7 File Sharing/Peer-to-Peer/Morpheus 15%
8 File Sharing/Peer-to-Peer/eDonkey 15%
9 File Sharing/Peer-to-Peer/Winny 5%
10 Backdoor/Kuang2 3%
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PRIVACY HORIZONS TERRA INCOGNITA LES

Fraud - Phishing

o

The Symantec Probe network detected a
total of 196,860 unique phishing messages,
an 18 percent increase from the previous
period. This translates into an average of
1,088 unique phishing messages per day.

Symantec blocked over 2.3 billion phishing

messages - an increase of 53% over the last

half of 2006. An average of 12.5 million
phishing messages per day.

Financial services accounted for 79% of the
unique brands that were phished while
making up 72% of the total phishing

websites. The ISP sector accounted for 11%
of unique brands phished and 3% of the total

number of phishing websites.

During the first six months of 2007,
Symantec classified 78 of the 359 brands
being phished as core brands. Core brands
are those that are spoofed at least once
each month by a phishing attack.
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Critical priorities and steps

1 Data Inventory & Classification
Figure out where the important date lives. Start there.

2 Encryption
Pick what works best for your business, critical data first.

3 Awareness & Training
For travelers/remote workers, critical data handlers & everyone else.

Process, Process, Process
Helpdesk authentication, termination process, contractor lifecycle, etc.

Segmentation & Separation of Duties
Networks & employees— don't let the fox (or the hens!) watch the henhouse

o g »

Know Thy Perimeter
Wireless audits & overall vulnerability management prevent “easy” hacks

7 Develop Secure Applications
Cheapest and best means of protecting applications is to develop them securely

8 New Technical Solutions

Do the basics but also consider solutions such as data leakage & lojack
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Internet Crime Workshop

Deborah Platt Majoras

Chairman
Federal Trade Commission
(United States)
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Internet Crime Workshop

US task force report on identity theft
www.Ildtheft.gov/reports/StrategicPlan.pdf
www.Idtheft.gov/reports/Volumell.pdf
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http://www.idtheft.gov/reports/StrategicPlan.pdf
http://www.idtheft.gov/reports/VolumeII.pdf
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Internet Crime Workshop

Contact us

Federal Trade Commission

600 Pennsylvania Avenue, N.W.
Washington D.C. 20580

United States
www.ftc.gov
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